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Preface

Web mining is moving the World Wide Web toward a more useful environment in
which users can quickly and easily find the information they need. It includes the
discovery and analysis of data, documents, and multimediafrom the World Wide Web.
Web mining uses document content, hyperlink structure, and usage statistics to assist
users in meeting their information needs.

The Web itself and search engines contain relationship information about docu-
ments. Web mining is the discovery of these relationships and is accomplished within
three sometimes overlapping areas. Content mining isfirst. Search engines define con-
tent by keywords. Finding contents’ keywords and finding the relationship between a
Web page’s content and a user’s query content is content mining. Hyperlinks provide
information about other documents on the Web thought to be important to another
document. These links add depth to the document, providing the multi-dimensionality
that characterizesthe Web. Mining thislink structure is the second area of Web mining.
Finally, there is a relationship to other documents on the Web that are identified by
previous searches. These relationships are recorded in logs of searches and accesses.
Mining these logs is the third area of Web mining.

Understanding the user is also an important part of Web mining. Analysis of the
user’s previous sessions, preferred display of information, and expressed preferences
may influence the Web pages returned in response to a query.

Web mining isinterdisciplinary in nature, spanning across such fields asinforma-
tion retrieval, natural language processing, information extraction, machine learning,
database, datamining, datawarehousing, user interface design, and visualization. Tech-
niques for mining the Web have practical application in m-commerce, e-commerce, e-
government, e-learning, distance learning, organizational learning, virtual organiza-
tions, knowledge management, and digital libraries.

BOOK OBJECTIVE

Thisbook aimsto provide arecord of current research and practical applications
in Web searching. Thisincludestechniquesthat will improve the utilization of the Web
by the design of Websites, aswell as the design and application of search agents. This
book presents this research and related applicationsin a manner that encourages addi-
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tional work toward improving the reduction of information overflow that is so common
today in Web search results.

AUDIENCE

Researchers and students in the fields of information and knowledge creation,
storage, dissemination, and retrieval in variousdisciplineswill find thisbook astarting
point for new research. Developers and managers of Web technologies involved with
content development, storage, and retrieval will be able to use this book to advance the
state of the art in Web utilization.

ORGANIZATION OF THE BOOK

In any Web search effort the user wants information. To find information the
search engine must be able to understand the intent of the user and the intent of the
Web page author. Chapter 1, “Metadata Management: A Requirement for Web Ware-
housing and Knowledge Management” by Gilbert Laware, bringsinto focus why Web
mining isimportant and what isimportant to Web mining.

Understanding the user’s intent leads to personalization of search. Personaliza-
tion can influence user search results, and through collaboration, the results of others.
Personalization spans the divisions of Web mining. Chapter 1, “Mining for Web Per-
sonalization” by Penelope Markellou, Maria Rigou, and Spiros Sirmakessis, provides
an introduction to this important area. Other chapters discussing personalization is-
suesare Chapterslil, V, XI, X111, X1V, XVII, XVIII, and XIX.

In keeping with the three primary areas of Web mining the remaining chaptersare
organized in sections on content, structure, and usage.

Section Il presents content mining. Content mining extracts and compares con-
cepts from the content of Web pages and queries. Information retrieval techniques are
applied to unstructured, semi-structured, and structured Web pages to find and rank
pages in accordance with the user’s information need.

In Chapter |1, “Using Context Information to Build a Topic-Specific Crawling
System,” Fan Wu and Ching-Chi Hsu discuss several important criteriato measure the
relevancy of Web pages to a given topic. Thisincludes rank ordering the pages based
on arelevancy context graph.

Thisisfollowed by “Ontology Learning from aDomain Web Corpus” from Roberto
Navigli (Chapter IV), which describes a methodology for learning domain ontologies
from a specialized Web corpus. This methodology extracts a terminology, provides a
semantic interpretation of relevant terms, and populates the domain ontology auto-
matically.

Chapter V, “ MARS: Multiplicative Adaptive Refinement Web Search” by Xiannong
Meng and Zhixiang Chen, applies a new multiplicative adaptive algorithm for user
preference retrieval to Web searches. This algorithm uses a multiplicative query expan-
sion strategy to adaptively improve and reformulate the query vector to learn the user’s
information preference.

Chapter VI, Neil C. Rowe's“Exploiting Captionsfor Web DataMining,” presents
an indirect approach to indexing multimedia objects on Web pages by using captions.
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Thisnovel approach is useful because text is much easier for search enginesto under-
stand than multimedia, and captions often express the document’s key points.

“Towards a Danger Theory Inspired Artificial Immune System for Web Mining”
by Andrew Secker, Alex A. Freitas, and Jon Timmisis Chapter VII. Aspart of alarger
project to construct a dynamic Web content mining system, the Artificial Immune Sys-
tem for E-mail Classification (AISEC) isdescribed in detail.

Chapter VIII, “XML Semantics’ by Yasser Koth, Katsuhiko Gondow and Takuya
Katayama, introduces a novel technique to add semantics to XML documents by at-
taching semantic information to the XML element tag attributes. This approach is
based on the same concept used by attribute grammarsin attaching and checking static
semantics of programming languages.

Existing classifiers built on flat files or databases are infeasible for classifying
large data sets due to the necessity for multiple passes over the original data. “Classi-
fication on Top of Data Cube” by Lixin Fu, Chapter IX, gives a new approach for
classification by designing three new classifiers on top of adata cube for both transac-
tional and analytical purposes.

Structure mining, Section 111, is concerned with the discovery of information
through the analysis of Web page in and out links. This type of analysis can establish
the authority of a Web page, help in page categorization, and assist in personalization.

In Chapter X, “Data Cleansing and Validation for Multiple Site Link Structure
Analysis,” Mike Thelwall provides arange of techniques for cleansing and validating
link datafor usein Web structure mining. He uses multiple site link structure analysisto
mine patterns from themed collections of Websites.

Mohamed Salah Hamdi’s “ Extracting and Customizing Information using Multi-
Agents,” Chapter X1, discusses the challenge of complex environments and the infor-
mation overload problem. To cope with such environments and problems, he custom-
izestheretrieval system using a multi-agent paradigm.

The Web isagraph that needsto be navigated. Chapter X11, “Web Graph Cluster-
ing for Displays and Navigation of Cyberspace” by Xiaodi Huang and Wei Lai, pre-
sents a new approach to clustering graphs, and applies it to Web graph display and
navigation. The approach takes advantage of the linkage patterns of graphs, and uti-
lizes an affinity function in conjunction with k-nearest neighbor.

Section IV on usage mining applies data mining and other techniques to discover
patterns in Web logs. This is useful when defining collaboration between users and
refining user personal preferences.

Web usage mining has been used effectively as an approach to automatic person-
alization and as a way to overcome deficiencies of traditional approaches such as
collaborative filtering. Chapter X111, “Integrating Semantics with Web Usage Mining
for Personalization” by Honghua Dai and Bamshad Mobasher, discusses the issues
and requirements for successful integration of semantic knowledge from different
sources, including the content and the structure of Websites. Presented is a general
framework for fully integrating domain ontol ogies with Web usage mining and person-
alization processes using preprocessing and pattern discovery.

Search engine logs not only keep navigation information, but also the queries
made by users. In particular, queriesto a search engine follow a power-law distribution,
which is far from uniform. Queries and user clicks can be used to improve the search
engine user interface, index performance, and results ranking. Ricardo Baeza-Yatesin
Chapter X1V, “Web Usage Mining in Search Engines,” presents these issues.



Efficient mining of frequent traversal path patterns, that is, large reference se-
guences of maximal forward references from very large Web logs, is a fundamental
problem in Web mining. Chapter XV, “Efficient Web Mining for Traversal Path Pat-
terns’ by Zhixiang Chen, Richard H. Fowler, Ada Wai-Chee Fu, and Chunyue Wang,
discusses two new algorithms to solve this problem.

“Analysisof Document Viewing Patterns of Web Search Engine Users,” Chapter
XV1 by Bernard J. Jansen and Amanda Spink, discusses viewing patterns of Web re-
sults pages and Web pages by search engine users. This chapter presents the advan-
tages of using traditional transaction log analysis in identifying these patterns.

Chapter XV11, “A Java Technology Based Distributed Software Architecture for
Web Usage Mining” by Juan M. Hernanséez, Juan A. Botia, and Antonio F.G. Skarmeta
reviews atechnique of each of the Web usage mining approaches: clustering, associa-
tion rules, and sequential patterns. These techniques are integrated into the learning
architecture, METALA.

In Chapter XVIII, “Web Usage Mining: Algorithms and Results,” Yew-Kwong
Woon, Wee-Keong Ng, and Ee-Peng Lim focus on mining Web access logs, analyzing
algorithms for preprocessing and extracting knowledge from such logs, and proposing
techniques to mine the logs in a holistic manner.

We conclude the book with one chapter in Section V, a summary of Web mining
and personalization and their application in another part of the Internet. Chapter XIX,
“The Scent of a Newsgroup: Providing Personalized Access to Usenet Sites through
Web Mining,” by Giuseppe Manco, Riccardo Ortale, and Andrea Tagarelli discusses
the application of Web mining techniques to the problem of providing personalized
access to Usenet services. It focuses on the analysis of the three main areas of Web
mining techniques. content mining, in which particular emphasis is posed to topic
discovery and maintenance; structure mining, in which the structure of Usenet newsis
studied by exploiting structure mining techniques; and usage mining, in which tech-
niques for tracking and profiling users’ behavior are devised by analyzing access |ogs.
The chapter ends with an overview of personalization techniques, and the description
of a specific personalization method to the case of Usenet access.
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Chapter |

M etadata M anagement:

A Requirement for
Web Warehousing and
Knowledge M anagement

Gilbert W. Laware
Purdue University, USA

ABSTRACT

This chapter introduces the need for the World Wide Web to provide a standard
mechanism so individuals can readily obtain data, reports, research and knowledge
about any topic posted to it. Individual s have been frustrated by this process since they
are not able to access relevant data and current information. Much of the reason for
thislieswith metadata, the data about the data that are used in support of Web content.
These metadata are non-existent, ill-defined, erroneously labeled, or, if well-defined,
continue to be marked by other disparate metadata. With the ever-increasing demand
for Web-enabled data mining, warehousing and management of knowledge, an
organization hasto address the multiple facets of process, standards, technology, data
mining, and warehousing management. This requires approaches to provide an
integrated interchange of quality metadata that enables individuals to access Web
content with the most relevant, contemporary data, information, and knowledge that
are both content-rich and practical for decision-making situations.

INTRODUCTION

Today, many of us use computers and the World Wide Web to communicate. We
enter a Website name or address (www.informationbydesign.biz, www.ibm.com,
www.tech.purdue.edu) into abrowser on our desktop computer, where aunique numeri-
cal number replacesthewordsrepresenting the Website nameor address. It isanal ogous

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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toatelephonenumber. Wethen areconnected immediately to another computer assigned
anumerical address somewhere on the World Wide Web. This allows us to access any
document (Web page) on that computer. The Internet is capable of connecting uswith
any computer anywhere in the world. This computer sends the Web page we have
requested fromits I nternet addressto our desktop computer, whereit isdisplayed using
our browser. In most cases, thereturned Web pageiswritten in English and we are able
to understand its content. But, if the Web pageiswritten in another language, wewould
need an interpreter to understand its content. In atelephone analogy — if aperson who
respondsto our telephone call speaks another language, then what is said may not have
any meaning to the caller. If the information that describes the currency, content, and
location of the Web page or telephone number is erroneous, it is of little value.

Now, in adifferent way, let’s consider the reason why it isdifficult for computer
systems to communicate and to share data. First, the data often have been structured
differently in one systemthaninanother. Thisisparticularly truewith older application
systems. Second, the data may not be stored in the same format (i.e., they are in a
numerical format rather thanintext format). Third, thenamefor thedatamay bedifferent,
causing a problem in identification or recognition of what they represent between
systems. Last, the values of the data stored may be inconsistent between the systems.
Technically, the programs in each system can be interconnected if they are designed,
defined, and structured logically and physically for that purpose. But, each of the above
items has to be evaluated for possible integration and sharing of the data between the
systems if that is not the case.

One of the most common problems isthat identical data are named differently in
different systems. All too often, different namesor termsrefer to the ssmedatathat need
to be shared. For example, a human resources system may use the term employee or
candidate to refer to a person. An ordering system may refer to a person or an
organization as a customer. In a sales system, the term may be prospect, client, or
customer. Each system may usedifferent terminology — adifferent languagein asense
— to refer to similar or identical data. But if they use the wrong language, again, the
systems cannot share the data to provide required information.

Theproblem can beevenworse. Consider termsused in different partsof abusiness.
Accountants use jargon — atechnical language — that is difficult for non-accountants
tounderstand. Similar termsused by individual sin engineering, production, sales, orin
marketing may have different meanings. Likewise, managers may use another vocabu-
lary. Each speaksaslightly different language and usesthe samewordsin different ways.
What i ssaid may have no meaning without acommon definitionand so they cannot easily
share common information. Each organization hasitsown internal language and jargon
that becomes part of the subculture that evolves over time and is akey part of the way
individualscommunicate. Infact, in someorganizationsitisamiraclethat peoplemanage
to communicatemeaning at all!

As we saw above, there can be more than one language used in an organization.
M etadata, the dataabout thedata, identifiesand usestheir organi zation’ sown language.
Wheredifferent termsrefer tothe samething, acommontermisagreed upon by all to use.
Then people can communicate clearly. The sameistruein the use of systems. Systems
and programs intercommunicate when there is understanding and meaning between
them. But without a clear definition and without common use of an organization’s
metadata, information cannot be shared effectively throughout the enterprise.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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Previously wediscussed how each part of an organization maintainsitsownversion
of customer, client, or prospect data. Each defines processes (aseries of actions) — and
assigns staff (persons) — to add new customers, clients or prospects to their own files
and databases. When common details about customers, clients or prospects change,
each redundant version of that dataal so hasto be changed, requiring staff to makethese
changes. But, wait aminute, how about the metadata? They are al so aconsideration. Both
the organizational and technical metadata may be affected and may also be redundant.
Thisisthe samerationalefor reusable programs! Theseareall redundant processesthat
make use of redundant dataand metadata. Thisisenormously expensiveinbothtimeand
people — all quite unnecessary.

So, as metadata gains prominence, the process of managing metadata becomes
critical sinceit becomesthe common language used within an organization for people,
systems and programs to communicate precisely. Confusion disappears. Common data
are shared. Enormous cost savings can be made sinceit meansthat redundant processes
(used to keep up-to-date redundant data) are eliminated as redundant data versions are
integrated into acommon version for all to share.

BACKGROUND

The mission statement of the Data Administration Management Association isto
deliver theright datato theright person at theright time. Thisisaconcept that has been
around Information Resource Management (IRM) for years (Burk & Horton, Jr., 1988).
Data are proclaimed to be an enterprise asset but little management of that asset has
occurred. Asaresult, theworldismade up of much disparate dataand metadata, resulting
in erroneous information being used in decision-making.

From acomputing systems perspective, disparate dataand metadatahave al so been
around for years. It started with the early development of computing systems. Much of
the data about data (their format and structure) was packaged within programming
languages and their supporting technology. With the devel opment of database manage-
ment systems, these same technical metadata were incorporated into the database
management system’ s catalog or dictionary. This content became known as metadata.
They are needed by all systems.

Metadata is more than just a means for technological implementation. It is much
broader in scope. Metadata embraces the fundamental data that are needed to define
requirements. Itistheinformation (metadata) that isused to design aproduct, understand
business processes, provide information access, obtain data understanding, outlinethe
rules applying to actions and data, and ultimately, make business decisions. In this
context, metadata encompasses many aspects of an organization: its processes, organi-
zational structure, technologies, motivations and, certainly, the format, structure, and
context of datarequired to meet informational needs.

So, What are Metadata?

L et usexaminethedefinition of metadata. Thisrequiresusto examinethemeaning
of data, information, and knowledge. Thesethreetermsneed to bedefined for the purpose
of this discussion because of their key rolein today’s organizational environment.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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. Data. Discretefactsthat arerepresented in some symbolic way and are recorded
in many different formats. By themselves, data may have little meaning or use.

. I nformation. Data being used and interpreted by a person. The data are relevant
and have a purpose in influencing or altering a person’ s decisions or behavior.

. Knowledge. Personal or organizational experience, valueandinsight gained from
an applied useof information. Itisactionableinformation that isrelevant informa-
tionavailableintheright place, time, and context tothepersonusingitinadecision-
making situation.

Together, theseterms (DIKs) are fundamental to every organization’ sdaily exist-
ence. They work closely together to build the foundation for knowledge management
(KM) and the use of Web mining.

So, what is metadata and where do they fit? There are definitional differences of
metadataamong authors(e.g., Devlin, 1997; Inmon, 1992; Kimball, 1998; L oshin, 2001,
Marco, 2003; Tannenbaum, 2002). These definitions differ either in basic purpose
(administrative, structural or descriptive), depth and richness, or in specificity for a
particular situation. As such, metadata is our knowledge of data that we have inter-
preted as information in a particular decision-making situation. Therefore, it is a
continuum between data (facts) and knowledge (experience) used in a personal or
organizational context.

Where does metadata fit? Without naming, defining, structuring, categorizing,
standardizing, and storing both the data and metadata, the utility of Web mining,
warehousing and KM is suspect. Why? Because it is the semantic bridging mechanism
(requirements and specification for semantic data models) that enables effective infor-
mation access and exchangeto occur bothinternally and externally for organizations. It
requiresmanagement.

There is Management

Inasense, management takesactionto produceacertain effect. Managementisthe
activity that embodiesfour major functions: planning, organizing, leading, and control -
ling. Planning functionisthe selection and prioritization of goalsand thewaysto obtain
them. Organizing function assignstheresponsibilitiestoindividual sto performwork or
actionsto produce something (product or service). L eading usesinfluenceto effectively
motivateindividual sto attainthegoal sdesired. In controlling, work activitiesor actions
are monitored and corrected as required to meet stated goals. By focusing on doing the
right things, the organization choosestheright goal sto be effective, and by doing things
right the organization is making the best use of its resources, including data.

Management isthe art of getting things done by taking action and using peopleto
achieve the goals of the organization. These goals are clearly communicated to all the
individuals who are involved in their implementation by providing the reasons the
actionsare performedinan organizational context. Peter Drucker madethe point of how
management has changed with the use of information technology. He states: “ So far, for
50 years, Information Technology has centered on DATA — their collection, storage,
transmission, and presentation. It has focused onthe ‘T’ in ‘IT’. The new information
revolutionsfocus onthe ‘I'. They ask, ‘What isthe MEANING of information and its
PURPOSE? Andthisisleading rapidly to redefining the tasksto be done with the help

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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of information and, with it, to redefining the institutions that do these tasks” (Drucker,
1999, p. 82). The process of making a choice and taking action is a decision.

Management uses business processes that combine information technol ogies and
peopl ein attai ning the goal sof the organi zation. Asthey become more knowl edge-based,
individuals must take more personal responsibility for contributing to the whole orga-
nization by understanding the objectives, the values, the measurements, and the
performancerequired. They must communicate effectively and efficiently with their peers
and the other professional knowledge workerswith whom they interact. The outcomeis
that “ Every knowledge worker in modern organizationisan executive[italicsadded] if,
by virtue of hisposition or knowledge, heisresponsiblefor acontributionthat materially
affectsthe capacity of the organizationto performandto obtainresults’ (Drucker, 1989,
p. 44). Drucker (1999a) stated that the most valuabl e assets of the 21% century company
are its knowledge and its knowledge workers. Knowledge workers face interesting
challengesto usedata, information, and knowledge moreeffectively and efficiently. The
executives and |eaders who manage have different organizational perspectives. Each
piece of metadata has core elements of a name, meaning, descriptive content, structure
and overall context. All of theses elements are essential to create metadata that are
universally acceptable.

Each organi zational perspective must ensurethat effectivecommunication of DIKs
occurs. Each dimension provides different management perspectives and implications.
People have different skills, talents, and needs. They are organized in away to achieve
some goal in a business process. Each process has a set of business practices that are
executedinwell-defined stepsinaccordancewithinternally or externally accepted rules
or conventions. Many of these practices, steps, and tasks are part of organizational
systemsand in many instances may be automated in computerized software applications.
In other cases, the basic tools (i.e., hardware or software) becomeinstrumental parts of
our daily work activities. An important implication of this environment is that each
individual should have an understanding of the meaning, context, naming, structure, and
content of data, information, and knowledgethat are represented in each organizational
situation.

Figure 1. Organizational Perspectives Cause Different Metadata to be Captured

Organizational Perspectives

People

Organizations Tools

Meaning
Content

Processes Name Systems
(Generic Structure ( Automated,
Actions) Context Not-Automated)
Iir\acti OZ Standards
(Accept (Accepted Rules)

Actions)
Methodologies
(Well-Defined Steps)
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The Purpose of Decision-Making

The purpose of delivering information and knowledge content through the Web is
for one critical purpose: to help an individual gather DIKs for making a decision.
Therefore, one hasto question the various assumptions used in decision-making. What
business are we in? What should it be? What changes are necessary to get it to the next
level? These questions are contextually meaningful for decision-making. They set the
stagefor determining excellence and the priorities of processes, practices, and methods
neededtoimplement the desired strategy to achievethegoals. Decision-makinginvolves
making choices in taking action and is an important ingredient in the overall process.
Today’ sknowledgeworkersunderstand their contribution to achieving aresult and must
concentrate on opportunities that provide a competitive advantage in a systematic,
purposeful, and organized manner for the welfare of the overall organization withinits
environment.

From an organizational perspective, an organization creates capital by combining
ideas, materials or both and transforming them into some product(s) or service(s) that
are marketed or sold to its customers, as shown in Figure 2.

The organization uses explicit or implicit mission statements, sets objectives, and
outlinesgoalsfor the benefit of the owners of the organization. It structuresitself along
thelines of traditional businessfunctions: accounting, finance, development, manufac-
turing, marketing, sales, and distribution of its final product(s) or services(s).

An assumption that underlies decision-making situations in any organizational
environment isthat data, information, and knowledge applicableto aparticul ar situation
provide a factual representation of the environment used by the decision-maker(s) in
assessing the options available. Unfortunately, this premise does not hold true, as
evidenced by documented studies about the low quality of data (English, 1999; see also
Brackett, 1996, 2000; L oshin, 2001). | naccurate datacan befoundin 1-5% of thetimewhile
impacting costs from 8-12% of revenue (Redman, 1998). Others have stated that data
quality contributed to reducingthe GNP by .5% intheyear 2000 (Mandel, 1998). Thomas
Redmandescribed 15ideal characteristicsfor dataquality (Redman, 1992) and suggested

Figure 2. Transforming Inputs into Product(s) or Services(s) in an Organization
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groupings of these attributes into three areas: conceptual (level of detail, view consis-
tency, composition, robustness and flexibility), data value (accuracy, completeness,
currency, and value-consistency), and data representation (appropriateness, interpret-
ability, and portability) (Redman, 1996). By substituting theterm metadatafor data, the
same characteristics are applicable in decision-making situations.

A human activity that is part of any leader or managerial role is decision-making.
Henry Mintzberg (1971) described the characteristics of decision-makinginamanagerial
roleasan entrepreneur, disturbance handler, resource all ocator, and negotiator. I n each
role, theuseand quality of data, information, and knowledgearecritical to understanding
the problem, examining the options, and taking action. We use adecision rule or policy
embedded in the world that we perceive from the data, information and knowledge that
we have experienced. From a different perspective, Herbert Simon (1957) has best
articulated the limits of human decision-making ability in his principle of bounded
rationality, stating: “The capacity of the human mind for formulating and solving
complex problemsisvery small compared with the size of the problemwhosesolutionis
required for objectively rational behavior in the real world or even for a reasonable
approximation to such objectiverationality” (p. 198). Faced with complexity inthereal
world and time pressures to make decisions, we fall back to habits, heuristics (rules of
thumb), procedures or simple mental models to make a decision. Thisdrives acritical
requirement for quality data and information because it is paramount to producing the
best possible results under the most stringent of time constraints and the critical need
for high quality metadata. It has atremendous impact on the processes used to collect,
analyze, classify, standardize, translate, select, and distribute DIKsin atimely fashion
to the organization and its collaborative parties.

With the introduction of the Internet and the World Wide Web, organizational
boundaries have been significantly altered. This technology has enabled a global
economy to develop in which any organization with its accountants, distributors,

Figure3. Organizational Electronic Environment I ncreases Scope of Communications
with Internet Technologies
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financiers, customers, manufacturers, or suppliers can operate without regard to physi-
cal and geographical boundaries. Inthisenvironment, thedigital transmission of all types
of data, information, and knowledge, regardless of their form (numbers, words, graphs,
photos, voice, video, etc.) iselectronically moved throughout theworld, asin Figure 3.

Within an organization, the application of thelnternet’ sprotocol (TCP/IP) iscalled
anintranet. Thisiswherean organization maintainsproprietary, confidential, or intellec-
tual property-based DIKs. Using both intra/Internet technologies can provide an
immediate accesstointernal and external data, information and knowledge. Thismakes
the management of the metadata critical for the decision-making process since knowl-
edge workers can have access to too much information that may or may not be relevant
to the decision-making situation. In cases in which various collaborative partnerships
exist between organizations, el ectronic transacti onsexist between customers(B2C) and
between other privileged organizations (B2B) that can access your DIKs. This further
emphasizes the need for a mentality within an organization that data, information, and
knowledge are an asset.

The Need for Asset Mentality

Realizing that data, information, and knowledgeareso critical to an organization’s
overall success, why have we not seen a more strategic approach to managing DIKsin
an organization? Should data and metadata be considered an asset? An asset is defined
as “auseful desirable thing or quality” (Braham, 1998, p. 26). An intangible asset is
something valuable which a company possesses which is not material, such as a good
reputation or apatent (Merriam-Webster, 2003). Both definitions describe some factor
or circumstance that benefits the possessor (advantage) or is considered a resource
(source of information or expertise).

Dow Chemical Corporationin 1993 (Davenport, p. 85) started to manage dataand
metadata as an intangible asset and turned them into an asset by managing their
company’ s patent database. Dow claimsthat they saved more than $1 million in patent
maintenancefeeswithinthefirst 18 months. Thisexamplealsoillustratesthe concept of
intellectual capital (such as documented patents in databases) tied to knowledge
availablein amanaged environment.

Historically, organizations have set up programs, policies, and procedures to
support managing data and information as an asset, but for the most part, “information
and data are identified assets without an associated management process” (Metcalfe,
1988. p. 19). Thisisduelargely tothediversity of technologies, differing organi zational
and management directives, incompatibility of datadevel opment and their implementa-
tions, lack of integrated solutions, and evolutionary standards. Figure 4 shows the
implications of missed organizational opportunitiesfrom a business perspective since
the relationships between business objectives/goals and metadata have to be aligned.

Metadata is a mediator in the DIKs environment. A higher degree of alignment
between metadata and business objectives/goals results in a more flexible, consistent,
integrated, interoperable environment for an organization. The tremendous payoff for
Dow Chemical illustratesthispoint.
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Figure 4. Impact of Metadata Alignment with Business Objectives
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Sincedata, information, and knowledge are so critical to an organization’ soverall
operational success, Web mining, warehousingand KM arelogical extensionsof existing
operational activities. In the quest for timely, accurate decisions, an essential element
is to obtain the best DIKs possible to produce appropriate and effective courses of
action.

The concept of Web warehousing originated with the development of data ware-
housing. W.H. Inmon (1992) defined data warehousing as a “ subject-oriented, inte-
grated, non-volatile, time variant collection of datain support of management’s deci-
sions” (p. 29). Theonly differencebetween dataand Web warehousing isthat inthelatter,
theunderlying databaseistheentire World WideWeb. Asareadily accessibleresource,
the Web isahuge datawarehousethat containsvolatileinformation that isgathered and
extracted into something val uablefor useinthe organization situation. Using traditional
datamining methodol ogiesand techniques (TechReference, 2003), theWeb miningisthe
process of extracting datafrom the Web and sorting them into identifiabl e patterns and
relationships. Various data techniques of analysis determine:

. Association. A pattern exists in which one event is connected to another event

. Sequence or path analysis. A pattern exists in which one event leads to another
later event

. Classification. A totally new pattern exists (develops a new structure)

. Clustering. Relatesfactspreviously not known by finding and visually inspecting
new groupings of data

. Forecasting. Predicting future conditions based on existing patterns in data

Given this sense of what Web mining is and warehousing is, what, then, is
knowledge management (KM)?
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Like metadata, knowledge management has multiple interpretations (Davenport,
1998; Firestone, 2003; Gates, 1999; Malhotra, 1998; Tiwana, 2001). Firestone (2003)
provides a discussion of additional authors' treatment in the context of his definitions.

In this discussion, KM is the embodiment of all management activities (in the
handling, directing, governing, controlling, coordinating, planning, organizing,
disseminating of data, metadata, information, and knowledge) in a planned, directed,
unified whole for the purpose of producing, maintaining, enhancing, acquiring, and
transmitting the enterprise’ s DIKs assets to_.meet organizational objectives and goals.
This definition is slightly different from Firestone's in that it encompasses data,
metadata, information, and knowledge elements. Therationalefor thisdistinctionisthe
criticality of timely, accurate, quality-based information needed for organizational
decision-making. In today’ s global market, maintaining an organization’s knowledge
base not only gives a competitive advantage, but is also necessary for itsown survival.
Itisfromthisperspectivethat today’ simplementation of Web mining, warehousing and
KM activities have to be closely aligned with management perspectives to ensure its
success and the ultimate achievement of their goal.

With this New Environment

Without question, the development of Web technologies has been a great enabler
to access data from worldwide sources. The growth of Internet hosted Websites
continuesto rise exponentially (Figure5).

The Information and Research Division of InterGOV International indicated that
online Web usersin 2002 numbered 625 million, with an estimate that therewill be 700
million in 2003 (InterGov, 2003). Currently hosted sites provide 3 billion Web pages
(Sargent, 2003) with content. The Internet and its infrastructure can deliver a glut of
information and datato auser. A million Web pages are added to the World Wide Web
each day. If we also consider the volume of Intranet publications that occur each day,
whichisdifficultto estimate, thelnternet/intranetisawonderful resourceof useful DIKs
to anyone accessing the Web.

Figure 5. Internet Hosted Sites Survey — An Historical Profile
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| SSUES, CONTROVERSIES, PROBLEMS

Internet/intranet Web page publications present someinteresting i ssues, concerns
and problems.

Ever-Increasing Proliferation of Redundant Data and
their Disparate Metadata

Twenty yearsago, if you needed certaininformation, youwould driveto an excellent
resourcelibrary. For example, you might ask the assistance of ahighly skilled librarian
for information on Peter F. Drucker’s conclusions in his book: Managing for Results.
Perhaps, in a couple of hours, you would receive the required information.

Today, using one of the Internet’s most successful search engines, Google, you
might formulateasearchfor informationon“Peter Drucker”. It returnsaresult with 99,700
possibleWeb pagesto examine. If yourefineyour searchto* Peter F. Drucker,” thesearch
gives 41,400 choices. Again, you might refine your searchto “ P.F. Drucker,” resulting
in 950 choices. If youjust chose“ Drucker,” 1,820,000 referenced Web pagesarereturned.
Thisillustrates the difficulty one hasin assessing potential overlaps; currency of the
content; material source generated whether from commercial, private, or foreign; or the
possibility of mislabeled content. If youwereinterestedin specificinformationfromone
of his books, Managing for Results, your next search would yield 20,700 possible
references. This result allows you to get closer to your objective but still may not be
sufficient sinceyou might beinterested in hischapter The Commitment (7,670 references)
or finally, tohisconclusion (2,870). Theissueisthequality of the metadatathat describe
accurately the characteristics of the Web page. Even using arefined search process, it
would take time and computing resourcesto get the required information sought. Much
of the results from these searches might not contain what you require. This searching
techniqueisillustrated in Figure 6.

Figure 6. Search Technique to Access Details on Managing Results by P.F. Drucker
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Without standardized metadata, an ever-increasing proliferation of redundant data
and their disparate metadata is a key inhibitor to successful data, information, and
knowledge integration.

This brings up the next point.

Management of M etadata has not been a Key Part of

Data Management Implementations

Inareview of theimplementation of I nformati on Resource Management (IRM) or
Data Administration (DA) organizations and practices, the predecessors of Web ware-
housing and KM, there is little external evidence that corporations have valued these
practices. Very few public success stories have documented the value of data adminis-
tration or data management in organizations, since these activities are not considered
part of the value chain that directly contributes to the profit or bottom line of the
organization. Only recently at an Information Quality conference was there aclaim by
attendees of savings of over one-half (1/2) abillion dollars (English, 2003). The U.S.
government, however, throughthe Clinger-Cohen Act of 1996, hasdriven governmental
organizationsto be much more proactivein setting up and adopting | RM-based programs
in the public sector.

In an attempt to standardize metadata, a meeting hosted by the Online Computer
Library Center, Inc. (OCLC), in Dublin, Ohio set up standards for Web page metadata
documentation elements. Thisissimilartoalibrary’ scatal og card: title, subject, author,
publisher, other agent, data, object type, form, identifier, language, relation and cover-
age. But thisis only an initial step in the evolution of Web standards for metadata
delivery. Will these devel oping standards be successful in the management of metadata
and the software tools to manage them?

Softwar e Solutions do not Address the Management of
M etadata

Commercialization of software to support various business applications has in-
creased dramatically. But the commercialization of software to assist in developing,
cleaning, and relationship standardization of data has not been a key market item or a
commercial success. What is the reason? Is it the quality of the software or is it the
organization’s lack of recognition for the need to manage the metadata? Why should
there bethousands of waysto collect personal contact information? Likewise, why have
software standards not addressed the uniformity and interchange of data? We are just
beginning to see commercialization of thistype of software.

Lack of Support to Manage Data and Metadata I nhibits

Successful Implementation Efforts

By far, theprofit motivedrivesmost commercial organizationsto focuson maximiz-
ing revenue while minimizing costs. In the service sector, generating a profit requires
maximizing the serviceswhile minimizing the cost of resourcesto producethat service.
The implication of this heuristic is that anything not directly related to the actual
production of the product or service is non-essential. Thus, any resource (data,
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metadata, etc.) that is consumed in the process that does not directly contribute to the
end product or servicehaslittle or no added value. Thisreferencesamentality that |eads
to redundant processes, redundant data and metadata that actually inhibit long-term
solutions.

SOLUTIONS AND RECOMMENDATIONS

Explicit Recognition that Data and Metadata are Assets

Until an accepted norm for eval uating the val ue of datain the world of accounting
and finance is established, the recognition and management of data and metadata will
continue to be difficult. Although many engineering practices are accounted for in the
manufacturing of aproduct, the same accounting practices (GAAP, taxes, etc.) haveto
be applied to data, metadata, information, and knowledge. The concept of intellectual
capital hasto encompassall activitiesusedinthedevelopment of DIKs. Thiswould mean
ashiftinthemanagement of dataand metadata, all owing for theadoption of aframework
to manage these assets.

Adaptation of a Framework for Managing Data,

Information and Knowledge

Using a Web-enabled metadata data warehouse with an Organization Search
Assistant System (Scime, 2000) beginsto provideaframework to accesscurrent, relevant
DIKs and serves as a foundation for expanding enterprise KM. In order to become an
effective enterprise resource, these metadata need to be managed with the same vigor
and enthusiasm as data. The information glut must be overcome with contextual
information and management practicesthat provide competitive advantageto thosewho
are decisive about its practice. Two essential items have to be addressed from a
communication perspective:

. Collaboration. A willingnessto share, to cooperate, and to enhance subject DIK s
. Communities of Practice. A sociological grouping of people whoseinterestsand
experience complement the KM process

Foremost in the enterprise environment is a concerted effort to ensure that
collaborating isrewarded. In asense, declarative knowledge has much in common with
explicit knowledge in that it consists of descriptions of what tasks, methods and
procedures are used. Procedural knowledge describes how to do something, and
strategic knowledge is knowing-when and knowing-why. Collaboration and communi-
tiesof practiceneed all threeformsof knowledge. An absence of organizational support,
encouragement, and rewardsoften hindersthedevel opment of thispractice. Thisinhibits
the successful devel opment of aprocess and practice, preventing it from becoming one
of the basic beliefs of the organization. These values and beliefs need to be an integral
part of development that requires declarative, procedural, and strategic knowledge.

Management providesan organization with aunifying framework for operating the
organization. Much like Zachman’s 1987 article, Framework for Information Systems
Architecture, management needsaframework for DIKs. Hisframework contains36 cells
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that represent the possible intersections of design perspectives and their aspects, from
generic descriptionsto specific details, in a consistent manner, as away to support the
organization’s information systems requirement (O’ Rouke, 2003). In a sense, these
aspects providethe variety of perspectives needed to define requirementsto implement
anorganization’ sneed for aninformation-based solution (i.e., Web miningand KM). This
framework requiresoneto addressseveral key perspectivesinansweringthe* why, who,
when, where, what and how” to provide an insight into the motivations, initiatives, and
expectations desired from Web mining, warehousing, and KM activities. Supporting
processes address the following: knowledge cycle, program and project management,
policies and procedures, methods and techniques, controls, and best practices. This
framework isshowninFigure?7.

These processes providethe foundation for identifying, naming, defining, storing,
documenting, authorizing, changing, securing, distributing, and deleting DIKs. They
become the roadmap to successful implementation. From a different perspective, the
underlying metadatasupporting thistaxonomy help to map therelati onshipsto navigate
acrossthe 36 discrete cellsof the Zachman Framework. Jeff Angusand Jeetu Patel intheir
InformationWeek article (1998, March 16) described the key KM processes to be
gathering, organizing, refining, and disseminating DIKs. Thereisasignificant need to
develop tools and standards to ensure consistent semantic integrity of Web-delivered
data to anyone who needs the DIKs.

Figure 7. A Framework for Information Systems Architecture

Zachman Framework for Enterprise Architecture

ENTERPRISE ARCHITECTURE - A FRAMEWORK ™

Zachman Indtitute for Framework Advancement - (810) 231-0531 Copyright - John A. Zachman, Zachman I nternational
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Development of Web-Based Warehouse to House
Consistent Data Definitions and Taxonomy to Ensure

Semantic Consistency and Effective Communications

In the development of Web mining and warehousing, consistency of terminology
becomesincreasingly important in decision-making. Figure 8 showsatraditional matrix
used to assess one’s understanding in determining the current state of knowledge.

From the perspective of onewho isaccessing DIKs, each grid has different search
criteriaand different levels of DIKsthat constrain the search requirements and i mpact
the tools needed to support that request.

. In the KK quadrant, the requestor knows what he or sheislooking for and where
to getit. No additional investment isrequired in time or resources.
. Inthe KDK quadrant, the personrealizesthe DIK existsbut doesnot have ameans

to access it. In this case, the person would use time and consume resources to
determine how to access a DIK that exists.

. Inthe DKK quadrant, the DIK s are available but the person is not knowledgeable
of the availability of the DIKs. In this case, the person would spend time and
resourcesto determineif the DIK existsand |ater to determine how to accessit if
it does exist.

. Inthefinal quadrant-DKDK, apersonistotally unaware of the DIK sand any means
to access them. In this case, the person may not even spend time and resources to
determineif the DIK exists, since he or sheis not aware of the possibility.

Consider the searching strategies we use on the Web and you can probably relate
to the different scenarios above. How much time do we consume in search of quality
information on the Web? Are the metadata critical to success or frustration with the
Web’s ability to retrieve something about which we are inquiring?

Figure 8. A Knowledge Assessment Map

Knowledge Assessment Map
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M etadataand basic terminology arecritical totheaccessand useof DIKs. Itisclear
from the prior discussion that without metadata, it would be difficult to move from one
grid to another. From that perspective, let’s discuss the development of a data ware-
house. The team that develops the data warehousing application has to understand all
the required data from a business perspective. They must determine the best source of
those data from various information systems and must inventory their associated
technical (IT) metadata. This provides aprofile of the data’ s current implementations.
Design of the target data for implementation is required and becomes the basis for
devel oping the Extraction-Translation-Load (ETL) rules; an automated processisset up
to build the data warehouse. In implementing a data warehouse, the metadata that are
collected and delivered as a part of this application are a critical part of the delivery of
thewarehousefor theorgani zation’ sknowledgeworkers. Thereason knowledgeworkers
and information systemsprofessional sdevel op adatawarehousetogether isthat neither
have the requisite knowledge to build the application independently. The knowledge
workers (seekers of knowledge) understand the context of the required information
required but do not have the insight and depth to organize it effectively. On the other
hand, the information systems analyst has the knowledge of the DIKs and possible
classification and structuring of the required DIKs, but does not have the contextual
knowledge of its use from inside the organization.

Develop a Measurement to Assess Quality, Timeliness,
and Accuracy of Web Content to Start to Minimize the

Amount of Disparate Metadata

Giventheacceptance of afinancial recognition of the economic valueof “intellec-
tual capital,” the assessment of the quality, timeliness, and accuracy of data, metadata
and ultimately, Web content, hasto be measured. Redman’ sgrouping of characteristics,
conceptual, data value and data representation would be an excellent starting point for
measurement. Work currently being done to address data quality by MIT’s Total Data
Quality Management programisstarting to addressthisissuefromdifferent perspectives
(seeAerve, 2001; Kahn, 2002; Segev, 2001; Wang, 2003).

Management of M etadata has not been a Key Part of

Data Management Implementations

Whenever information systems organi zati ons design something new (i.e., applica-
tions, data, functions, systems, networks, or other key artifacts) for operating an
organization, models are used. Models are descriptive or mathematical representations
supporting anew design. Itissignificantly better to design model sto communicate new
requirementsthanitistoimplement solutionswithout them. Because of the complexity
in many of today’s organizations, analysts develop various models (business model,
business process, etc.) to portray a new design’s requirements. In this process, an
analyst gathers DIK sto build contextual representations of the new design requirements
with his/her associated knowledgeworkers. Thegathering of these DIK sisthe metadata
necessary to complete the modeling activity. Figure 9 shows one view of models that
could be used in the process.
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Figure 9. Metamodel of Models — A Structure of Models for Relating Metadata

Meta-Model of Models

/“ Model Relationships of “\
‘ Action H Document H Location H Risk ‘
‘ Cost ‘ ‘ Flow ‘ ‘Organization‘ ‘ Rule ‘
‘ Data HInformationH Metadata H Time ‘
‘ Decision H Knowledge ‘

Ilmplementation Model |
Communicatioﬂ Hardware H Software H Performance

We perform various types of metamodel implementations in the development of
information technology-based systems. Typical types of analysis associated with
modelsinclude: clustering (combine, intersect, select), comparing (similar, different),
inferring (seeing relationships between objects), ordering (by grouping or special
sequence) and ranking (subjective evaluations) to provide recommendations.

With theimplementation of repository (database) systems, we have an opportunity
to perform some of the above analysisby modeling different rel ationships. Theexample
in Figure 10 illustrates atransition inthinking which may require usto re-think the way
we have done this process in the past.

Figure 10. Transitional Thinking — A Repository Structure for Relating Metadata
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Teaming concepts are critical to operational activities in delivering new ideas,
concepts, approaches, and results. Organi zation dynamicsoften necessitateinternal and
external participationincooperativeefforts, so organizational objectivesand goalsneed
to be clearly understood by all. This process involves time and judgment in assessing
the right content, experience, and knowledge that is applicable to the organization’s
requirement and operational activity. Supporting DIKsareinvolved in this processand
are checked against the assumptions made and implemented in various systems. To
assessthe success of the decision, measurementsaretaken as part of theimplementation
of thesystem. Today, thecritical factor isthenecessity of timely decisionswith sufficient
return on investmentsin terms of implementation.

How doesWeb miningand KM fitintothepicture? A central themeisthat ametadata
repository (database) provides the semantic mechanism and transitions necessary to
deliver effectiveinterchange of content appropriateto the operational activities. Thisis
the beginning of theeraof ever-increasing demand for automated DIK's. John F. Rockart
and James Short (1989, p. 16) describe an increasing spiral of demand for information
systems and technology in the business world, stating, Accessible, well-defined and a
transparent network are, therefore, the keys to effective integration in the coming
years. Devel oping these resour ces, however, isnot easy. Excellence at investing in and
deploying I Tisn't sufficient to achieve superior business performance: companies must
also excel at collecting, organizing and maintaining information, and at getting their
people to embrace the right behaviors and values for working with information. In
today’ senvironment, it meansthat Web mining and KM arealarge part of building and
managing anew typeof cultureandinfrastructure. Thus, organizationsand their I T units
must develop an architecture, establish standards, communicate the value of the
infrastructure, and operatetheincreasingly complex infrastructureto deliver the content
supporting this transition in thinking.

In an unpublished book in the 1990s, Ron Shelby wrote, “ Senior management is
sponsoring high-visibility initiativesto build common systemsand databasesto support
their organizationinthefuture. Increasingly, information resource management (IRM)
organizations are asked to architect, integrate, and manage shared-data environments
that will support the core_of tomorrow’s enterprise.” 1n 1999, Shelby was cited in an
InformationWeek article about data warehouses:

“ One of the early reasons for data warehousing was to optimize your own

business,” says Ron Shelby, acting chief technology officer of General
Motors Corp. ” Sharing data with suppliers is an extension of that. To be
more agile, we have to have a supplier base that's equally agile.” The
automotive giant is starting to use Internet technol ogies and data-analysis
tools so it can share its data warehouse with suppliers and, in effect, treat
them like other divisions. (Davis, 1999, June 28)

Since the 1999 articles, the likes of GM, GE and others have successfully imple-
mented | nternet technol ogi esand datamining techniques, with significant dollar savings
insupply chainlogisticsand marketing. For example, GM’ sBuy Power Websiteoperates
in40 countriesand, with other efficiencies, issaving thecompany $1.5billionannually,
with 9,900 GM supplierslinkedinreal timetothecompany (Riftin, 2002). A large part of
the success of these implementations is based upon the management of data and
metadata, a key proposition stated by Shelby and highlighted by Rockhart and Short.
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Development of Software Standards and Measurements

to Address Metadata Management Functionality

Given an organizational environment that addresses the objectives/goals, leader-
ship is required to cultivate, motivate, and manage a knowledge and IRM initiative.
Metadata, in combination with real-time data, provides immediate information for
decision-making purposes in business systems. This is a valuable lesson since using
metadataas an active participant inthe management and control of thisdecision support
system make the human-system interaction far more valued, flexible, and operational ly
successful as a knowledge-based information resource.

Thepremiseof this1986 integrated BusinessInformationand Data(iBI D) (Shields,
1986) architecturework, asshowninFigure 11, wasto deliver amechanismfor abusiness
todevelopintegrated, flexible, adaptive, and predictiveinformation-based productsand
services.

Thisauthor included knowl edge as adimension in the business environment since
it was an assumed element in the development of this architecture. A key part of this
architecture was the collection, resolution, and dissemination of the business rules
(Ross, 2003) that the organization currently operates, plans to operate, and analysis of
gaps prior to their implementation. This type of simulation and forecasting of current
business dynamics (Sherman, 2003) seeksto project the future environment prior to its
implementation. This architectural representation provides a clear analogy to today’s
operating environment. Each organization or business environment has business
models, business process management, datamodels, and data semantics. The organi za-
tion performs a series of actions (broadly categorized as business processes) that
effectively utilize data (internal or external) that have been created, updated, or deleted
either by abusiness system (manual/semi-manual) or by an application of aninformation
system. These business systemsare networked internally, externally, or some combina-
tion of both to locations by some type of communications network.

Figure 11. Management of an Integrated Business Information Architecture
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Within the knowledge base, two aspects are highlighted: the current (as-is) or the
future state (to-be) across each dimension and is comparable to Zackman’s use of
interrogatives(who, what, where, when, how, and why) within each dimension. Themain
purpose is to understand current and future states to ensure transitional planning
between the states so that they work. Thistransition between statesis done effectively
and efficiently because understanding the many interrelationships avoids errors in
implementation.

The interchange mechanism enables and facilitates some of the servicesrequired
(define, collect, analyze, classify, standardize,_translate, select, distribute). Each
serviceusesappropriate metadatathat require management with asupport systemor tool
in the delivery of repository services. Finally, the bi-direction arrows represent the
system capability to access the knowledge-information resource repository from any-
where at any time, and for any purpose. Today, our mechanism to accomplish thisisthe
intranet/Internet.

This knowledge base environment cannot be achieved without some critical
considerationsfor thetechnology componentsthat arerequired of such an environment.
Thefocal pointisthedelivery of quality DIKs. Threeessential componentsarerequired
to be integrated, as shown in Figure 12 below.

The catal og/dictionary/thesaurus/repository system component is needed to pro-
videthe translation mechanism to bridge to various semantic questionsthat arisein the
implementation of languages. A dictionary also would include relationships to other
synonyms to ensure that content would be delivered properly to the requestor. Both
logical and physical implementations should be availablethroughthe public domain. The
semantic engine component provides a series of self-describing programs that honein
on the knowledge worker’ s descriptive model of context and searching needs. With a
type of semantic matching (Rahm, 2003) and profile technique, this component would
understand some of the context of the knowledge worker’s characteristics to use as a
meansto extract and minemore meaningful resultsfromthe knowledge base. Based upon
theoverall experiencein the knowledge base, it would devel op fuzzy-set solutions. The

Figure 12. Technology Requirements for Delivery of KM Environment

Technology Requirements for Delivery

« Catalog/Dictionary
— Logical Structure
— Physical implementation
¢ Semantic Engine
— Self-describing programs
— Semantic parsing of user’s descriptive
context and searching
¢ Knowledge base for semantic integration
— Neural Network of user’slinguistics
— Updating based upon success or failure of
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semanticintegrity component providesan artificial intelligenceenginethat dynamically
adjustsaneural network of theresultsachieved fromtheknowledgeworker’ sinquiries.
Thiswould improve the quality of the results from theinquiries based upon the various
states from which the person may operate.

FUTURE TRENDS
Increasing Importance for an Organization to Adopt a

Framework for Managing Information and Data

Because data and metadata will become an “asset” as part of the KM function,
organizational leaderswill befaced with competitivesituationsthat will dictatetheir need
forit. With distributed Web warehousing activities, the key role of DIKsisto become
a new resource in an organization’s environment. A centralized logical approach to
develop and manage metadata content databases may be necessary. With centralized
logical metadatathat isindexed, searched, and processed by tools, it becomesan enabl er
for organizations to assess and use its knowledge. This IRM metadata repository and
knowledge-based environment supports the overall mission and goals of the organi za-
tion.

Theimplication of thischangeisthat morerobust analytical toolswill berequired.
They will need to support automatic indexing, validation, searching, mapping of casual
relationships, adaptive modeling, and fuzzy-set logic technologies to measure the
metadata’ s utility in the context of organizational delivery and adaptation to their
environment. Toolsinmany formswill devel op: glossaries, dictionaries, subject taxono-
mi es (generic-to-specific hierarchies), semantic maps (term/definiti on-to-homonym(s)-
synonym(s)), visualization techniquesto build rel ationship maps and new languagesto
support relationship structures.

Thisimpliesthat managing metadata, dataandinformationisclearly and explicitly
linked to the organization’s strategy with a real understanding of its knowledge
advantage.

Assessing Organizational Context in a Systematic
Approach for Adopting a Knowledge M anagement

Practice

Because dataand metadataare essential inthedelivery of arobust Web mining and
knowledge management solution, a systematic approach is needed to develop the
organization’ smission and requirements. Basi c principlesarethefoundation for success
in providing a systematic approach. They are: (1) to capture, codify, and share both
information and knowledge; (2) to focus on the collaborative efforts among people and
communities with an emphasis on learning and training; and (3) to prioritize the
knowledge and expertise used in the everyday workplace. Remember, in the initial
assessment of an organization’s needs, one KM best practice may not work in another
situation dueto organi zational cultureand context (Glick, 2002). A plan canbeputinplace
using this systematic approach and analysis, specific project goals, requirements,
resources, and metrics. The essential design elements of the approach address several
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areas: content management, the knowledge chain and its dissemination, the infrastruc-
tureneeds, and itscomponents. | n assessi ng theimplementation of theknowledge chain,
understanding the organizational context playsasignificant partin delivering solutions
that emphasize context, interaction and flows, the knowledge base with its content, and
the acquisition strategy to be deployed. Knowledge delivery, services, and technol ogy
are akey part of the organization’ sinfrastructural practices and culture. The evolution
of an organization’s knowledge management practice can move from short-term to
longer-term projects to full acceptance based upon the success of each knowledge
initiativewithinitsproper context. Thisimpliesacompelling vision and architecturefor
your organization’s KM mission and goal.

Emerging Standards to Address the Redundancy and
Quality of Web-Based Content

Themapping of relationshi psbetween different objectsinthe meta-model of models
is starting to play a key role in both organizational and industry standards. The
development of variousindustry-based taxonomies (aclass of objectsand rel ationships
that exist between them in a generic-to-specific structure) has started. The mapping of
synonyms, homonyms, and datawith definitional clarity becomesan essential ingredient
to the interchange of DIKs. Ontologies (databases that contains the mapped relation-
ships of one object to one or more objects) will be frequently used to provide the
capability toinfer new factsand observations. Conceptsdiscussed inthelnfoMap (Burk,
1988), especially thosethat focuson measuring cost and theretention practicesfor DIKs,
will be of critical importance to the utility of the metadata knowledge base repository.

Information systems vendors and consultant organizations will support effortsto
build these taxonomies and ontologies to provide hardware, software and consulting
servicesthat support their use. Theimplicationisthat if softwareproductsare devel oped
to support these activities, the products may be proprietary in nature.

The American National Standards Institute (ANSI) isone of anumber of member
bodies that propose U.S. standards be accepted by the International Standards Organi-
zation (1S0). Each standards organi zationismade up of volunteerswho devel op, assess,
and submit a standard for formal approval. There can be competing standards that are
developed and some haveto bereconciled. Dueto thelength of time, thelevel of detail
and cost of participating in these standards, delaysin the standards process often occur.
This delay results in de facto standards being used and implemented prior to full
acceptance as a standard. This could impact the development and transitional efforts
needed to build robust taxonomies and ontologies. Thisimplies a systematic approach
for capturing explicit and implicit knowledgeinto awell-devel oped knowledgeinfrastruc-
ture.

Development of Tools and Standards to Assess Semantic
Integrity of Web Delivered Pages

Theeffortsto devel op asemantic Web by theW3C group will bekey in devel opment
of standards. This effort from diverse participants will address a large opportunity to
increase the utility of the Web. Varioustools (agents) will be generated to assist in the
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functional services needed by the interchange architecture previously (define, collect,
analyze, classify, standardize, translate, select, distribute). The most difficult service
will be the semantic translation between a Web user’ srequest and utility of theresults.
Products being devel oped for natural language, conversational, and parametric search-
ing (Abrams, 2003) will bevital to their successful implementations.

Increasing Use of Intelligent Software to Enable
Delivery of New Content to be Delivered into a

Knowledge Base Under Users Metadata Requirements

The efforts supporting the development of DARPA’s Agent Markup Language
(DAML) and Resource Definition Framework (RDF) are focused on the semantic
integration, retrieval and utility of theWeb'’ sresources. A key effortistohaveaunifying
meta-model to store the metadata effectively in its knowledge-base repository for
effective and efficient use in the organization. The success of the knowledge-based
environment is predicated on linking multiple technologies and practices with critical
focus on the quality of the data, information, and maintaining knowledge. Thiswill be
one of the biggest organizational challenges!

CONCLUSIONS

To create solutions for today’s marketplace needs, the opportunity to build a

quality knowledge base depends upon the following:

. The metadata management of DIKs as the major vehicle for the successful
implementation of Web mining, warehousing and KM.

. Therequirement that organi zations adopt new methods/processes, organi zational
roles, standards and tooling.

. Addressing emerging standardsin terms of redundancy and quality of DIKsbeing
delivered through the Web warehousing of content and metadata.

Because of today’s global marketplace, a KM system becomes necessary for
economic survival. It enablesan organi zation to assessinternal and external content via
World Wide Web resources and its own internal content-rich knowledgebase. To
successfully develop that system, the enterprise has to establish an environment in
which the system can succeed. Thismeansintegrating many processesand technologies
in orchestrating adifferent environment. A significant hindrance has been theinability
to access current, relevant DIKs. Much of the reason lies in the fact that the metadata
used in support of thecollection of DIKs' knowledge have been limited, or non-existent,
ill-defined, erroneously labeled, and disparate. With the ever-increasing demand for
Web-enabled mining, the KM environment has to address multiple facets of process,
technol ogy, metadata\Web mining and warehousing management approachesto provide
an integrated content-rich and practical enterprise solution to assist in the delivery of
Web warehousing and knowledge management.
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ABSTRACT

The Web hasbecome a hugerepository of information and keeps growing exponentially
under no editorial control, while the human capability to find, read and understand
content remains constant. Providing people with access to information is not the
problem; the problem is that people with varying needs and preferences navigate
through large Web structures, missing the goal of their inquiry. Web personalization
is one of the most promising approaches for alleviating this information overload,
providing tailored Web experiences. This chapter explores the different faces of
personalization, tracesback itsrootsand followsits progress. It describesthe modules
typically comprising a personalization process, demonstratesits closerelation to Web
mining, depicts the technical issues that arise, recommends sol utions when possible,
and discusses the effectiveness of personalization and therelated concerns. Moreover,
the chapter illustrates current trends in the field suggesting directions that may lead
to new scientific results.
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INTRODUCTION

Technological innovation hasled to an explosive growth of recorded information,
with the Web being ahuge repository under no editorial control. More and more people
everyday browsethroughitinan effort to satisfy their “ primitive” need for information,
as humans might properly be characterized as a species of Informavores who “have
gained an adaptive advantage because they are hungry for further information about the
world they inhabit (and about themselves)” (Dennett, 1991, p. 181). Based on the
observation that humans actively seek, gather, share and consume information to a
degree unapproached by other organisms, Pirolli and Card (1999, p. 3) took the
informavores approach one step further and introduced the Information Foraging
Theory*according towhich, “whenfeasible, natural information systemsevolvetowards
stable states that maximize gains of valuable information per unit cost” (see also
Resnikoff, 1989). Under theinformation foraging assumption, people need information
and the Web today provides open accessto alarge volume. Thus providing peoplewith
accessto moreinformationisnot the problem; the problemisthat moreand more people
with varying needs and preferences navigate through large and complicated Web
structures, missing -in many cases- thegoal of their inquiry. The challengetoday ishow
to concentrate human attention on information that is useful (maximizing gains of
valuable information per unit cost), a point eloquently made by H.A. Simon (as quoted
by Hal Varian in 1995, p. 200), “...what information consumes is rather obvious: it
consumestheattention of itsrecipients. Henceawealth of information createsapoverty
of attention and a need to allocate that attention efficiently among the overabundance
of information sources that might consume it.”

Personalization can be the solution to this information overload problem, as its
objective is to provide users with what they want or need, without having to ask (or
search) for it explicitly (Mulvennaet al., 2000). It is a multidiscipline area deploying
techniques from various scientific fields for putting together data and producing
personalized output for individual users or groups of users. These fields comprise
informationretrieval, user modeling, artificial intelligence, databases, and more. Person-
alization on the Web covers a broad area, ranging from check-box customization to
recommender systemsand adaptive Websites. The spectrum from customizable Websites
(inwhichusersareallowed, usually manually, to configurethesitein order to better suit
their preferences) to adaptive ones (the site undertakes to automatically produce all
adaptations according to the user profile, recorded history, etc.) is wide and personal -
ization nowadays has moved towards the latter end. We meet cases of personalization
in use in e-commerce applications (product recommendationsfor cross-selling and up-
selling, one-to-one marketing, personalized pricing, storefront page customization, etc.),
ininformation portal s (home page customization such asmy.yahoo.com, etc.), in search
engines (in which returned results are filtered and/or sorted according to the profile of
the specific user or group of users), and e-learning applications (topic recommendations,
student/teacher/administrator views, content adaptations based on student level and
skills, etc.). Andwhilerecently there hasbeen al ot of talking about personalization, one
hastowonder whether it ishype or an actual opportunity. Doug Riecken, in hiseditorial
article in the Communications of the ACM Special Issue on Personalization (2000),
claimsthat it should be considered as an opportunity, but it must be defined clearly and
it must be designed to be useful and usable, conditionsthat in the traditional HCI field
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(Nielsen, 1994) areinterpreted asallowing usersto achievetheir goals (or performtheir
tasks) in little time, with a low error rate, and while experiencing high subjective
satisfaction.

The personalization technology isfast evolving and its use spreads quickly. Inthe
years to come all Web applications will embed personalization components, and this
philosophy will be part and parcel of many everyday lifetasks(e.g., ambient computing,
house of tomorrow). We are now at the phase of exploring the possibilitiesand potential
pitfalls of personalization asimplemented and designed so far. In our opinion thisisa
good point to review the progress, learn from our mistakes, and think about the “ gray”
areas and the controversies before planning for the future. This chapter aimsto define
personalization, describe its modules, demonstrate the close relation between person-
alization and Web mining, depict the technical issues that arise, recommend sol utions
when possible, and discussits effectiveness, aswell astherelated concerns. Moreover,
our goal istoillustrate the future trends in the field and suggest in this way directions
that may lead us to new scientific results.

MOTIVATION FOR PERSONALIZATION

Taking things from the beginning, the roots of personalization — as we interpret
it today — are traced back to the introduction of adaptive hypermedia applicationsin
Brusilovsky’ swork of 1996 anditsupdated version of 2001. Adaptive hypermediawere
introduced as an alternative to the traditional “one-size-fits-all” approach, building a
model of the goals, preferences and knowledge of each individual user, and using this
model throughout the interaction, in order to adapt to the user’s specific needs.

Adaptations are differentiated depending on the amount of control auser has over
them. Four distinct roles are defined in the process: adaptation initiator, proposer,
selector and producer (Dieterichetal., 1993). Systemsinwhich the user isin control of
initiation, proposal, selection and production of the adaptation are called adaptable
(Oppermann, 1994) (“in control” thereby meaning that the user can perform these
functions, but can also opt to | et the system perform some of them). In contrast, systems
that performall stepsautonomously are called adaptive. Adaptability and adaptivity can
coexist in the same application and the final tuning between the two should be decided
taking into account convenience for the user, demands on the user, irritation of the user
and the consequences of false adaptation. User control may be provided on a general
level (userscanallow or disallow adaptation at large), on atypelevel (userscan approve
or disapprove that certain types of adaptation take place) or on a case-by-case basis
(Kobsa& Pohl, 2001).

Asalready mentioned, initial attemptsof implementing personalizationwerelimited
to check-box personalization, in which portals allowed users to select the links they
wouldlikeontheir “personal” pages, but thishasproved of limited use sinceit depends
on users knowing in advance the content of their interest. Moving towards more
intelligent (or Al) approaches, collaborative filtering was deployed for implementing
personalization based on knowledge about likes and dislikes of past users that are
considered similar to the current one (using a certain similarity measure). These tech-
niques required usersto input personal information about their interests, needs and/or
preferences, but thisposed in many casesabig obstacle, since Web usersare not usually
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cooperativeinrevealing thesetypesof data. Dueto such problems, researchersresorted
to observational personalization, which is based on the assumption that we can find
clues about how to personalize information, services or products in records of users’
previous navigational behavior (Mulvennaet al., 2000). Thisisthe point at which Web
mining comesinto play; Web mining isdefined asthe use of data mining techniquesfor
discovering and extracting information from Web documents and services and is
distinguished asWeb content, structure or usage mining depending on which part of the
Webismined (Kosala& Blockeel, 2000). Inthemajority of cases, Web applicationsbase
personalization on Web usage mining, which undertakes the task of gathering and
extracting all datarequired for constructing and maintaining user profiles based on the
behavior of each user as recorded in server logs.

Now that all necessary introductions are in place, we may proceed with formally
introducing the central concept of thischapter. Defining ascientific disciplineisalways
acontroversial task, and personalization is no exception to this rule as, in the related
bibliography, one may come across many definitions; we already referred to the
definitionfoundin Mulvennaet al. (2000) and weindicatively al so quote the following
one, which takes a more user-centric approach: “Personalization is a process that
changesthefunctionality, interface, information content, or distinctiveness of asystem
toincreaseitspersonal relevancetoanindividual” (Blom, 2000). Eirinaki and Vazirgiannis
(2003, p. 1) defineit in away that addresses adequately all primary aspects of person-
alization as perceived inthe specific context of thisbook: “ Personalizationisdefined as
any action that adapts the information or services provided by a web site to the
knowledge gained from the users' navigational behavior and individual interests, in
combination with the content and the structure of theweb site” . For the remainder of the
chapter, we will use this as our working personalization definition.

PERSONALIZATION
PROCESS DECOMPOSED

In this section we discuss the overall personalization process in terms of the
discrete modules comprising it: data acquisition, data analysis and personalized
output. We describe in detail the objectives of each module and review the approaches
taken so far by scientistsworking in thefield, the obstacles met, and when possible, the
solutions recommended.

Data Acquisition
Inthe large majority of cases, Web personalization is adata-intensive task that is

based on three general types of data: data about the user, data about the Website usage

and data about the software and hardware available on the user’s side.

. User data. Thiscategory denotesinformation about personal characteristicsof the
user. Several such types of data have been used in personalization applications,
such as:

» Demographics (name, phone number, geographicinformation, age, sex, educa-
tion, income, etc.);
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» User’s knowledge of concepts and relationships between concepts in an
application domain (input that has been of extensive use in natural language
processing systems) or domain specific expertise;

o Skillsand capabilities (in the sense that apart from “what” the user knows, in
many casesit isof equal importanceto know what the user knows“how” to do,
or even further, to distinguish between what the user isfamiliar with and what
she can actually accomplish);

* Interests and preferences

» Goals and plans (plan recognition techniques and identified goals allow the
Website to predict user interests and needs and adjust its contents for easier
and faster goal achievement).

There are two general approaches for acquiring user data of the types described
above: either the user isasked explicitly to provide the data (using questionnaires,
fill-in preferencedial ogs, or even viamachinereadabl e data-carriers, such assmart
cards), or the system implicitly derives such information without initiating any
interactionwith the user (using acquisition rules, plan recognition, and stereotype
reasoning).

. Usage data. Usage data may be directly observed and recorded, or acquired by
analyzing observable data (whose amount and detail vary depending on the
technologies used during Website implementation, i.e., java applets, etc.), a
process already referenced in this chapter as Web usage mining. Usage data may
either be:

» Observable data comprising selective actions like clicking on an link, data
regarding the temporal viewing behavior, ratings (using abinary or alimited,
discrete scale) and other confirmatory or disconfirmatory actions (making
purchases, e-mailing/saving/printing a document, bookmarking a Web page
and more), or

« Data that derive from further processing the observed and regard usage
regularities (measurements of frequency of selecting an option/link/service,
production of suggestions/recommendations based on situation-action corre-
lations, or variationsof thisapproach, for instance recording action sequences).

. Environment data. Ontheclient side, therangeof different hardwareand software
used is large and keeps growing with the widespread use of mobile phones and
personal digital assistants (PDASs) for accessing the Web. Thusin many casesthe
adaptations to be produced should also take into account such information.
Environment dataaddressinformation about the availabl e softwareand hardware
at the client computer (browser version and platform, availability of plug-ins,
firewalls preventing applets from executing, available bandwidth, processing
speed, display and input devices, etc.), aswell aslocal e (geographical information
used for adjusting the language, or other locale specific content).

After data have been acquired (aprocessthat isin continuous execution for most
of the cases), they need to betransformed into someform of internal representation
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(modeling) that will allow for further processing and easy update. Such internal
representation models are used for constructing individual or aggregate (when
working with groups of users) profiles, a process termed user profiling in the
relativeliterature. Profilesmay be static or dynamic based on whether — and how
often — they are updated. Static profiles are usually acquired explicitly while
dynamiconesareacquired implicitly by recording and analyzing user navigational
behavior. In both approaches, we have to deal with different but equally serious
problems. Inthe case of explicit profiling, usersare often negative about fillingin
guestionnairesand revealing personal information online; they comply only when
required and even then the data submitted may be false. On the other hand, in
implicit profiling, eventhough our source of informationisnot biased by theusers’
negative attitude, the problems encountered derive once again from the invaded
privacy concernand thelossof anonymity, aspersonalizationisstrivingtoidentify
theuser, record the user’ sonline behavior inasmuch detail aspossible and extract
needs and preferencesin away the user cannot notice, understand or control. The
problem of |ossof control isobservedin situationsinwhichtheuser isnotincontrol
of when and what change occursand it isreferenced in numerous HCI resources,
suchasKramer etal. (2000), Mesquitaet al. (2002), and Niel sen (1998) asausability
degrading factor. A more detailed discussion on the issues of privacy and locus
of control can be found later in this chapter, under “Trends and Challenges in
Personalization Research.”

Data Analysis

User profiling dramatically affectsthekinds of analysisthat can beapplied after the
phase of dataacquisitionin order to accomplish more sophisticated personalization. The
techniques that may be applied for further analyzing and expanding user profiles so as
toderiveinferencesvary and comefrom numerousscientific areasthat compriseartificial
intelligence, machine learning, statistics, and information retrieval. In this chapter, we
follow theapproach of information retrieval and set our focuson deploying Web mining
for analyzing user behavior andinferring“interesting” patterns, similarities, clustersand
correlations among users and/or page requests. In the past years, several researchers
have applied Web usage mining for constructing user profiles and making personaliza-
tion decisions. Web usage mining uses server logs as its source of information and the
process of deriving val uableinformation from them progresses according to thefollow-
ing phases (Srivastavaet al., 2000): data preparation and preprocessing, pattern discov-
ery and pattern analysis.

Data Preparation and Preprocessing

Theobjectiveof thisphaseisto deriveaset of server sessionsfrom raw usage data,
as recorded in the form of Web server logs. Before proceeding with a more detailed
description of data preparation, it is necessary to provide a set of data abstractions as
introduced by the W3C1 (World Wide Web Consortium) for describing Web usage. A
server session isdefined as aset of page views served dueto aseries of HTTP requests
fromasingleuser toasingleWeb server. A pageviewisaset of pagefilesthat contribute
toasingledisplay inaWeb browser window (the definition of the pageview isnecessary
because for analyzing user behavior what is of valueisthe aggregate page view and not
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each one of the consecutive separate requests that are generated automatically for
acquiring parts of the page view such as scripts, graphics, etc.). Determining which log
entriesrefer toasinglepageview (aproblem known aspageview identification) requires
information about the site structuring and contents. A sequential series of page view
requests is termed click-stream and it isits full contents that we ideally need to know
for reliableconclusions. A user sessionistheclick-stream of pageviewsfor asingleuser
across the entire Web, while a server session isthe set of page viewsin a user session
for aparticular Website.

During data preparation the task is to identify the log data entries that refer to
graphicsor traffic automatically generated by spidersand agents. These entriesin most
of thecasesareremoved fromthelog data, asthey do not reveal actual usageinformation.
Neverthel ess, the final decision on the best way to handle them depends on the specific
application. After cleaning, log entries are usually parsed into data fields for easier
manipulation.

Apart fromremoving entriesfromthelog data, in many casesdatapreparation also
includes enhancing the usageinformation by adding the missing clicksto the user click-
stream. The reason dictating this task is client and proxy caching, which cause many
requests not to berecorded in the server logs and to be served by the cached page views.
Theprocessof restoring the completeclick-streamiscalled path completionanditisthe
last step for preprocessing usage data. Missing page view requests can be detected when
thereferrer pagefilefor apageview isnot part of thepreviouspageview. Theonly sound
way to have the complete user path is by using either a software agent or a modified
browser ontheclient-side. In all other casesthe available solutions (using for instance,
apartfromthereferrer field, dataabout thelink structure of thesite) areheuristicin nature
and cannot guarantee accuracy.

Except for the path completionissue, thereremainsaset of other technical obstacles
that must be overcome during data preparation and preprocessing. More specifically, a
major such issue is user identification. A number of methods are deployed for user
identification andtheoverall assessment isthat themore accurateamethodis, the higher
the privacy invasion problem it faces. Assuming that each IP address/agent pair
identifiesauniqueuser isnot alwaysthe case, asmany users may use the same computer
to access the Web and the same user may access the Web from various computers. An
embedded session | D requiresdynamic sitesand whileit distinguishesthevarious users
fromthesamel P/Agent, it failstoidentify the sameuser from different | Ps. Cookiesand
software agents accomplish both objectives, but are usually not well accepted (or even
rejected and disabled) by most users. Registration also provides reliable identification
but not all users are willing to go through such a procedure or recall logins and
passwords. Alternatively, modified browsers may provide accurate records of user
behavior even across Websites, but they are not arealistic solution in the majority of
casesasthey requireinstallation and only alimited number of userswill install and use
them.

Last but not least, there arises the issue of session identification. Trivial solutions
tackle this by setting aminimum time threshold and assuming that subsequent requests
fromthe sameuser exceeding it belongto different sessions (or useamaximumthreshold
for concluding respectively).
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Pattern Discovery
Pattern discovery aims to detect interesting patterns in the preprocessed Web
usage data by deploying statistical and data mining methods. These methods usually

comprise(Eirinaki & Vazirgiannis, 2003):

i Association rulemining: A technique used for finding frequent patterns, associa-
tionsand correlationsamong setsof items. Inthe Web personalization domain, this
method may indicate correl ations between pagesnot directly connected and reveal
previously unknown associations between groups of userswith specific interests.
Such information may prove valuable for e-commerce storesin order to improve
Customer Relationship Management (CRM).

i Clustering: a method used for grouping together items that have similar charac-
teristics. In our case items may either be users (that demonstrate similar online
behavior) or pages (that are similarity utilized by users).

i Classification: A process that learns to assign data items to one of several
predefined classes. Classes usually represent different user profiles, and classifi-
cationisperformed using selected featureswith highdiscriminativeability asrefers
to the set of classes describing each profile.

i Sequential pattern discovery: An extension to the association rule mining tech-
nique, used for revealing patterns of co-occurrence, thusincorporating the notion
of time sequence. A pattern in this case may be a Web page or a set of pages
accessed immediately after another set of pages.

Pattern Analysis

In this final phase the objective is to convert discovered rules, patterns and
statistics into knowledge or insight involving the Website being analyzed. Knowledge
hereisan abstract notion that in essence describesthe transformation from information
to understanding; it isthus highly dependent on the human performing the analysisand
reaching conclusions. In most of the cases, visualization techniques are used for
“communicating” better the knowledge to the analyst.

Figure 1 providesasummarized representation of all described subtaskscomprising
the process of Web personalization based on usage mining.

Thetechniques mentioned so far for performing thevarious phasesof dataanalysis
apply Web usagemininginorder todeliver Web personalization. Thisapproachisindeed
superior to other more traditional methods (such as collaborative or content based
filtering) in terms of both scalability and reliance on objective input data (and not, for
instance, on subjective user ratings). Nevertheless, usage-based personalization can
also be problematic when little usage data are available pertaining to some objects, or
when the site content changes regularly. Mobasher et al. (2000a) claims that for more
effective personalization, both usage and content attributes of a site must be integrated
into the data analysis phase and be used uniformly as the basis of all personalization
decisions. Thisway semantic knowledge isincorporated into the process by represent-
ing domain ontologies in the preprocessing and pattern discovery phases, and using
effectivetechniquesto obtain uniform profilesrepresentation and show how to use such
profilesfor performing real-timepersonalization (Mobasher & Dai, 2001).
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Figure 1. Personalization Based on Web Mining
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Personalized Output

After gathering the appropriate input data (about the user, the usage and/or the

usage environment), storing them using an adequate representation and analyzing them
for reaching secondary inferences, what remainsisto explore and decide upon the kind
of adaptationsthe Website will deploy in order to personalize itself. These adaptations
can take place at different levels:

Content: Typical applications of such adaptations are optional explanations and
additional information, personalized recommendations, theory driven presenta-
tion, and more. Techniques used for producing such adaptationsinclude adaptive
selection of Web page (or page fragment) variants, fragment coloring, adaptive
stretch-text, and adaptive natural language generation.

Structure: It refersto changes in the link structure of hypermedia documents or
their presentation. Techniques deployed for producing this kind of adaptation
comprise adaptive link sorting, annotation, hiding and unhiding, disabling and
enabling, and removal/addition. Adaptations of structure are widely used for
producing adaptiverecommendations (for products, information or navigation), as
well as constructing personal views and spaces.

Presentation and media format: in this type of personalized output the informa-
tional contentideal ly staysthe same, but itsformat and layout changes (for example
from images to text, from text to audio, from video to still images). This type of
adaptationsiswidely used for Web access through PDAs or mabile phones, or in
Websites that cater to handicapped persons.

In the majority of cases, personalized Websites deploy hybrid adaptation tech-

niques.
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Personalization requiresthe manipulation of large amounts of dataand processing
them at aspeed that allowsfor low responsetimes, so that adaptati onstake effect assoon
as possible and the process remains transparent to the user. At the same time, in most
personalization scenarios, and with the purpose of keeping the processingtimevery low,
parts of the process are executed offline. An effect of thiscaseisthat the system delays
in updating changing user profiles, sinceitisonly natural that user preferencesand even
more often user needs change over time, requiring corresponding updatesto the profiles.
The trade-off between low response times and keeping profiles updated is usually
determined on an application basis, according to the specific precision and speed
requirements, or in other words, the fault and delay tolerance.

THEORY IN ACTION:
TOOLS AND STANDARDS

Fromtheprevious, itisobviousthat personalizing the Web experiencefor usersby
addressing individual needs and preferencesisachallenging task for the Web industry.
Web-based applications(e.g., portals, e-commercesites, e-learning environments, etc.)
canimprovetheir performanceby using attractive new tool s such asdynamic recommen-
dationsbased onindividual characteristicsand recorded navigational history. However,
the question that arisesishow thiscan be actually accomplished. Both the Webindustry
and researchers from diverse scientific areas have focused on various aspects of the
topic. Theresearch approaches, and thecommercial tool sthat deliver personalized Web
experiences based on business rules, Website content and structure, as well asthe user
behavior recorded in Web log files are numerous. This section provides atour around
the most well known applications of Web personalization both at a research and a
commercial level.

Letizia(Lieberman, 1995), oneof thefirstintelligent agents, assistsWeb search and
offers personalized lists of URLSs close to the page being read using personal state,
history and preferences (contents of current and visited pages). More specifically, the
agent automates a browsing strategy consisting of a best-first search augmented by
heuristicsinferring user interest from her behavior.

WebWatcher (Armstronget al., 1995; Joachimset al., 1997) comprisesa“tour guide”
Web agent that highlights hyperlinksin pages based on the declared interests and path
traversal pattern of the current user, as well as previous similar users. WebWatcher
incorporates three learning approaches:. (a) learning from previous tours, (b) learning
from the hypertext structure and (c) combination of the first two approaches.

A recommendation system that assists Web search and personalizes the results of
a query based on personal history and preferences (contents and ratings of visited
pages) is Fab (Balabanovic & Shoham, 1997). By combining both collaborative and
content-based techniques, it succeeds to eliminate many of the weaknesses found in
each approach.

Humos/Wifs(Ambrosini et al., 1997) hastwo components, the Hydrid User Model -
ing Subsystem and the Web-oriented Information Filtering Subsystem, assisting Web
search and personalizing the results of a query based on an internal representation of
user interests (inferred by the system through adialogue). It uses a hybrid approach to
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user modeling (integration of case-based componentsand artificial neural network) and
takes advantage of semantic networks, aswell asawell-structured database, in order to
performaccuratefiltering.

Another agent that learns users’ preferences by looking at their visit records and
then provides them with updated information about the Website is SiteHelper (Ngu &
Wu, 1997). Theagent carriesout two typesof incremental |earning: interactivelearning,
by asking user for feedback, and silent learning, by using the log files.

Personal WebWatcher (Mladenic, 1999) isa“ personal” agent, inspired basically by
WebWatcher, that assists Web browsing and highlights useful links from the current
page using personal history (content of visited pages), while Let’ s Browse (Lieberman
etal., 1999) implemented asan extension to L etizia, supportsautomatic detection of the
presence of users, automated “channel surfing” browsing, dynamic display of the user
profiles and explanation of recommendations.

Theuseof associationruleswasfirst proposedin Agrawal etal. (1993) and Agrawal
and Srikant (1994). Chen et al. (1998) use association rules algorithms to discover
“interesting” correlations among user sessions, whilethe definition of asession asaset
of maximal forward references (meaning a sequence of Web pages accessed by a user)
wasintroducedin Chen et al. (1996). Thiswork isalso the basis of SpeedTracer (Wu et
al., 1998), which uses referrer and agent information in the pre-processing routines to
identify users and server sessions in the absence of additional client side information,
and then identifies the most frequently visited groups of Web pages. Krishnan et al.
(1998) describe path-profiling techniquesin order to predict future request behaviors.
Thus content can be dynamically generated before the user requests it.

Manber et al. (2000) presents Yahoo! personalization experience. Y ahoo! wasone
of the first Websites to use personalization on a large scale. This work studies three
examplesof personalization: Y ahoo! Companion, InsideY ahoo! Searchand My Y ahoo!
application, whichwereintroduced in July 1996.

Cingil et al. (2000) describethe need for interoperability when miningthe Web and
how thevarious standar ds can be used for achieving personalization. Furthermore, they
establish an architecture for providing Web servers with automatically generated,
machine processabl e, dynamic user profiles, while conformingtousers' privacy prefer-
ences.

Mobasher et al. (2000b) describe ageneral architecture for automatic Web person-
alization using Web usage mining techniques. WebPersonalizer (Figure 2) is an ad-
vanced system aiming at mining Web log filesto discover knowledgefor the production
of personalized recommendations for the current user based on her similarities with
previous users. These user preferences are automatically learned from Web usage data,
eliminating inthisway thesubjectivity from profiledata, aswell askeeping them updated.
The pre-processing stepsoutlined in Cooley et al. (1999a) are used to convert the server
logs into server sessions. The system recommends pages from clusters that closely
match the current session.

For personalizing a site according to the requirements of each user, Spiliopoulou
(2000) describes a process based on discovering and analyzing user navigational
patterns. Mining these patterns, we can gain insight into a Website's usage and
optimality with respect to its current user population.

Usage patterns extracted from Web data have been applied to a wide range of
applications. WebSIFT (Cooley etal., 1997, 1999b, 2000) isaWebsiteinformationfilter
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system that combines usage, content, and structure information about a Website. The
informationfilter automatically identifiesthediscovered patternsthat haveahigh degree
of subjective interestingness.

Web Utilization Miner (WUM) (Spiliopoulou et al., 1999a, 1999b; Spiliopoulou &
Faulstich, 1998; Spiliopoulou & Pohle, 2000) specifies, discovers, and visualizesinter-
esting navigation patterns. In WUM the concept of navigation patterns includes both
the sequence of events that satisfies the expert’s constraints and the routes connecting
those events.

Another Web usage miner designed for e-commerceapplicationsisMIDAS(Buchner
et al., 1999), in which a navigation pattern is a sequence of events satisfying the
constraints posed by an expert who can specify, in a powerful mining language, which
patterns have potential interest.

IndexFinder (Perkowitz & Etzioni, 2000b) isaWeb management assi stant, asystem
that can process massive amounts of data about site usage and suggest useful adapta-
tionsto the Web master. This assistant devel ops adaptive Websites that semi-automati-
cally improve their organization and presentation by learning from visitor access
patterns. Adaptive Websites are defined in Perkowitz and Etzioni (1997, 1998, 1999,
2000a).

Finally, Rossi et al. (2001) introduce an i nteresting approach based on the Object-
Oriented Hypermedia Design Method (OOHDM). They build Web application models

Figure 2. A General Architecture for Usage-Based Web Personalization (Mobasher
et al., 2000b)
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as object-oriented views of conceptual models and then refine the views according to
users profiles or preferences to specify personalization. In this context, the linking
topology or the contents of individual nodes can be basically personalized.

Moreover, many vendors such as Blue Martini Software Inc., E.piphany, Lumio
Software, Net Perceptions, Sane Solutions, WebSideStory Inc., and so forth provide a
variety of commercial tools that support mining for Web personalization. Table 1
summarizesalist of the most representative current commercial applications. All these
can beintegrated directly into a Website server in order to provide users with person-
alized experiences.

As mentioned before, the techniques applied for Web personalization should be
based on standards and languages ensuring interoperability, better utilization of the
stored information, aswell as personal integrity and privacy (Cingil et al., 2000).

Extensible Markup Language (XML)?isasimple, very flexibletext format originally
designed to meet the challenges of large-scale electronic publishing. XML plays an
increasingly important rolein the exchange of awide variety of dataon the Web and the
XML Query Language® can be used for extracting datafrom XML documents.

Resour ce Description Framework (RDF)*isafoundation for processing metadata
and constitutes arecommendation of W3C. It providesinteroperability between appli-
cations that exchange machine-understandabl e information on the Web and its syntax
can use XML. RDF applications include resource discovery, content description/
relationships, knowledge sharing and exchange, Web pages' intellectual property rights,
users' privacy preferences, Websites' privacy policies, and so forth.

Platformfor Privacy Preferences (P3P)® was devel oped by the W3C in 1999 and
comprises a standard that provides a simple and automated way for usersto gain more
control over their personal information when visiting Websites. Personal profilingisa
form of Website visitor surveillance and leads to a number of ethical considerations.
Websitevisitorsmust be convinced that any collected informationwill remain confiden-
tial and secure. P3P enables Websites to express their privacy practicesin a standard
format that can beretrieved automatically and interpreted easily by user agents. P3P user
agentsallow usersto beinformed of site practices (in both machine and human readable
formats) and to automate decision-making based on these practices when appropriate.
Thususersneed not read the privacy policiesat every sitethey visit. However, while P3P
provides a standard mechanism for describing privacy practices, it does not ensure that
Websites actually follow them.

Open Profiling Standard (OPS)® is a proposed standard by Netscape that enables
Web personalization. It allows usersto keep profile records on their hard drives, which
can be accessed by authorized Web servers. The users have access to these records and
can control the presented information. These records can replace cookies and manual
onlineregistration. The OPS hasbeen examined by the W3C, and itskey ideashave been
incorporated into P3P.

Customer Profile Exchange (CPEX)’ is an open standard for facilitating the
privacy-enabled interchange of customer information acrossdisparate enterprise appli-
cations and systems. It integrates online/offline customer datain an XML-based data
model for use within various enterprise applications both on and off the Web, resulting
in a networked, customer-focused environment. The CPEX working group intends to
develop open-source reference implementation and developer guidelines to speed
adoption of the standard among vendors.
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Table 1. Commercial Applications
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Table 1. (continued)
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Personalized Information Description Language (PIDL)® aims at facilitating
personalization of onlineinformation by providing enhanced interoperability between
applications. PIDL provides a common framework for applications to progressively
process original contents and append personalized versions in a compact format. It
supportsthe personalization of different media(e.g., plaintext, structured text, graphics,
etc.), multiple personalization methods (such as filtering, sorting, replacing, etc.) and
different delivery methods(for example SMTP, HTTP, | P-multicasting, etc.). It createsa
unified framework for servicesto both personalize and disseminate information. Using
PIDL, services can describe the content and personalization methods used for custom-
izing the information and use asingle format for all available access methods.

TRENDS AND CHALLENGES
IN PERSONALIZATION RESEARCH

While personalization looks important and appealing for the Web experience,
several issuesstill remain unclear. Onesuchissueisprivacy preserving and stemsfrom
thefact that personalization requires collecting and storing far more personal datathan
ordinary non-personalized Websites. Accordingto Earp and Baumer (2003), thereislittle
legal protection of consumer information acquired online — either voluntarily or
involuntarily — whilesystemstry to collect asmuch dataaspossiblefrom users, usually
without users' initiative and sometimes without their awareness, so as to avoid user
distraction. Numerous surveys already availableillustrate user preferences concerning
online privacy (Kobsa & Schreck, 2003), with the requirement for preservation of
anonymity when interacting with an online system prevailing.

A solutionto thisproblem may comefrom providing user anonymity, even thought
this may sound controversial, since many believe that anonymity and personalization
cannot co-exist. Schafer et al. (2001) claim that “anonymizing techniques are disasters
for recommenders, because they make it impossible for the recommender to easily
recognize the customer, limiting the ability even to collect data, much less to make
accurate recommendations”. Kobsa and Schreck, (2003) on the other hand, present a
reference model for pseudonymous and secure user modeling that fully preserves
personalized interaction. Users' trust in anonymity can be expected to lead to more
extensive and frank interaction, and hence to more and better data about the user, and
thus better personalization. While this is a comprehensive technical solution for
anonymous and personalized user interaction with Web services, anumber of obstacles
must still be addressed; hardly any readily available distributed anonymization infra-
structures, such asmixes, have been put in placeand anonymousinteractioniscurrently
difficult to maintain when money, physical goodsand non-electronic servicesarebeing
exchanged.

Thedeployment of personalized anonymousinteractionwill thusstrongly hingeon
social factors (i.e., regulatory provisions that mandate anonymous and pseudonymous
access to electronic services). This will give the opportunity to holders of e-shops to
apply intelligent e-mar keting techni queswith Web mining and personalization features,
asin Perner and Fiss(2002). I ntelligent e-marketingispart of theWebintelligence (Y ao
et al., 2001), where intelligent Web agents (WA), acting as computational entities, are
making decisions on behalf of their users and self-improving their performance in
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dynamically changing and unpredictable task environments. WASs provide userswith a
user-friendly style of presentation (Cheung et al., 2001) that personalizes both interac-
tion and content presentation (referenced inthe bibliography as Personalized M ultimodal
Interface).

A relatively recent development that isforeseento greatly affect Web personaliza-
tion (and more specifically the Web mining subtasks) isthe creati on of the semantic Web.
Semantic Web mining combinesthetwo fast-devel oping research areas of semantic Web
and Web mining with the purpose of improving Web mining by exploiting the new
semantic structuresin the Web. Berendt et al. (2002) give an overview of wherethetwo
areas meet today, and sketch ways of how a closer integration could be profitable. The
Web will reachitsfull potential when it becomes an environment in which data can be
shared and processed by automated tools, aswell as by people. The notion of being able
to semantically link various resources (documents, images, people, concepts, etc.) is
essential for the personali zation domain. With thiswe can beginto movefromthecurrent
Web of simple hyperlinksto amore expressive, semantically rich web, inwhichwe can
incrementally add meaning and express awhole new set of relationships (hasL ocation,
worksFor, isAuthorOf, hasSubjectOf, dependsOn, etc.) among resources, making ex-
plicit the particular contextual relationships that are implicit in the current Web. The
semantic Web will allow the application of sophisticated mining techniques (which
require more structured input). This will open new doors for effective information
integration, management and automated services (Markelloset al., 2003).

Moving away from the promising future potential of the personalization technol-
ogy, perhapsitisinteresting to returntoitsoriginal motivation. Personalization hasone
explicit target: people. Users are being offered services or applications that need to be
or should be personalized for ease of use, efficiency and satisfaction. Although in the
past years different attempts have been proposed for evaluating personalization
(Ramakrishnan, 2000; Vassiliou et al ., 2002) amore systematic and integrated approach
should be defined for its efficient assessment, justifying on a per application basis the
use of such aresource demanding technology. In other words, despitethe great potential
and how smart aWebsite can be in changing itself in order to better suit theindividual
user, or how well it can anticipate and foresee user needs, the fact remains: systemsare
aware of only a fraction of the total problem-solving process their human partners
undergo (Hollan, 1990), and they cannot share an understanding of the situation or state
of problem-solving of ahuman (Suchman, 1987). Personalization, with all theautomated
adaptationsit “triggers” transparently, isablessing only if the human partner isallowed
to control what isadapted automatically and how. Thisway, locus of control remains at
the user side, where it should be. Other than that, numerous issues remain to be
addressed: When is personalization required? What data should be used and isthere a
minimal efficient set? How should data be handled? | s personalization efficient for the
user?What about the system’ sefficiency? Arethereany criteriafor the efficiency of the
methods, in terms of accuracy, speed, privacy and satisfaction?

Technologically, the scene is set for personalization; it is fast developing and
constantly improving. What ismissingisitswider acceptancethat will allow it to prove
itsfull potential. The prerequisitefor thisfinal and crucial step istheinvestigation and
resolution of issues connected with the human factor: ethics, trust, privacy, control,
satisfaction, respect, and reassurance.
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CONCLUSIONS

As the Web is growing exponentially, the user’s capability to find, read, and
understand content remains constant. Currently, Web personalization is the most
promising approach to alleviate this problem and to provide users with tail ored experi-
ences. Web-based applications (e.g., information portals, e-commercesites, e-learning
systems, etc.) improve their performance by addressing the individual needs and
preferences of each user, increasing satisfaction, promoting loyalty, and establishing
one-to-one relationships. There are many research approaches, initiatives and tech-
niques, aswell ascommercial tool sthat provide Web personalization based on business
rules, Website contents and structuring, user behavior and navigational history as
recorded in Web server logs.

Without disputing the enormous potential of the personalization technology,
neither questioning the “noble” motivations behind it, the issue is still unclear: Does
personalizationreally work? Theanswer isneither trivial nor straightforward. Ontheone
hand the benefitscould be significant not only for the Websitevisitor (being offered more
interesting, useful and relevant Web experience) but al so for theprovider (allowing one-
to-onerelati onshipsand mass customization, and improving Website performance). On
the other hand, personalization requires rich datathat are not always easily obtainable
and in many cases the output proves unsuccessful in actually understanding and
satisfying user needsand goals. Today, the situationissuch that providersinvest money
on personalization technologies without any reassurances concerning actual added
value, sinceusersarenegativetowardstheideaof being stereotyped. Finally, theethical
dimension of personalization should al so betakeninto account: onlineuser activitiesare
recorded for constructing and updating user profiles and this puts privacy in jeopardy.

Summarizing, inthischapter weexplored thedifferent facesof personalization. We
traced back its roots and ancestors, and followed its progress. We provided detailed
descriptions of the modules that typically comprise a personalization process and
presented an overview of theinteresting researchinitiativesand representative commer-
cial toolsthat deploy Web usage mining for producing personalized Web experiences.
Finally, we introduced and discussed several open research issues and in some cases,
we provided recommendations for solutions.
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ABSTRACT

One of the major problems for automatically constructed portals and information
discovery systemsishow to assign proper order to unvisited Web pages. Topic-specific
crawlers and information seeking agents should try not to traver se the off-topic areas
and concentrate on linksthat lead to documents of interest. In this chapter, we propose
an effective approach based on the relevancy context graph to solve this problem. The
graph can estimate the distance and the relevancy degree between the retrieved
document and the given topic. By cal culating the word distributions of the general and
topic-specific feature words, our method will preserve the property of the relevancy
context graph and reflect it on the word distributions. With the help of topic-specific
and general word distribution, our crawler can measure a page’ s expected relevancy
to a given topic and determine the order in which pages should be visited. Smulations
are also performed, and the results show that our method outperforms the breath-first
and the method using only the context graph.

INTRODUCTION

Thelnternet hasnow becomethelargest knowledge baseinthe human history. The
Web encouragesdecentralized authoring inwhich userscan create or modify documents
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locally, which makes information publishing more convenient and faster than ever.
Because of these characteristics, thelnternet hasgrown rapidly, which createsanew and
hugemediafor information sharing and exchange. Therearemorethan two billionunique
and publicly accessible pages on the Internet, and the Internet is estimated to continue
togrow at an accel erating rate, 7.3 million pagesper day (Cyveillance, 2003). Asaresult
of the tremendous size of information on the Web and its substantial growth rate, it is
increasingly difficult to search for useful information on the Web.

Traditional information retrieval methods can be utilized to help users search for
their needed informationin adatabase. But they appear to beineffectivewhenfacingthis
mammoth Web. Researchers have proposed many techniquesto facilitate the informa-
tion seeking process on the Web. Search engines are the most important and commonly
usedtools(Brownet al., 1998), which usually havelargeindexesof the Web and attempt
to use a centralized architecture to solve the problem of information seeking in a
decentralized environment. Web search engines are usually equipped with multiple
powerful spiders that traverse the Web information space. But the engines have
difficulties in dealing with such huge amounts of data. For example, Google (http://
www.google.conV) claimed to be the largest search enginein theworld, can only index
about 60% of the Web. The other problemisthat search enginesusually return hundreds
or thousands of results for a given query, which makes users bewildered in finding
relevant answersfor their information need (Lawrence 1999, 2000).

The general-purpose search engines, such as Altavista (http://www.altavista.con),
offer high coverage of the possible information on the Web, but they often provide
resultswith low precision. That is, the information does not match what the user wants.
Directory search engines, such as'Y ahoo! (http://yahoo.com.tw/), canlimit the scope of
its search upon such manually compiled collections of the Web contentsthat arerel ated
to some specified categories. Thedirectory search enginesreturntheresultswith higher
precision, exhibiting the beauty of labor-intensive efforts. However, compiling awell-
organized directory search engine for each directory would be tedious and impossible,
and automatic construction of such an engine seems to have along way to go.

The topic-specific search engine is another type of search engines that is con-
structed and optimized in accordance with domain knowledge. When usersare aware of
the topic or category of their need, a topic-specific search engine can provide the
information with higher precision than a general, or directory search engine does. For
example, Researchlndex (http://citeseer.nj.nec.com/cs/) isafull-text index of scientific
literaturethat aimsat improving the dissemination and feedback of scientific literature.
Travel-Finder (http://www.travel -finder.com/) isatopic-specific Web service designed
to help individualsfind travel professionals and travel information. LinuxStart (http://
www.linuxstart.conV) is another topic-specific Web service that provides a deliberate
hierarchy of Linux topicsand asearch enginefor queriesfocused on Linux-relatedtopics.
Topic-specific search enginesusually incorporateintheir system domain knowledgeand
use focused crawlersto construct their data collection. The crawlerstry not to traverse
the off-topic areas, concentrating themselves on the links that lead to documents of
interest. One of themajor problemsof thetopic-specific crawler ishow to assign aproper
order to the unvisited pagesthat the crawler may visit later. The method to measure the
importance of adocument on the Web through linkage information has been adopted by
thegeneral and topi c-specific search engines. But thetopic-specific crawlerscan further
incorporate domain-specific knowledge to facilitate subjective search.
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Text categorization provides a suitable way for Web page ordering. With text
categorization, crawlers can classify each page into different categories and pick up
those pagesbel onging to theinteresting categories. For example, Chakrabarti et al. (1998,
19993, 1999b) incorporated the manual ly compiled taxonomy from Y ahoo! to build atopic-
specific Web resource discovery system. This system provides users a Web-based
administrationinterfaceto choosetheir favoritetopicsand choose examplestotrain the
classifier. Thesystemthen utilizesthetrained classifier aswell asthe canonical hierarchy
tofilter and rank the pagesintheprocessof information discovery. However, itisdifficult
and time-consuming to manually buildtext classifiersfor each topic. Many attemptshave
been made to automatically categorize documents. The machine learning paradigm has
attracted much attention with its simplicity and effectiveness. With machinelearning, a
classifier that learnshow to categorize the documentsfrom trai ning examplescan bebuilt.

Another problem for typical focused crawlers is that some sets of off-topic
documents often lead to highly relevant documents. For example, lists of computer
science papers are usually found on the pages of researchers' publication lists. These
publication pagesare usually referenced by the pages of the department member, which
is an off-topic page in relation to the literature of computer science. Such a condition
commonly occursand causesproblemsintraversing the pagesontheWeb. Anoptimally
focused crawler should sacrifice visiting several off-topic pages and then reach the
highly relevant pagesalongthelinks. Typical focused crawlershavedifficultieslearning
thisphenomenon. Diligenti et al. (Diligenti, 2000) proposed anovel approachto build a
model, called acontext graph, for storing theinformation about link hierarchiesand the
distance from the off-topic pages to the target pages. We will study how context
information affects the information discovery process in this chapter.

Weorganizetherest of thischapter asfollow: Firstly, webriefly introducetheidea
of the topic-specific crawler and its related issues. We discuss some important metrics
for measuring thequality of Web pages. Many of them have been combinedto determine
the order of pagesto traverse. Text categorization plays an important role in the most
topic-distillation systems, sowewill review thisresearchtopic. Weal sointroduce some
previouswork for topic-specific crawling and discusstheir problems. Then we propose
a modified approach for the problems and discuss its important characteristics. We
explain the design philosophy of our system and discuss some crucial design issues of
the system. The future devel opments and application of the topic-specific crawlersare
discussed. Finally, the conclusion of the chapter is given.

BACKGROUND

Huge amounts of data have been published on the Web. The accelerated growth
of the Web has turned the Internet into an immense information space with diverse
contents. Search engines are the most important and commonly used toolsto facilitate
the information seeking process on the Web. In order to achieve higher coverage of the
Web, large-scale search engines use a software agent, called a Web robot (http://
www.robotstxt. org/wc/threat-or-treat.html, http://www.robotstxt.org/wc/
guidelines.html), to automatically collect datafromtheWeb. TheWeb robot isaprogram
that traverses the Web and recursively retrieves all documents to create a searchable
index of the Web. Web robots usually start with a set of well-known URLs that may
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contain high-quality contents or anumber of linksto other parts of the Web. Different
traversal strategies provide different views of the Web. A breadth-first strategy often
leadsto abroader view than adepth-first strategy. Some heuristics or ordering schemes
can be incorporated if there are some other constraints (such as considerations of cost
and storage, or quality and precision of documents).

Focused Crawler

A focused crawler (or topic-specific spider) isagoal-oriented Web robot, aiming
at retrieving only the subset of the Web that isrelated to the given topics. The focused
crawler analyzesthelinksit visits and determines the proper routeto find the links that
aremorelikely tolead to pagesrel evant to thetopic. Figure 1 isagraph composed of the
documents and their associated links, in which each node represents a Web page, and
the edge between the nodes represents the link between the corresponding pages. In the
figure, the node in black denotes an off-topic page, and the node in white denotes the
on-topic one. The edges drawn in thick lines mean the links traversed by a traversal
strategy, whiletheedgesdrawninlight linesmeanthelinksnot traversed by thetraversal
strategy. From Figure 1, wecan seethedifferencesinthetravel ed pathsamong the depth-
first, breadth-first and focused crawlers. A focused crawler tries to identify the most
promising links and avoids retrieving the off-topic documents. Its paradigm limitsits
search on the focused domain by adopting a strategy of filtering. The focused crawler
doesnottreat all pagesequally. Pagesreferring totheinterested topic aremoreimportant
than those referring to irrelevant topics.

Measuring (or predicting) whether a page can lead to the on-topic pages is an
important task of focused crawlers. Given aWeb page P, afocused crawler can exploit
theinformation related to P for measuring the importance of the page (denoted as | (P))
(Choetal., 1998). A page with higher I(P) should be visited earlier, since the page has
the higher probability of leading to alarge number of important pages. Thereisalot of
literature that utilizes avariety of resourcesto better measure | (P). We list some basic
and commonly used measures below that are heuristics for eval uating the page impor-
tance. Some measures are topic-independent metrics, but some have the ability to
distinguish the relevancy between the Web pages and the topic.

Backward and Forward Link Count

Intuitively, a page linked by many pages is more important than the one that is
seldom referenced. This heuristic (called backward-link count), based on the concept
of “citation count,” isextensively used to eval uate the impact of published papers. The
I (P) of apage P measured from the metric of backward-link countisthe number of other
pages on the Web that point to page P. This heuristic attracts a lot of attention in
measuring and analyzing Web linkage structure. However, eval uating thismeasurement
is difficult since we do not have the entire topology of the Web.

Another related metric based on the link count isforward-link count. Thisideais
that apagewith many outgoing linksisvaluablesinceit may beaWeb directory or aWeb
resource depository. Clearly, the page with alarger forward-link count would provide
crawlers with more opportunity to find other important pages. Thus the I(P) of a page
P measured fromthe metric of forward-link count isthenumber of pagesontheWeb that
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Figurel. Differencein Traveling Pathsamong the Different Traversal Strategies ((a),
(b) and (c) are the paths of the depth-first, breadth-first and focused crawlers,
respectively)

(a) (b) (c)

page P pointsto. Thismetricisusually usedin conjunctionwith other factorstoidentify
the index pages.

PageRank

Themetric of PageRank, proposed by Pageet al. (1998), isto evaluatetheimportance
of a page from the link structure. This measure is successfully applied to the ranking
mechanism in the Google search engine. The basic idea of PageRank is that the
importance of a page P depends not only on how many links point to P but also on how
important thoselinksare. Precisely, themeasurefirst obtainstheweight of eachlink that
pointsto page P by proportionally dividing theimportance of such apagethat hasalink
pointing to P, and then accumulates all the weights of those links that point to page P.
Thus the value of the PageRank of page P is as follows:

©
|(P) =
O @ &

wherel(P) and I (Q) aretheimportance (or PageRank val ue) of page P and Q, respectively;
B(P) isthe set of pagesthat havealink pointing to P; and ¢(Q) isthe number of all links
in page Q.

Figure2isanexampleillustrating Equation (1). Assumetheimportance of pagesA
and B is known beforehand, and I (A) and 1 (B) are 100 and 60, respectively. Then I(D),
for instance, isequal to the summation of the weights of thetwo linksfrom pages A and
B pointing to page D. Therespective weights of thetwo linksare 50 (= 100/2) and 20 (=
60/3). Thus, I1(D) is 70. Note that the links of page D may reach page A through afinite
number of pages and finally contribute to the importance of page A. Thus Equation (1)
isrecursive. It proves that the value of the PageRank of the links can be computed by
starting with any subset of pages and iterating the computation until their values
converge(Brin, 1998).

PageRank tries to model the human interests and attentions devoted to a specific
Web pagewith arandomwalk model. Sometimesasurfer may arriveat page P by randomly
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Figure 2. Values of the PageRank of the Pages are Propagated through Links (a page
has a higher rank if the sum of the ranks of its back links is high)

URL:

clicking links with some probability. Then the value of the PageRank of page P,
incorporating the consideration of random surfing is:

_ _ 1@Q
I(P)=B+( ﬂ)xQeé(P) Q) )

where 3 denotes the probability that the user randomly jumpsto page P (Brin, 1998).

Authority and Hub

The metric of HITS (Hypertext Induced Topic Search), proposed by Kleinberg
(1999), isoften used to answer broad-topic queries and to find communities on the Web
(Gibson et al., 1998). Its idea is based on the assumption that hyperlinks encode a
considerable amount of latent human judgment. Thistype of judgment is the notion of
authority. To be precise, the creator of page P having a link pointing to page Q has
conferred authority on page Q to someextent. In addition, the creator of page P provides
other pages that have links pointing to P the opportunitiesto find potential authorities.

The HITS algorithm triesto identify the set of the most related pages (called root
set and denoted as S_hereafter) for agiven query € from ageneral search engine o, and
then evaluates the importance of the pagesin S.. HITSfirst views the topology of the
pages on the Web as a directed graph G. Graph G isrepresented as G = (V, E), where
V denotes a set of nodesin which each nodein the set correspondsto apage onthe Web,
and E denotes a set of directed edges in which a directed edge (P, Q) existsin the set
if thereisalink from node P to node Q. Figure 3 expresses the steps: thefirst stepisto
submit query € to search engine o. The second step isto collect thefirst T high-ranked
pagesderivedfrom casthebasicelementsof S . Thenfor eachpagePin S, thenext step
isto construct two sets A(P) and B(P), which respectively are the set of all pages that
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Figure 3. Stepsto find the Root Set from a User-Supplied Query

FindingRootSet (6, £, 7, k) {
Let R denotesthetopr pages obtained by submitting ¢ to ¢ ;
Set s, =R, ;
For each page Pe S

Let A(P) denotes the set of all pages that P points to;
Let B(P) denotes the set of all pages pointing to P;
Add all pagesin A(P)to S ;
If IB(P) | < x then

Add all pagesin B(P) to S ;
Else

Add an arbitrary set of d pagesfromB(P) to S _;
Endlf;

EndFor;}

page P points to and the set of all pages that have a link pointing to page P. All the
elementsin A(P) areinsertedintoS_directly. All theelementsin set B(P) arealsoinserted
into S_if the number of set B(P) issmaller than « (apredefined number); otherwise (if
the number of set B(P) islarger than k), an arbitrary set of xpagesin set B(P) isinserted
intoS .

;\fter finding the root set, the HITS algorithm computes the authority and hub
values for each page in the set. The ideais that a good authority should be pointed by
a number of good hubs, and a good hub should point to a number of good authorities.
Thealgorithminitially assigns anon-negative authority weight x<°> and anon-negative
hub weight y=®> to each page, and then recursively updatesthe authority and hub weights
of each referenced pages by the following equations, where x> and y, <> denote the
authority and hub values of page T at theith iteration (T = P or Q).

<i+1> <i> <i+1> <i>
RV CEREE D &
(Q,P)EE (P,QeE

Finally, the high-quality pages are the ones with higher authority weight.

The HITS algorithm isatechnique for locating high-quality documentsrelated to
abroad search topic and addresses another semantic ranking mechanism to evaluate the
importance of a Web page. There are a lot of improvements for the HITS algorithms
(Bharatetal., 1998; Chakrabarti et al., 1999a; Lawrenceet al., 1999).

Textual Similarity

Textual similarity isused in the information retrieval community to measure the
relevant degree between the document and the information the users need. Each
document and the query are treated as an n-dimensional vector <w,, w,, ..., w >, where
n isthe number of unique termsin the vocabulary set, and w, is the term-weight in the
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document (or the query) concerning the ith word in the vocabulary set. The degree of
relevancy can be easily obtained by computing the similarity between query and
document vectors. A vector matching operation, based on the cosine correlation (see
Equation (3)), isused to measure the degree of textual similarity between the query and
adocument inthedocument collection. Theresulting degree of thesimilarity can be used
to rank the documents.

- - n

d- Wi X Wiq

HRREN) SR 3)

where gisaquery, istheith document in the documents collection, and standsfor the
weight of theterm in document j.

The term-weighting problem can be formulated as a clustering problem. Term
Frequency/Inverse Documents Frequency (TFxIDF) isthecommon method to deal with
term weighting by production of the TF (Term Frequency) and the IDF (Inverse
Documents Frequency). TF, measuring the raw frequency of aterminside adocument,
providesfor quantification of intra-cluster similarity; while IDF, measuring theinverse
of the frequency of aterm among the documents in the document collection, provides
for quantification of inter-cluster dissimilarity. Further detailsabout thetermweighting
can befoundin Frakeset al. (1992).

Textural similarity hasbeen appliedtothe World Wide Web (WWW) environment
(Yangetal., 1999). A query Q drivesthe crawling process, and the importance of page
P can be defined as the textual similarity between P and Q. However, there may be a
difference in the computation of IDF in the WWW, since the crawling process cannot
seetheentirecollection. Thusthe | DF factor is estimated from the pagesthat have been
crawled, or from some reference | DF terms that were computed at some other time.

Canonical Hierarchy

Text categorization (Yang et al., 1999) provides a suitable way for Web page
ordering. Every Web page can be classified into different categories. The pages
belonging to the interested category will be selected to users. Thisideais based on the
assumption that the probability of identifying the on-topic pagesishigher if we always
follow thelinksfrom Web pages bel onging to thetopic of interest. Thustheimportance
of a page can be determined by the category to which a page belongs.

From previous literature, the accuracy of classification by using a hierarchical
taxonomy is better than that using a flat taxonomy. Therefore, many focused crawling
systemsutilized ahierarchy, such as'Y ahoo! and the Open Directory Project, to classify
Web pages. In addition, they trained a text classifier and equipped it into the focused
crawlersfor classifying the Web pages. For example, Soumen Chakrabarti et al. (1999b)
incorporated themanually compiled taxonomy from Y ahoo! to buildtheir topic-specific
Web resourcediscovery system. Userscan choosetheir favoritetopic and select training
examples to train the classifier through a Web-based administration interface of the
system. Thetrained classifier, aswell asthe canonical hierarchy, isfedinto acrawler to
filter and rank the pages in the process of information discovery.
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Reinforcement L earning

McCallumetal. (1999) created atopic-specific spider to find scientific papersonthe
Weh. The Web spider incorporates the strategy of reinforcement learning, which isa
branch of machinelearning and concernsitself with optimal sequential decision-making.
The strategy provides a formalism for measuring the adoption of actions that give no
benefit immediately but gain benefit in the future. Reinforcement learning refersto the
guestion of how an autonomous agent senses and acts in its environment. Whenever
the agent performs an action in an environment, the trainer will provide a reward or
penalty to indicate the appropriateness of the action. Based on the reward or penalty,
the agent can learn to choose sequences of actions that will produce the greatest
cumulativereward (Rennieetal ., 1999).

Thelearning process of the agent can be formalized asaMarkov decision process.
The agent perceives a set S of distinct states and has a set A of actions that the agent
can perform. The agent has a state-transition function T, T: SXA — S, and a reward
function R, R: SxA — V. At discrete time step t, the agent senses the current state s, of
the environment, se S. Assume the agent chooses and performsan action a,, ac A. The
environment then respondsto the agent by areward v, whereve Vandv=R(s, a), and
leadsthe agent tothe next states,,, wheres, ,=T(s, a). Thegoal of thelearning process
isto train the agent to have acontrol policy &, T : S— A, which can maximize the total
rewardsover time.

RELEVANCY-CONTEXT-GRAPH APPROACH
Context Graph Approach

AsDiligenti etal. (2000) mentioned, themajor probleminfocused crawlingishow
to assign proper creditsto the unvisited pages that the crawler will visit. In the absence
of areliablecredit assignment strategy, focused crawlerssuffer fromalimited knowledge
of thetopology of the Web. Thusfocused crawlersusually incorporate domain-specific
knowledge to facilitate subjective search.

When designing a page, Website designers usually assume that users will follow
some paths, omit the off-topic information mentioned in those paths and finally reach
their required pages. Dilegenti et al. (2000) proposed a novel approach to combine the
context information within topic-specific crawling systems. They built acontext model
that can capturethelink hierarchiesrooted at atarget page and, at the sametime, encode
the minimum distancefrom the off-topi c pageto thetarget pagewithinthat model. Those
pages around the target pages are divided into several layers according to the distance
away from target Web pages. The outer pages in the context graph will need more
traversing steps to reach the target page. Figure 4 is a context graph that captures the
link hierarchiesinwhich each pageinlayer 1 hasalink that directly pointsto the target
page (inlayer 0), each pagein layer 2 hasalink that pointsto some pagein layer 1 (and
then indirectly points to target page), and so on.

A context-focused crawler utilizesthe capability of somegeneral search enginesto
allow usersto query for pageslinking to aspecified document. Theresulting dataare used
to construct the representation of pages that occur within a certain link distance away
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Figure4. A Context Graph Keepsthe Hierarchical Relationship between Contentsand
Layer Information within a Specific Topic

from the target documents. Then the representation is used to train a set of classifiers,
which will assign documentsto different categories based on the expected link distance
away from the target document. That is, the classifiers are used to tell how many steps
the current page is away from the target document. Based on the above discussion, two
main stages are used in afocused crawler: (1) aninitialization phase, during which aset
of context graphs and the associated classifiers are constructed for each of the seed
documents provided by the user; (2) acrawling phase that uses the classifiersto guide
thesearch. Thefirst stage of acrawling sessionisto extract the context from somegeneral
search engine withinwhich seed pages can befound and then to encodethisinformation
in a context graph. Every derived seed document forms the first node of its associated
context graph. Since the general search engine is capable of answering the parents for
the specified page, each parent page is then inserted into the context graph as a node,
and an edge is established between the target document node and the parent node. The
similar work will be performed until alimited distance away fromthetarget documentis
reached.

At the second stage, a set of classifiersistrained according to the different layers
inwhich pagesarelocated. A NaiveBayesclassifier isconstructed for eachlayer. During
crawling, thefocused crawler will classify the downloaded pagesinto different classes,
measuring in which layer the pages should be and putting them into the corresponding
waiting queue. The crawler alwaysretrievesthe unvisited pages from the high-priority
gueuesfor crawling. Figure5istheframework of thefocused crawler with several context
graphs. In the initialization stage, a set of context graphs is constructed for the seed
documentsin the back crawl stage, and classifiersfor different layersaretrained in the
learning stage. During the crawling stage, the crawler retrievesthe pagesfrom the Web,
and the classifiers manage a set of queues containing the next page to be crawled.
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Figure 5. System Architecture for Diligenti’s Work
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Relevancy-Context-Graph Model

The context-graph approach for topic-specific crawling is effective and efficient.
The approach is based on the assumption that acommon hierarchy exists on documents
with the sametopic. For example, the pages of computer science paper listsare usually
found on the pages of researchers’ publications, and these researchers’ Web pages are
usually referenced by the pagewith alist of laboratory membersor department members.
A nearly uniform hierarchy isexpectedto exist for such atopic. However, thisassumption
is not always true. The WWW is not a homogeneous and strictly organized structure.
Thetopology of therelated pages for some topics cannot form auniform context graph.

Another problem with the context-graph approach is the amount of training data
being different fromlayer to layer. It isnatural and intuitive that more sample pagesare
found in the outer layers of the graph, and less sample pages found in the inner layers.
This phenomenon is inclined to introduce a bias when we use these data to train the
classifier for eachlayer. Theclassified result will tend to be dominated by the outer layer
since the outer layer has more training data. As a result, this phenomenon leads the
context-graph crawler towork likeabreadth-first crawler.

We observed that hyperlinks of a page always provide semantic linkages between
pages. In addition, we also observed that most pages are linked by other pages with
related contents and that similar pages have links pointing to related pages. This
assumption has been justified by Davison (2000). In his work, he shows the empirical
evidence of topical locality on the Web, which implies topical locality mirrors spatial
locality of pages onthe Web. Based on this assumption, we propose an approach called
the Relevancy-Context-Graph approach, whichissimilar to the context-graph approach.
Wealso need to construct acontext graph for each on-topic document. However, wetreat
itinadifferent way. Based on the topic locality assumption, the relevant pages should
have semantic rel ationships to some degree through their links. To model this phenom-
enon, we use a number ¢, o < 1 to present this relationship between pages. As Figure 6
suggests, the pages far away from the on-topic documents receive less relevancy value
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Figure 6. Context Graph with Relevancy Judgment: Pages Located in the nth Layer
have the Relevant Degree a"

than the pages near the on-topic documents. For agiven context graph, we can estimate
the degree of relevancy for each page with respect to the on-topic document in such a
way that the on-topic document itself (located in layer 0) will have the relevant degree
1; those pageslocated in layer 1 will have the relevant degree o, pageslocated in layer
2 have the relevant degree o, and so on.

We calculate the distributions of general feature words and the distributions of
topic-specific feature words beforehand. I n constructing the general word distribution,
weuseatask-oriented spider to crawl the'Y ahoo! taxonomy andretrieveall thereferenced
documents. Yahoo! is one of the largest manually-compiled Web directory search
enginesand containsmorethan 140,000 categories. We usethesedatato samplethe Web
and createthe general -purpose language model . In constructing the topic-specific word
distribution, we usethelimited capability of search engineslike AltaVistaor Googleto
allow usersto query the search enginesfor pages!inking to aspecified document. These
data are used to construct the context graph for a given topic. After constructing the
context graph, we can use Equation (4) to cal cul ate the topic-specific word distribution:

2 Rscls

P(VVI |t) — VSeG(t)

Y R:Cis (4)

where P(w, |t) is the conditional probability of word w, under the condition that is
contained intopict, G(t) isthe context graph for thetopict, R istherelevant degree of
page Scontained in G(t), and C_and stare the number of occurrence of word w, and
W, in page S, respectively.
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In the above equation, we consider the relevancy of a page as the weight to
contributeto thedistribution of thetopic-specific featurewords. It isreasonablethat the
feature of the words from the pages near the on-topic documents should be considered
to be more important than the feature of the words from those pages far away from the
on-topic documents. Thus the topic-specific relevancy of the occurrence of aword is
proportional to the weight of its page.

When the crawler retrieves adocument D, the relative degree of D with respect to
thetopict should be assigned. Clearly, the higher therelative degree of D is, the higher
the priority of D should be assigned for future crawling. We assign the priority to D
according to the probability P(t | D), whichisthe conditional probability relevant to the
specified topic t when given the document D. According to the Bayes formula, we can
convert the posteriori probability P(t | D) from the prior probability P(D | t). Then the
priority of the newly retrieved document D is defined as follows:

P(w |t
p(t|0) = RIVPO  POIY H% w19
P(D) P(D) Y P(w) -
weD

Note that the distributions of topic-specific feature words P(w, | t) are calculated
from Equation (4). Thusin our approach, the rank of document D is calculated from the
location of D in the context graph and the distribution of the feature wordsin D.

InDiligenti et al.” swork (2000), their focused crawler measuresthe priority of the
pages according to which layer of the context graph the pages are located, and then
retrievesthe unvisited pages with the higher priority for crawling later. However, there
does not often exist auniform context graph for each topic, and a bias may occur since
most pagesareclassifiedintotheouter layersof thegraph. Inour approach, wecal culate
the distributions of feature wordsin a page for ranking the priority of the page instead.
Thepriority calculation preserversthe property of the context graph ontheprobabilities
of feature words.

System I mplementation

We divide the system into three subsystems according to their distinct functions.
In Figure 7, we depict the three major building blocks of our topic-specific crawling
system. The work of the data preparation subsystem collects necessary data from the
Wehb, such ascontext graphsand general Web pages. The context graphisusedto sample
the word (or feature) distribution around the neighborhood of on-topic documents.
When constructing context graphs, we retrieve the top N documents as on-topic
documents, that is, the seed set of documents. After the seed documents have been
retrieved, werecursively query the search engines, such as Googleand AltaVista, to get
the parent nodes of specified documents and finally construct each layer in the context
graphs. Thegeneral Web pagesareanother kind of collected data. Thesedatawill beused
totrainageneral language model, providing away to estimate general word (or feature)
distribution for Web documents. We can easily obtain the general Web pages from the
Y ahoo! directory search engine. Figure 8 shows the detail of the subsystem. In the
subsystem, there are two major components: one is for constructing context graphs by
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Figure 7. Three Major Subsystems of our Topic-Specific Crawling System
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iteratively querying the search engines for parent nodes of a specified document; the
other isfor constructing the general language model referenced by the Y ahoo! directory
search engine.

All thedatacollected in thefirst subsystem arefed into the second subsystem (i.e.,
training subsystem), shown in Figure 7. The work of the subsystem isto train a topic
classifier to have the capability to rank documents according to their relevancy to the
specified topic. The subsystem tries to build two language models, general and topic-
specific ones, respectively. Each language model provides the probability for the
occurrence of aword. The major difference between these two language modelsisthat
theoccurrence of aword inthetopic-specificlanguage model isweighted by therel evant
degree. We treat both the language models as dictionaries with a word distribution
probability. Weuseahuge hashtabletoimplement thedictionary structure: each bucket
of the hash table is composed of the exact word and its distribution probability. The
distribution probability can be calculated to be the ratio of the occurrence of every
individual word to the total words counted in the corpus. Note that all the wordsin the
language models are exclusive of HTML tags and their attributes. The common words
(also called stop words) are eliminated as well.

The third subsystem of the system shown in Figure 7 is used to cope with the
crawling stage and the use of the learned knowledge for classification. The subsystem
utilizes the trained data to determine the order for which pages should be visited first.
Thereisapriority queuekeeping all theunvisited URLs. When the crawler needsthe next
document totraverse, it popsthedocument with the highest priority fromthequeue. The
document inthefront of the queueisexpectedtorapidly leadtotargets. Thecrawler then
retrievesall the pages referenced by that document from the Web, cal culatesthe scores
of the new documents and puts the new documents back into the queue. In designing
this subsystem, we need arobust HTML parser to look into the content of the page and
parse all the referenced links. A robust HTTP protocol handler is also needed because
some pages contain dead links, and some loops may be encountered when crawling.
Figure 9 shows the details of the subsystem. The focused crawler uses the ordering
function to reflect the possibility of finding the on-topic documents. Thejob controller
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Figure 8. Details of the Subsystem for Data Preparation

o

keeps popping up the unvisited URL with the highest priority to beretrieved first by the
HTTP agent. The vocabulary database stores the thesaurus of feature words, domain
knowledge of the topic, and so on.

EVALUATION

We compare the effectiveness of our crawling system to two crawlers: oneisthe
breadth-first crawler and theother isthetraditional focused crawler (Diligenti etal ., 2000).
The topic, “call for paper,” is chosen for the evaluation. In the preparation of context
graph training data, welimit the size of seed set (i.e., documentsinlayer 0) to be 30. All
the words are extracted from HTML documents, exclusive of HTML tags and their
attributes. All the on-topic documentsare generated from thetop 30 documentsreturned
by the general text-based search engine. We use these 30 documents as seeds, and
recursively find their up-links to construct their correspondent context graphs. The
context graph datasetsfor thetopicaresummarizedin Table 1. Notethat the naive o factor
is set to 0.8 in the experiment to reflect the relevance relationship between two pages
located in the two adjacent layers of the context graph.

Figure 9. Details of the Subsystem of Crawling
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Table 1. Statistics Summarizing the Context Graph for the Topic “ Call for Paper”

Topic: Call for paper
Vocabulary size: 211,060

Layer Number of nodes Document size (byte)

0 30 305,131

1 179 7,053,497

2 1,359 35,267,685

3 13,926 347,270,949

4 25,191 791,967,774
Total 40,685 1,181,865,036

To estimate the general word distribution, our spider traverses the Y ahoo! tax-
onomy andretrievesall thereferenced documents. Therearefourteentop-level subjects
in this experiment, in which each subject has adifferent number of child nodes and the
depth can reach to 16. The characteristics of the Y ahoo! hierarchy are shownin Figure
10. Then we start the three crawlersfrom the starting URL http://www.cs.stanford.edu/
for thetopics. Figure 11 showsthe number of therel evant documentsagai nst the number
of downloaded documents. Fromthefigures, we can seeour focused crawler keepsmore
focused on topic documents than the two others.

FUTURE TRENDS

General search enginesareusually equipped with powerful crawlersthat explorethe
Web exhaustively. Itisreasonablefor themtotraversethe Web indiscriminately because
general search engines aim at having a high coverage of the Web. Since the Web is

Figure 10. Distribution of the Number of Documents Pertaining to each one of the 14
Top-Level Subjectsin Yahoo! Taxonomy (Thereare 571,356 documentsreferred by this
taxonomy.)
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Figure 11. Number of Relevant Documents against the Number of Downloaded
Documents

Jatwhesm

(EH]
i
32

1
il
(LI b
L

growing at such a phenomenal pace, exhaustive crawling would take huge amounts of
resources. In addition, a general search engine with a huge collection of documentsis
not alwaysthe best one. Without an appropriate quality control mechanism, userscould
get confused when they get thousands of results after aquery submission to the general
search engine.

Topic-specific crawling tries to solve this problem by means of controlling the
quality of theretrieved datacollection. The topic-specific search engines are becoming
increasingly popular because they offer increased accuracy. They have other advan-
tages such as less bandwidth and storage costs and capabilities of customizability as
well. The personal search engineis the application of the focused crawling paradigm.
Through recording the user’ s actions and analyzing his or her behavior from the data
cached on the local disk, the personal search engine can be customized to provide
personal service and meet individual needs.

The personal search engine still needs alot of resources and energy to build and
maintain, though its resource need is not as large as that of the general search engine.
In addition, most people are familiar with the general search engines such as Y ahoo!
Thus, a simpler method that is based on the general search engines and can support
customized service should be proposed. A personal document-filtering mechanism can
equip browsersindividually. Thefiltering mechanism learnsthe user interestsfrom the
cached data and the usage of the computer. Filtering can be seen as a special case of
discriminating thedocumentsinto therelevant and non-rel evant categories. Theresults
of the queries from a general search engine could be filtered by this mechanism before
theresultsare sent to the user. The mechanism re-ranksthe search resultstofit personal
requirements, or the mechanism can further identify the results that the user is really
interested in and discard the results that do not match that user’s interest. Obviously,
the personal document-filtering mechanism is also the application of the focused
crawling paradigm, but it needs much fewer resources to build, as it is just post-
processing of the stream of incoming documents from the general searching engines.
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CONCLUSIONS

As the Web grows exponentially, it has become a crucial problem to provide
effective search toolsfor searching with speed and precision. However, general search
enginessometimesdo not meet the user’ sdemand, which may be solved by incorporating
the systems with domain-specific knowledge. In this chapter, we propose a method to
assign traversal order of unvisited pages for a topic-specific spider. Our method
effectively estimates the proper order of unvisited pages and performs better than the
pure context-graph and breadth-first spiders for atopic. We estimate the relevancy of
a document according to the average expected distance away from the on-topic docu-
ments. The credit assignment for focused crawlers can be significantly improved by
equipping the crawler with the capability of estimating the distance between current
documents and the relevancy degree of the retrieved pages.

However, therearestill somelimitationsin our method. First of all, weneedalarge
amount of training data. These data could cost alot of network bandwidth and storage.
Secondly, we cannot handle complicated HTML layouts. Due to the popularity of the
Web, more and more enhancements have been proposed and implemented in systems.
Recently, most Web pages are not simply writtenin pure HTML ; they often are created
in HTML with the combination of script languages, such as JavaScript or VBScript,
dynamically generated contents, and i nteractive embedded objects, such asaJavaappl et
and Macromedia Flash. A focused crawler that can manage the rich hypertexts should
be proposed for future use. Thirdly, we use a naive a factor to reflect the relevance
relationship between two pages that are located in two adjacent layers of the context
graph. Traditional information retrieval uses cosine similarity to measure the content
relevancy between two pages. Simply measuring the relevant relationship by contents
will sometimes be ineffective. In fact, how to measure the relevancy in a hyperlinked
environment is still a mystery. Perhaps algorithms similar to the HITS or PageRank
algorithms should beincorporated to measure the rel evancy degree between two pages.
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Chapter |V

Ontology Learning from a
Domain Web Cor pus

Roberto Navigli
University of Rome “La Sapienza”, Italy

ABSTRACT

Domain ontologies are widely recognized as a key element for the so-called semantic
Web, animproved, “ semanticaware” version of the World Wide Web. Ontol ogi esdefine
concepts and interrelationships in order to provide a shared vision of a given
application domain. Despite the significant amount of work in the field, ontologiesare
still scarcely used in Web-based applications. One of the main problemsisthedifficulty
in identifying and defining relevant concepts within the domain. In this chapter, we
provide an approach to the problem, defining a method and a tool, OntoLearn, aimed
at the extraction of knowledge from Websites, and more generally from documents
shared among the members of virtual organizations, to support the construction of a
domain ontology. Exploiting the idea that a corpus of documents produced by a
community is the most representative (although implicit) repository of concepts, the
method extracts a terminology, provides a semantic interpretation of relevant terms
and populates the domain ontology in an automatic manner. Finally, further manual
corrections are required from domain experts in order to achieve a rich and usable
knowledge resource.

INTRODUCTION

The next generation of the World Wide Web, the so-called semantic Web, aims at
improving the “semantic awareness’ of computers connected via the Internet. The
semantic Web requires that information be given a well-defined meaning through a
machine-processabl e representation of the world, often referred to as an ontology.
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The goal of a domain ontology is to reduce (or eliminate) the conceptual and
terminological confusion among the members of a virtual community of users (for
example, tourist operators, commercial enterprises, computer scientists) that need to
share electronic documents and information of various kinds. This is achieved by
identifying and properly defining a set of relevant concepts that characterize a given
application domain. An ontology is therefore a shared under standing of some domain
of interest (Uschold, 1996). In other words, an ontology isan explicit, agreed specification
about ashared conceptualization. The construction of such ashared understanding, that
is, a unifying conceptual framework, fosters communication and cooperation among
people, interoperability among systems, system engineering benefits (reusability,
reliability, and specification), and so forth.

Ontologies may have different degrees of formality but they necessarily includea
vocabulary of terms with their meaning (definitions) and their relationships. Thus the
construction of an ontology requires athorough domain analysis that is accomplished
by?:

. Carefully identifying thevocabulary that is used to describe the rel evant concepts
within the domain;

. Coding complete and rigorous definitions about the terms (concepts) in the
vocabulary;

. Characterizing the conceptual relations among those terms.

The definition of the basic kinds and structures of conceptsthat are applicablein
every possible domain usually requiresthejoint work of specialistsfrom several fields,
like philosophical ontologists and Artificial Intelligence researchers. The issue of
identifyingthesevery few “basic” principles, referred to asthetop ontology (TO), isnot
apurely philosophical one, sincethereisaclear practical need of amodel that hasasmuch
generality aspossible, to ensurereusability acrossdifferent domains(Smithetal., 2001).

Domain modelersand knowledge engineersareinvolved in thetask of identifying
thekey domain conceptualizations, and describing them according to the organizational
backbones established by the top ontology. The result of thiseffort isreferred to asthe
upper domain ontology (UDO), which usually includes a few hundred application-
domain concepts.

While many ontology projects eventually succeed in the definition of an upper
domain ontology, very few projects can overcome the actual barrier of populating the
third level that we call the specific domain ontology (hereafter, SDO), at the price of
inconsistencies and limitations. On the other hand, general-purpose resources like
Wordnet (Fellbaum, 1995), Cyc(L enat, 1993) and EDR (Y okoi, 1993) —whiledealingwith
thousands of concepts — do not encode much of the domain knowledge needed by
specialized applicationslike information retrieval, document management, (semantic)
Web services and so on.

Figure 1 reportsthe three levels of generality of adomain ontology.

It turns out that, although domain ontologies are recognized as crucial resources
for the semantic Web (Berners-Lee, 1999), in practice, full-fledged resources are not
available, and when avail able they are not used outside specific research or community
environments.

Weidentify threefeatures needed to build usable ontol ogies: coverage, consensus
and accessibility.
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Figure 1. Three Levels of Generality of a Domain Ontology

A Top Ontology (order of 10 concepts)
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Coverage: the SDO must be sufficiently (for the application purposes) popul ated.
Tools are needed to extensively support the task of identifying the relevant
concepts and the relations among them.

Consensus: reaching the consensus on agiven issueisadifficult activity for one
person and it gets even harder when the task involves a group of people and, in
addition, the group is geographically dispersed. When a community decides to
cooperateinagivendomain, firstly, they have to agree on many basic issues; that
is, they must reach aconsensus of the businessdomain. Such acommon view must
be reflected by the domain ontology.

Accessibility: tools are needed to easily integrate the ontology within an applica-
tion that may clearly show its decisive contribution; for example, improving the
ability to share and exchange information through the Web. This makes the
ontology accessible.

Theimportanceof ontol ogiesinthefield of information systemsisalwaysgrowing.

Despite the significant amount of work carried out in recent years, ontologies are still
scarcely applied and used. Research has mainly addressed the basic principles, such as
knowledge representation formalisms, but limited attention has been devoted to more
practical issues, such as techniques and tools aimed at the actual construction of an
ontology (i.e., its actual content). Though recently a number of contributors proposed
methods to extract terminology and word relations from domain data and Websites
(Maedcheetal., 2000, 2001; Morin, 1999; V ossen, 2001), therearetwo major drawbacks
in the reported approaches:

First, what islearned from available documentsis mainly alist of termsand term
relations. Thedefinition (i.e., thesemanticinter pretation) of thesetermsisstill eft
to the ontology engineer.

Second, ontology learning has been investigated in isolation from ontology
engineering (as also remarked in Maedche et al. (2000)) and ontology validation
issues. This is a serious drawback, since an ontology in which the relevant
concepts are not conformant with a domain view of a given community, will be
scarcely used, or even disregarded.

Comprehensive ontology construction and learning has been an active research

fieldinthepast few years. Several workshops? have been dedicated to ontology learning
and related issues. The majority of papers in this area propose methods to extend an
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existing ontology with unknownwords (for example, Aguirreet al., 2000, and Alfonseca
& Manandhar, 2002).

Alfonseca and Manandhar present an algorithm to enrich Wordnet with unknown
concepts on the basis of hyponymy patterns. For example, the pattern
hypernism(N2,N1):appositive(N2,N1) captures an hyponymy relation between
Shakespeare and poet in the appositive NP: “ Shakespeare, the poet...”. This approach
heavily depends upon the ability of discovering such patterns; however, it appears to
be a useful complementary strategy with respect to OntoL earn. OntoLearn, in fact, is
unableto analyzetotally unknownterms. Berland and Charniak (1999) propose amethod
toextract whole-part rel ationsfrom corporaand enrich an ontol ogy with thisinformation.

Few paperspropose methodsto extensively enrich an ontology with domainterms.
For example, Vossen (2001) uses statistical methods and string inclusion to create
syntactic trees, aswe do (see Figure 4). However, no semantic disambiguation of terms
is performed. Very often, in fact, ontology learning papers regard domain terms as
concepts.

A statistical classifier for automaticidentification of semanticrolesbetweenterms
is presented in Gildea and Jurafsky (2001). In order to tag texts with the appropriate
semantic rolethey use atraining set of 50,000 sentences manually annotated within the
FrameNet semantic labeling project, a resource that, unfortunately, is only partially
available.

Finally, in Maedche and Staab (2000, 2001) an architecture is presented to help
ontology engineersin the difficult task of creating an ontology. The main contribution
of thiswork isin the area of ontology engineering, although machine learning methods
are also proposed to automatically enrich the ontology with semantic relations.

In this chapter we describe a methodology and a tool aimed at building and
assessing a domain ontology for intelligent information integration within a virtual
community of users. The system has been developed and tested in the context of two
European projects, Fetish (http://fetish.singladura.com/index.php) and Harmonise
(http://dbs.cordis.lu), whereitisused asthe basi sof asemanticinteroperability platform
for small and medium-sized enterprises operating in the tourism domain.

Themainfocusof the chapter isthedescription of OntoLearn, atool for knowledge
extraction from electronic documents, supporting the rapid construction of a domain
ontology.

Figure 2 illustrates the proposed ontology engineering method, that is, the se-
guence of steps and the intermediate output produced in building a domain ontology.

As shown in Figure 2, ontology engineering is a complex process involving
machineconcept | ear ning (OntoLear n), machine-supported concept validation (Consys)
and management (SymOntoX).

OntoL earn explores available documents and related Websites to learn domain
concepts, and to detect taxonomic relations among them. Concept learning is mainly
based on the use of external, generic knowledge sources (specifically WordNet and
SemCor, illustrated later). The subsequent processing step in Figure 2 is ontology
validation. Thisisa continuous process supported by Web-based groupware aimed at
consensus building, called Consys (Missikoff et al., 2001), to achieve a thorough
validation with representatives of the communities that are active in the application
domain.
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Figure 2. Ontology Engineering Chain
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OntoL earn operatesin connection with SymOntoX (Missikoff, 2002), an ontology
management system used by the ontology engineers to define the concepts and their
mutual connections, thus allowing a semantic net to be constructed. SymOntoX uses a
knowledgerepresentation method, referred to asOPAL (Object, Process, Actor modeling
Language) (Missikoff, 2000), whichisan extension of XML -based formalisms, such as
RDF and OIL (http://www.daml.org/2001/03/daml+oil-index). The ontology engi-
neers use the environment provided by SymOntoX to attach automatically learned
concept sub-trees under the appropriate nodes of the upper domain ontology, to enrich
concepts with additional information, and to perform consistency checks.

In the next section we describe in more detail the OntoLearn system, namely:
terminology extraction from Websites, the knowledge-based semantic interpretation
method, alongwith asummary of the knowledge representati on scheme, the construction
of aspecific domain ontology and the possible integration of the domain ontology with
WordNet. Finally, we present the results of the first year of experiments. Conclusions,
further research and expected outcomes are discussed in the last section.

ONTOLEARN SYSTEM

The OntoL earn system consists of three main phases (shown in Figure 3). First, a
domain terminology is extracted from a corpus of texts in the application domain
(specialized Websites or documentsexchanged among membersof avirtual community),
and filtered using statistical techniques and documents from different domains for
contrastive analysis. The resulting terminology is the surface appearance of relevant
domain concepts.

Second, terms are semantically interpreted; that is, unambiguous concept names
are associated to the extracted terms.

Third, taxonomic (i.e., generalization/specialization) and similarity relationsamong
concepts are detected, and a specific domain ontology (SDO) is generated. Ontology
matching (i.e., theintegration of SDO with theexisting upper ontology) isperformedwith
theaid of SymOntoX.

Weassumethat only asmall upper domainontologyisavailableinitially (arealistic
assumptionindeed); therefore, semanticinterpretationisbased onexternal (non domain-
specific) knowledge sources, such as WordNet (Fellbaum, 1995) and the semantically
tagged corpus SemCor (http://mind.princeton.edu/wordnet/doc/man/semcor.htm).
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Figure 3. Architecture of OntoLearn
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WordNet isalargelexical knowledge base, whose popularity hasrecently been growing
even outsidethe computational linguistic community. SemCor isacorpusof semantically
annotated sentences; that is, every word is annotated with a sense tag selected from the
WordNet sense inventory for that word.

Identification of Relevant Domain Ter minology

The objective of this phase isto extract adomain terminology from the available
documents. The documents are retrieved by browsing Websites with an initial set of
domainterms(in our application domain, aninitial upper ontol ogy of about 300termswas
available), and then progressively specializing the search when new terms are learned.

A linguistic processor, ARIOSTO+CHAOS(Basili, 1996), isused to extract fromthe
domaindocumentsalist of syntactically plausibleterminological patterns; for example,
compounds (credit card), prepositional phrases (board of directors), adjective-noun
relations (manorial house). Then, non-terminological (e.g., last week) and non-domain
specificterms(e.g., netincomeinatourism domain) arefiltered out by using two measures
based on information theory.

Thefirst measure, called Domain Relevance, computesthe conditional probability
of occurrence of acandidate termin the application domain (e.g., tourism) with respect
to other corporathat we usefor acontrastive analysis(e.g., medicine, economy, novels,
etc.).

Moreprecisely, givenasetof ndomains{D,, ...,D } thedomainrelevanceof aterm
tinthe domain D, is computed as:
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___PID,)
PRk = P(t|D,)

I<j<n

where P(t | D,) isestimated by:

E(P(t|D))=<"

wheref,  isthe frequency of termtinthe domain D,.

The second measure, called Domain Consensus (DC), computesthe entropy of the
probability distribution of aterm across the documents of the application domain. The
underlying ideaisthat only termsthat are frequently and consistently referred to in the
available domain documents reflect some consensus on the use of that term. DC isan
entropy, defined as:

deDy

DC,, = Z[R(d)log Pid)]

whereP (d) istheprobability that adocument dincludest. Thesetwo measureshave been
extensively evaluatedinVelardi (2001) and Fabriani (2001).
Terminology filtering is obtained through alinear combination of the two filters:

DW,, =oDR , +(1-0)DC™

where DC[r']f()rmis anormalized entropy and o € (0,1).

Let T be the terminology extracted after the filtering phase. Using simple string
inclusion, a forest of lexicalized trees can be generated. Figure 4 is an example of
lexicalizedtree extracted from our tourism corpus.

Clearly, lexicalized treesdo not capture many taxonomic relations between terms,
for example between public transport service and bus service in Figure 4.

Semantic Interpretation of Terms

Semantic interpretation is a mapping between terms and concepts. To each term
t=w....w,.w (wherew, is an atomic word) the process of semantic interpretation
associates the appropriate concept label. Theideaisthat although the string t isusually
not included in the start-up ontology, there should be a conceptual entry for each
possible sense of w, (i=1, ..., n): for example, though there are no concepts associated
with “swimming pool,” we may find concept descriptions for “swimming” and “pool”
individually. Therefore, it should be possible to compositionally create a definition for t,
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Figured. A Lexicalized Tree
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selecting the appropriate concept definition for w, (i=1, ..., n), given the string context
tin which it appears.

As we said, we use WordNet as a start-up ontology, since the upper domain
ontology isinitially quite poor. InWordNet, aword senseisuniquely identified by aset
of termscalled synset, (e.g., the sense #1 of pool isdefined by { pool#1}), and atextual
definition called gloss, (e.g., “ahole that is (usually) filled with water”). Synsets are
taxonomically structured in alattice, with a number of “root” concepts called unique
beginners(e.g., { entity#1, something#1}). WordNetincludesover 120,000 words (and
over 170,000 synsets), but very few domain terms: for example, “food” and “company”
are individually included, but not “food company” as a unique term.

Formally, asemanticinterpretationisdefined asfollows: lett=w_. .w,.w, beavalid
termbelongingtoalexicalizedtree .Theprocessof semanticinterpretationisonethat
associates to each word w, in t the appropriate WordNet synset S‘ik, wherei, isasense
number. The sense®of t is hence defined as:

S(t) ={S} : S\ € Yynsets(w, ), w, € t}

where Synsets(w% is the set of synsets, each representing a distinct sense of the word
w,andi, e {1,...,| Synsets(w,) |}.

For instance:
S(“food company”) = { { food#1, nutrient#1 }, { company#1} }

corresponding to sense #1 of company (“an institution created to conduct business”)
and sense #1 of food (“any substance that can be metabolized by an organismto give
energy and build tissue”).

Semantic interpretation is achieved by intersecting semantic information associ-
ated with each alternative sense of the words in t, and then selecting the “best”
intersection. Semantic information is extracted from WordNet and represented in a
diagrammatic form, according to arepresentation scheme described in the next subsec-
tion.

Semantic Representation of Concepts

Several types of lexical and semantic relations are supplied in WordNet, though
theserelationsare neither systematically nor formally defined. Asafirst effort, wetried
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to establish aconnection between therelationsin WordNet and the concept representa-
tion scheme adopted in OntoL earn.

We define an ontology as a semantic net, constructed by supplying a set of
concepts and their semantic relationships briefly reported in what follows. For each
semantic relation a graphic symbol is provided: it will be used in constructing the

R
diagrams (semantic nets) presented in the next sub-sections. We define S—"T as

R R R
S—S —...—S, =T, which is a chain of n instances of the relation R. We also

. RR R R
define _y as 5, .
. Generalization: Thisis an asymmetric relation, often indicated as is-a relation,

which links a concept to its more general concepts (e.g., hotel is-a building). Its
inverse is called specialization. In the linguistic realm, this relation, defined

between synsets, is called hyperonymy (i) and its inverse hyponymy (—). An
exampleisshowninFigure5.

. Aggregation: Thisisan asymmetric relation that connects a concept representing
awholeto another representing acomponent. Itisoftenindicated ashas-arelation
(e.g., hotel has-areception). Itsinverseis called decomposition. In thelinguistic

realm, thisrelation, defined between synsets, iscalled mer onymy ( i), and holonymy

%
(—)itsinverse. An exampleis shownin Figure 6.

. Similarity: Thisisasymmetricrelationthat linkstwo conceptsthat are considered
similar in the given domain. A similarity degree is often indicated (e.g., hotel
similar-to [ 0.8] motel).

Inthelinguistic realm, thisrelation, defined between synsets, is called synonymy

whenthesimilarity degreeis14 whilesi miIarity(i) andcorrelation ( ;) areused
toindicate progressively weaker levelsof similarity (see Figure 7 for an example).

InWordNet thereisalsoadissimilarity relation, calIedantonymy(%),for example
liberal and conservative, indicating a degree of similarity =0. Furthermore, the

relation pertainymy ( Q) relatesthenominal and adjectival realization of aconcept
(e.g., mother and maternal).

Figure 5. An Example of Hyperonymy and Hyponymy — Book#2 is a Hyperonym of
Hardcover#1, while Hardcover#1 is a Hyponym of book#2

book#2,
volume#3

@ | @
hardback#1, paperback#1,
< sketchbooki1 > hardcover#1>< softhack#1

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.

@.




78 Navigli

Figure 6. An Example of Meronymy and Holonymy — Car door#1 is a Meronym of
Car#1, while Car#1 is a Holonym of Car door#1

X T #
Gar window#D <car door#1>

doorlock#1

automobile
engine#l

.#_

. Relatedness: Thisisasemanticrelation that connectstwo conceptssymmetrically
related in the given domain. This relation assumes specific, domain dependent
interpretations. For example, in hotel related-to airport, the relation subsumes
physical proximity. Thisweakly defined relation does not have a counterpart in
WordNet, but it can beinduced from concept definitionsand from the semantically
annotated sentences in the SemCor corpus. Parsing the definition (i.e., the gloss
in WordNet) of a given concept, and the semantically annotated sentences
including that concept, we generate a linguistic counterpart of “relatedness,”

represented by theglossrelation ( gl_ois) andthetopicrelation (m_pi;). Theideaisthat

if aconcept c, appearsin the definition of another concept ¢, or if ¢, appearsinthe
near proximity of c in an annotated sentence including c,, then ¢, and c, are

“related,” that is, ¢, g'f c,orc, ‘i‘c c,, respectively. For example: “ Theroom(#1)s

were very small but they had a nice view(#2)” produces room#1 tﬂc view#2.

Term Disambiguation
Disambiguation of terms providesasemanticinterpretationfor thetermsresulting
from theterminology extraction step previously described. In order to disambiguatethe
wordsinatermt=w.....w,.w, we proceed asfollows:
(@ If tisthe first analyzed element of , disambiguate the root node (w, if tisa
compound) of  either in amanual or an automatic way?®.

Figure 7. An Example of Smilarity and Correlation

intelligent# 1 beautiful#1
~ .
pe €, <
/ N ,
] pleasing#1 graceful#1
bright#3, apt#2, .
clever#3 attractive#1

smart#3
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For any w,e t and any synset S of w, (i ranging from 1 to the number of senses of
w,), create a semantic net. Semantic nets are automatically created using the
semantic relations described in the previous subsection, extracted from WordNet
and SemCor (and, possibly, from the upper domain ontology).

Toreducethesize of asemantic net, conceptsat adistance greater than three edges

from the net centre, S¢, are excluded. Figure 8 is an example of semantic net generated
for sense #1 of pool.

©

©)

Let then SN(S¥) be the semantic network for sensei of word w,.

Starting from the “head” w, of t, and for any pair of wordsw,,, and w, (k=1,...,n)
belongingtot, intersect alternative pairsof semantic nets. L et I=SN(S|"*1)mSN(S‘j)
be such an intersection for sense i of word k+1 and sense j of word k. Note that
in each step k, the word w, is already disambiguated, either as an effect of root
disambiguation (for k=1) or as aresult of step k-1.

For each intersection |, identify common semantic patternsin | in order to select
the sense pairs (i, j) producing the “strongest” intersection (occasionally, more
than one pair). To this end, given two arbitrary synsets S and S,, we use the
following heuristics®:

1 color,if S isinthesameadjectival cluster aschromatic#3 and S, isahyponym
of a concept that can assume a colour like physical object#1, food#1, and so
forth (e.g., S, = yellow#1 and S,= wall#1);

2 domain, if theglossof S containsoneor moredomainlabelsand S, isahyponym
of thoselabels(for example, white#3isdefined as* (of wine) almost colorless”;
therefore it isthe best candidate for wine#l in order to disambiguate the term
white wine);

3. synonymy, if

\
(@ S =S, or(b) AN e Snset, : S, >N=S5,
(for example, in the term open air both the words belong to synset { open#8,
air#2, ..., outdoors#l });
4. hyperonymy/meronymy path, if:

@#<3 <39

IMe Snsetyy :S—> M S

(for instance, mountain#1 i) mountain peak#1 i top#3 provides the right
sense for each word of mountain top);
5. hyponymy/holonymy path, if:

—%<3  <B@u

IM e Snsety, :S—> M S

(for example, in sand beach, sand#1 L) beach#1);
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6.

parallelism, if:

@53 53@

IMe Snsetyy :§S—> M S,

(for instance, in enterprise company, organization#1 isa common ancestor of
both enterprise#2 and company#1);
gloss,if:

@gSgoms s,

(for instance, in picturesquevillage, WordNet providesthe example* apictur-
esque village” for sense 1 of picturesque; in Website, the gloss of Web#5
contains the word site; in waiter service, the gloss of restaurant attendant#1,
hyperonym of waiter#1, contains the word service);

topic

topic, if S, — S, (like for the term archeological site, where both words are
tagged with sense 1 in a SemCor file; notice that WordNet provides no mutual
information about them);

gloss+ hyper onymy/meronymy path, if:

gos @#3 B~
IG,Me Ynsel ;S >G> M S,
gos ~%<3 <S@#

v§ >G> M «S§

(for instance, in railways company, the gloss of railway#1 contains the word

organization and company#1 i institution#1 i organization#1)

10. gloss+ parallelism, if:

11

goss @=3 S e

idG,M € §nsety, S >G> M S

(for instance, intransport company, the gloss of transport#3 containstheword
enter prise and organization#1 is acommon ancestor of both enterprise#2 and
company#1);

glosstgloss, if:

gloss  gloss

3Ge Ynsetyy, 1S > G S,

(for example, in mountain range, mountain#l and range#5 both contain the
word hill so that the right senses can be chosen)

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Ontology Learning from a Domain Web Corpus 81

12. hyperonymy/meronymy+gloss path, if:

@#3 3.9 gloss

dG,Me §ynsetyy :S—> M G« S,

%3 B@# glos

vS—> M «G«S;
13. parallelism+gloss, if:

@<® €@ gos

AG,Me Ynset, S>> M G« S,

Figure 9 shows a strong intersection between mountain#l and top#3. The bold
arrows identify a pattern matching the“ gloss+parallelism” heuristic (rule 10):

gloss @ @
mountain#l — land#3 — 2 location#l « top#3

(& Finally,foreachintersectionl, avector iscreated measuring thenumber and weight
of matching semantic patterns, assketchedin Figure 10. That is, while disambigu-
ating the subterm w,, .w, given the sense S«tfor word w,,, and all possible n
sensesof w,, eachi ntersection SN(Sk*l)mSN(S “,.. SN(Sk*l)mSN(S K)isevaluated
as a vector and the sum represents the “score’ vector for S¥*1. If no mutual
informationisretrieved (that is, thesumisQ), the processisrepeated betweenw,
andw, (i=k-1, ..., 1) until apositive scoreis cal cul ated.

Figure 8. Part of the Semantic Net for the Concept Pool#1
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Figure 9. Example of Intersecting Semantic Patterns for Mountain#1 and Top#3

Mgrapmcal area#l

surroundlngs#z

ocation#1
land#3 region#3 \b\
mountain#l \(j/ top#3

The best “score” vector (according to a lexicographic ordering) determines the
sense for w,,,. The process does not take into account the sense chosen for w, in the
previous iteration, because of a well-acknowledged polysemy of words coded in
WordNet (Krovetz, 1997) (infact, other senses may bring important information to the

semantic interpretation process).

<
°
)

Refining the Gloss Relation

Starting from the work in Milhalcea (2001), we developed an algorithm for gloss
disambiguationthat relieson aset of heuristic rulesandisbased on multiple, incremental
iterations. Here we describe the algorithm, report a running example and provide
evaluation measures on afirst set of domain glosses.

The Gloss Disambiguation Algorithm

A simplified formal description of the algorithm is reported in Figure 11. The
algorithm takes asinput the synset Swhose gloss G we want to disambiguate. Two sets
areused, Pand D. D isaset of disambiguated synsets, initially including only the synset
S. Pisaset of termsto be disambiguated, initially containing all thetermsfrom gloss G
andfromtheglosses{ G’} of thedirect hyperonymsof S. Asclarified later, adding { G’}
providesaricher context for semantic disambiguation. Theterm|istisobtained using our
natural language processor to lemmatizewords, and then removingirrelevant words. We
use standard information retrieval techniques (e.g., stop words) to identify irrelevant
terms.

When, at eachiteration of the algorithm, we disambiguate one of thetermsin P, we
removeit from the set and add itsinterpretation (i.e., synset) to the set D. Thus, at each
step, we can distinguish between pending and disambiguated terms (respectively the
sets P and D). Notice again that P is a set of terms, while D contains synsets.

(@ Findmonosemousterms: Thefirst step of thealgorithmistoremove monosemous
termsfrom P (those with aunique synset) and include their unique interpretation
in the set D.
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Figure 10. Evaluation of a Sense Sof Termt with all Possible Sensesof Termv (V,, ..

V)

(b) Disambiguate polysemousterms: Then, the coreiterative section of thealgorithm
starts. The objective is to detect semantic relations between some of the synsets
in D and some of the synsets associated to thetermsinP. Let S beasynsetin D
(an already chosen interpretation of term t') and S’ one of the synsets of a
polysemoustermt” e P (i.e., t” isstill ambiguous). If asemanticrelationisfound

between S and S’ , then S’ isadded to D and t” isremoved from P.

Todetect semanticrelationsbhetweenS and S’ , weapply aset of heuristicsgrouped

in two classes, Path and Context, described in what follows.

Path Heuristics

The heuristics in class Path seek for semantic patterns from the node S and the
node S’ inthe WordNet semantic network. A pattern isachain of nodes (synsets) and
arcs (directed semantic relations), where S and S’ are at the extremes. We use the

following heuristicsto identify semantic paths (S€ D, S’ € Synsets(t”), t” € P):

1  Hyperonymy path: if S _@;n S’ choose S’ astheright senseof t” (e.g., thuswehave

@
canoe#l _,2 boat#l; i.e., acanoeisakind of boat);

@,
2. Hyperonymy/Meronymy path: if S ;:1 S’ choose S’ astheright senseof t” (e.g.,

archipelago#1 i island#1);

3. Hyponymy/Holonymy path: if S %/” S’ choose S’ as the right sense of t” (e.g.,

window#7 L) computer screen#l);
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4. Adjectival Smilarity: if S’ isinthe same adjectival cluster than S', choose S’ as
theright sense of t” . For example, irritable#2 isdefined as“abnormally sensitive
to a stimulus” and sensitive#l isin the same cluster than irritable#2, so the first
sense of sensitive can be chosen;

5 Parallelism: if exists asynset T such that S’ i T 35‘, choose S’ as the right

sense of t” (for example, background#1 i scene#3 3 foreground#2);

Context Heuristics

The context heuristics use several available resources to detect co-occurrence

patterns in sentences and contextual clues to determine a semantic proximity between

S and S’ . Thefollowing heuristics are defined:

1  Semantic co-occurrences. word pairs may help in the disambiguation task if they
always co-occur with the same senses within a tagged corpus. We use three
resources in order to look for co-occurrences, namely:

* the SemCor corpus, a corpus in which each word in a sentence is assigned a
sense selected from the WordNet sense inventory for that word; an excerpt of
aSemCor document follows:

- Color#l was delayed#1 until 1935, the widescreen#1 until the early#1
fiftiest#l.

- Movement#7itself was#7 thechief#1 and often#1 theonly#1 attr action#4 of
the primitive#1 movies#1 of the nineties#1.

» theLDC corpus, acorpusinwhich each document is acollection of sentences
having a certain word in common. The corpus provides a sense tag for each
occurrence of the word within the document. Unfortunately, the number of
documents (and therefore the number of different tagged words) islimited to
about 200. An example taken from the document focused on the noun house
follows:

- Ten years ago, he had come to the house#2 to be interviewed.
- Halfway across the house#1, he could have smelled her morning perfume.

* glossexamples: inWordNet, besidesgl osses, exampl esare sometimesprovided
containing synsets rather than words. From these examples, as for the LDC
Corpus, a co-occurrence information can be extracted. With respect to LDC,
WordNet provides examples for thousands of synsets, but just a few for the
sameword. Someexamplesfollow:

“QOvernight accommodations#4 areavailable.”
“Isthereintelligent#1 life in the universe?’
“An intelligent#1 question.”

Aswesaid above, only the SemCor corpus providesasensefor each wordinapair
of adjacent words occurring in the corpus, while LDC and gloss examples provide the
right sense only for one of the terms.

In either case, we can use this information to choose the synset S’ as the right
interpretation of t” if thepair t’ t” occursinthe glossand thereisan agreement among
(at least two of) the three resources about the disambiguation of the pair t’ t”. For
example:
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[...] Multnomah County may be short of general assistance money initsbudget to
handle an unusually high summer#1 month#1'sneed|...].

Later#1, Eckenfelder increased#2 the efficiency#1 of treatment#1 to between 75
and 85 percent#1 in the summer#1 months#1.

are sentences from the LDC Corpus and SemCor, respectively. Since there is a full
agreement between the resources, one can easily disambiguate the gloss of
summer_camp#1: “ asitewherecareand activitiesareprovided for childrenduringthe
summer months” .

2

©

Common domain labels: Domain labelsaretheresult of asemiautomatic method-
ology described in Magnini (2000) for assigning domain labels (e.g., tourism,
zoology, sport) to WordNet synsets’. This information can be exploited to
disambiguate those termswith the sasme domain labels of the start synset S. Notice
that a synset can be marked with many domain labels; therefore the algorithm
selects the interpretation S’ of t” if the following conditions hold together (the
factotum label is excluded because it is a sort of topmost domain):

e DomainLabels(S") \ { factotum }  DomainLabels (S) \ { factotum };

e There is no other interpretation S’ of t” such that DomainLabels (S'’) \ {

factotum} < DomainLabels (§) \ { factotum}.

For exampl e, boat#1 isdefined as” asmall vessel for travel onwater” ; both boat#1
and travel#1 belong to the tourism domain and no other sense of travel satisfies
the conditions, so the first sense of travel can be chosen. Similarly, cable car#1
isdefined as “ a conveyance for passengersor freight on a cable railway;” both
cable car#1 and conveyancet#l belong to the transport domain and no other sense
of conveyance satisfies the conditions, so the first sense of conveyance is
selected.

Update D and P. During each iteration, the algorithm applies all the available
heuristics in the attempt of disambiguating some of the termsin P, using all the
availablesynsetsinD. Whilethisisnot explicitinthesimplified algorithm of Figure
11, the heuristics are applied in afixed order that has been experimentally deter-
mined. For exampl e, context heuristicsare applied after Path heuristics 1-4, while
Path heuristic 5 is applied only if no other heuristic applies. At the end of each
iterative step, new synsetsareadded to D, and the correspondent termsare del eted
from P. The next iteration makes use of these new synsets in order to possibly
disambiguate other terms in P. Eventually, P becomes either empty or no new
semantic relations can be found.

Whenthealgorithmterminates, D \{ S} can beconsidered afirst approximation of

asemantic definition of S. For mere gloss di sambiguation purposes, the tagged termsin
the hyperonyms’' gloss are discarded, so that the resulting set (GlossSynsets) now
containsonly interpretations of termsextracted from theglossof S. At thisstage, wecan
only distinguish the concepts extracted from the gloss of Sfrom thoseinthe gloss of its
direct hyperonyms (respectively, inthedark and light gray ellipsein Figure 12), but the
only available interpretations for semantic relations are those adopted in WordNet.
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WordNet relations, as already remarked, are not axiomatised, and often confuse the
lexical and the semanticlevel.

A second, more precise approximation of a sound ontological definition for Sis
obtained by determining the nature of the semantic relations connecting S with each
conceptinD\{ S}. Thisisan ongoing task and is discussed later in the chapter.

A Running Example
In the following, we present a sample execution of the algorithm on sense 1 of
retrospective. Its gloss defines the concept as “an exhibition of a representative
selection of an artist’slifework,” whileits hyperonym, art exhibition#1, is defined as
“an exhibition of art objects (paintings or statues)” . Initially we have:
. D ={ retrospective#l }
. P = { work, object, exhibition, life, statue, artist, selection, representative,
painting, art }

The application of the monosemy step gives the following result:
. D = { retrospective#l, statue#l, artist#1 }
. P = { work, object, exhibition, life, selection, representative, painting, art }

because statue and artist are monosemous terms in WordNet.

During thefirst iteration, the algorithm finds the matches:

@ @ @
retrospective#l _,2 exhibition#2, statue#1 _,3 art#1 and statue#l _,¢ object#1

This leads to:
. D ={ retrospective#l, statue#l, artist#1, exhibition#2, object#1, art#1 }
. P = { work, life, selection, representative, painting }

During the second iteration, the hyponymy/holonymy heuristic finds that:

art#l 42 painting#1 (painting is akind of art)

leading to:

. D = { retrospective#l, statue#l, artist#1, exhibition#2, object#1, art#1, paint-
ing#l }

. P = { work, life, selection, representative }

Since no new paths are found, the third iteration makes use of the LDC Corpusto
find the co-occurrence “ artist life,” with sense 12 of life (biography, life history):

. D = { retrospective#l, statue#l, artist#1, exhibition#2, object#1, art#1, paint-
ing#l, life#12 }
. P = { work, selection, representative }
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Figure 11. Disambiguation Algorithm

DisambiguateGloss (S)

{G already disambiguated? }
if (GlossSynset(S) # @) return

{ s is the starting point }

D:={s}

{ disambiguation is applied the terms within the gloss of S
and the glosses of its direct hyperonyms }

P := Gloss(S) U Gloss (Hyper(S))

{look for synsets associated to monosemous terms in P }
M := SynsetsFromMonosemousTerms (P)

D:=DUM

{ ‘Terms’ returns the terms contained in the gloss of M }
P := P \ Terms (M)

LastIteration:=D
{ until there is some heuristic to apply }
while (LastIteration # @)
NS := @ { new chosen synsets for disambiguating terms in the gloss of S }
{ for each just disambiguated synset S’}
foreach (S’ € LastIteration)
{ look for connections between S’ and the synsets to disambiguate }
NS := NS U Path-heuristics(S’, P)

NS := NS U Context-heuristics(S’, P)

{ D now contains all the new chosen synsets from the last iteration }

D := D U NS

{ remove the terms contained in the gloss of NS }

P := P \ Terms(NS)

{ these results will be used in the next iteration }
LastIteration := NS

{ stores the synsets chosen for some terms
in the gloss of S }
foreach S’ € D
if (Terms(S’) N Gloss(S) # 9)
GlossSynsets(S) := GlossSynsets(S) U { s’ }

Return GlossSynsets (S)

Notice that during an iteration, the co-occurrence heuristic is used only if all the
other heuristicsfail.

The algorithm stops because there are no additional matches. The chosen senses
concerning terms contained in the hyperonym’ s gloss were of help during disambigu-
ation, but are now discarded. Thus we have:

GlossSynsets(retrospective#l) = { artist#1, exhibition#2, life#12 }

Evaluation of the Gloss Disambiguation Algorithm

A preliminary eval uation of the gl oss di sambiguation al gorithm has been performed
on afirst set of 297 domain glosses. A more comprehensive assessment on general-
purpose glosses is ongoing.
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Figure 12. First Approximation of a Semantic Definition of Retrospective#l

~ statue#1 T

Two annotators manual ly assigned the appropriate WordNet senseto eachtermin
agloss, with a good inter-annotator agreement.

Toassessthe performance of theal gorithm we used two usual eval uation measures:
recall and precision. Recall provides the percentage of right senses with respect to the
overall number of terms contained in the examined glosses. Precision measures the
percentage of right senses with respect to all the retrieved gloss senses.

Table 1 gives an overview of the preliminary results. The algorithm runs with a
46.20% recall and a precision of 93.52%. A baseline precision isalso provided, with a
result of 82.89%, obtained with the first sense choice heuristic (notice that in WordNet
the first sense of aterm is also the most frequent).

Thanks to its good results, gloss disambiguation is a promising technique for
improving the precision of term disambiguation, but we are also planning further
applicationsto approach difficult taskslike Query Expansion, Information Retrieval, and
so forth.

Creating Domain Trees

After semanticinterpretation, al thetermsinatree  areindependently disambigu-
ated. Inthisphase, inorder to give conceptsasemantic structure, weapply thefollowing
techniques:

(@) concept clustering: certain concepts are fused in a unique concept name on the
basisof pertainymy, similarity and synonymy relations (e.g., respectively: manor
house and manorial house, expert guide and skilled guide, bus service and coach
service). Noticethat we detect semantic rel ations between concepts, not words. For
example, bus#l and coach#5 are synonyms, but this relation does not hold for
other senses of these two words;

(b) taxonomic structuring: hierarchical informationin WordNet is used to detect is-

. . e .
arelations between concepts (e.g., ferry service — boat service).

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Ontology Learning from a Domain Web Corpus 89

Table 1. Preliminary Results of the Gloss Disambiguation Algorithm

#Terms | Retrieved senses| Right senses | Recall Precision Baseline

Domain glosses 1303 602 563 46.20% | 93.52% 82.89%

Figure 13. A Domain Concept Tree

transport service

boat service

@us service#?2 )Gaxi servica Goach service, bus service)@ain servic@ Goach service#@ ferry service
prress service ) prress service#D

Since all the elements in  are jointly considered, some interpretation error
produced in the previous disambiguation step is corrected (this is due to the fact that
hyperonymy relations involving the right sense may be found).

Onthebasis of these changes, each lexicalized tree isfinally transformed into a
domain concept tree . Figure 13 showsthe concept tree obtained from the lexicalized
treeof Figure 4. For clarity, inthefigure conceptsarelabelled with the associated terms
(rather than with synsets), and numbers are shown only when more than one semantic
interpretation holds for aterm, as for coach service and bus service (e.g., sense #3 of
“bus’ refersto “old cars”).

car service Goach service#b@ublictransport servica car service#2

Ontology Integration

It is not always the case that a basic core of domain concepts is already defined
(Figure 14). This can happen because of alack of agreement among experts or even
because of the difficulty in the integration of different available domain resources.

Incaseitisnot avail able, an upper domain ontology can beextracted from WordNet,
through proper pruning and trimming, accomplished as follows:

. After the domain concept trees are attached under the appropriate nodes in
WordNet in either amanual or an automatic manner, all branches not containing
adomain node can be removed from the WordNet hierarchy;

. Anintermediate nodein theremaining WordNet hierarchy ispruned whenever the
following conditions hold together®:

i. it has no “brother” nodes;

ii. it has only one direct hyponym;

iii. itisnottheroot of adomain concept tree;

iv. itisnotat adistance< 2 fromaWordNet unique beginner (thisisto preserve

a“minimal” top ontology).
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Figure 14. How to Proceed when the Upper Domain Ontology is Not Defined?

A Top Ontology

Upper Domain Ontology

/i{}) J?}% j&%\SpemfchomamOntology

Condition (i) prevents from hierarchy from being flat (the nodesin light grey in
Figure 15would bedeleted, thuslosing important semanticinformation). Condition (ii)
must hold because anodewith morethan onehyponymissurely valuable, asit collocates
at least two nodes under the same concept; conversely, a node with only one hyponym
givesno additional information and providesno further classification. Condition (iii) is
trivial: no domain node can bedeleted. Also, condition (iv) isquiteintuitive: nodesvery
high in the hierarchy represent the essential core of abstract concepts that cannot be
deleted.

Figure 15 shows an exampl e of pruning the nodes|ocated over the domain concept
tree with root wine#1. For the nodes in light grey the first condition does not hold, so
they cannot be pruned, while shaded nodes belong to the upper part of the WordNet
taxonomy, thusviolating the fourth condition. Thethird condition preventsthe concept
wine#l from being del eted.

EVALUATION OF THE
ONTOLEARN SYSTEM

The evaluation of ontologies is recognized to be an open problem®. Though the
number of contributionsin the area of ontology learning and construction has consid-
erably increasedinthepast years, especially inrelation to theforthcoming semantic Web,
experimental dataon the utility of ontologiesare not available, besides (Farquhar et al .,
1995) where an analysis of user distribution and requestsis presented for the Ontology
Server system. A better performanceindicator would have been the number of usersthat
access Ontology Server on aregular basis, but the authors mention that regular users
are only a small percentage. Recent efforts are being made on the side of ontology
evaluation toolsand methods, but availableresultsare on the methodol ogical rather than
onthe experimental side. The ontology community isstill inthe process of assessing an
eval uation framework.

We believethat, in absence of acommonly agreed-upon schemafor analysing the
propertiesof anontology, thebest way to proceed iseval uating an ontol ogy within some
existing application. Our current work is precisely in this direction: the results of a
terminology translation experiment appear in Navigli et al. (2003), while an ontology-
based text filtering experiment isstill in progress.

In this chapter we presented an ontology learning method that is composed of
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various modules and algorithms. Therefore some kind of stand-alone eval uation of the
output produced by OntoL earnisnecessary. First, weprovide an account of thefeedback
obtai ned from tourism experts participating in the Harmoni se proj ect (the Fetish project
ended up with the need of tools for the construction of domain ontologies). Then, we
evaluate the semantic disambiguation procedure, the key step of the OntolL earn meth-
odology.

OntoL earnisaknowledge extraction system aimed at improving human productiv-
ity inthetime-consuming task of buildingadomain ontology. Our experienceinbuilding
atourism ontology for the European project Harmonise reveals that, after one year of
ontology engineering activities, thetourism expertswereabl eto rel easethe most general
layer of the tourism ontology, manually identifying about 300 concepts. Then, we
decided to speed up the process, developing the OntoLearn system. This produced a
significant acceleration in ontology building, since in the next 6 months'® the tourism
ontology reached 3,000 concepts. Clearly, thedefinition of aninitial set of basicdomain
conceptsiscrucial, so asto justify long lasting discussions. But once an agreement is
reached, filling thelower level sof the ontology can still takealong timesimply because
itisatediousand time-consuming task. Thereforewethink that OntoL earn provedto be
auseful tool within the Harmonise project.

The OntoL earn system has also been eval uated independently from the ontology
engineering process. We extracted from a1 million-word corpus of travel descriptions
(downloaded fromtourism Websites) aterminol ogy of 3,840terms, manually eval uated*
by domain experts participating in the Harmoni se project.

Two usual evaluation measures have been employed: recall and precision. Recall
isdefined asfollows:

#correct terms

recal = - .
#domain relevant terms

100

thus providing a percentage of the domain extracted terms with respect to the overall
number of termsin the considered domain (which can only be estimated, of course).

Precision gives the percentage of domain terms with respect to all the retrieved
terms. It isdefined as:

.. #correct terms
precison=—-100
#retrieved terms

We obtained aprecision ranging from 72.9% to about 80% and arecall of 52.74%.
Theprecision shiftismotivated by thewell-known fact that theintuition of experts may
significantly differ'?. Therecall has been estimated by submitting alist of about 6,000
syntactic candidatesto the experts, asking themto mark truly terminol ogical entries, and
then comparing thislist with that obtained by the filtering method for theidentification
of relevant domain terminology.

One of the novel aspects of OntoL earn with respect to current ontology learning
literature is semantic interpretation of terms. Several experiments were performed to
eval uatethe semantic disambiguation algorithm. Theeval uation wasused to tunecertain
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Figure 15. Pruning Steps over the Domain Concept Tree for “wine#l” (in dark grey)

wine#l

wine#l

features of thealgorithm (for example, the size of semantic nets, the weight of patterns,
etc.).

First, weselected 650 complex termsfromtheset of 3,840, and we manually assigned
the appropriate WordNet synset to each word composing the term. We used two
annotators to ensure some degree of objectivity in the test set. These terms altogether
contributed to the creation of 90 syntactic trees.

Wefound that the patternsinvolving the glossrel ation contribute morethan others
to the precision of the algorithm. Certain patterns were found to produce a negative
effect, and were removed. Among these is the inverse gloss pattern (heuristic 7[b]).
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After the tuning phase, the process of semantic disambiguation led to an overall
84.5% precision, growing to about 89% for highly structured sub-trees such asthosein
Figure 13. In fact, the creation of domain trees significantly contributes to eliminating
disambiguation errors(ontheaverage, 5% improvement). Themainresultsarereported
in Figure 16. The dark columns show the results obtained when removing from the set
of complex terms those including unambiguous words.

A consistent improvement is expected by the refinement of the gloss relations
obtained through the gloss disambiguation algorithm. Currently, a full evaluation is
ongoing.

Variations on the structure of semantic nets have also been considered, both
including theinformation conveyed by certain kindsof relations (pertainymy, attribute,
similarity) and applying some cuts on the quantity of hyponyms and on the higher part
of WordNet’'s name hierarchy. The best result was reached when including all kinds of
semantic relations and applying reasonable cuts.

Finally, wecomputed asort of baseline, comparing the performance of theal gorithm
with that obtained by a method that always chooses the first synset for each word in a
complex term. Recall that in WordNet the first sense isthe most probable.

Theresultsare shown in Figure 17. Theincrement in performance with respect to
the baseline is higher (over 5%) when considering only polysemous terms. A 5%
differenceisnot striking; however, the tourism domain isnot very technical, and often
the first sense is the correct one. We plan in the future to run experiments with more
technical domains, for example economy, or software products.

CONCLUSIONS AND
FUTURE DEVELOPMENTS

Figure 16. Precision Obtained Excluding some of the Heuristics from the Term
Disambiguation Section

executions
100%

an 7 . -

#1.i5%

79.78%
&,
77 ss."z.

0% 1--

0% i

GD% +--

50% 4--

precision

40% T--

0% -

20% f--

0% +--

0%

all pattems
excl. 8

1,13
ancl. 7, %, 9, 10,
12,13

excluding 7, 9, 10,
excl. 11, 12, 12

[ [meluding reonose mous tenus [ Exccluding raonosemons terms |

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



94 Navigli

Figure 17. Comparison with a Baseline
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In this chapter a method and the main ideas of the OntoLearn tool, aimed at

supporting theontology engineering process, have been presented. The method extracts
domain concepts and detects semantic relati onships among them. As mentioned in the
previous section, the use of OntoLearn within the Harmonise project produced a
remarkabl e increase of productivity in ontology building.

Setting aside the outcomes of a specific application (though real-world test beds

do matter), we envisage several general advantages of OntoLearn with respect to
ontology learning methods described in the literature:

Many methods have been proposed to extract domain terminology or word
associations from texts and use this information to build or enrich an ontology.
Termsare, however, invariably identified with domain concepts, whilewe propose
an actual semantic interpretation of terms.

Thanks to semantic interpretation, we are able to detect not only taxonomic, but
alsoother typesof relations(e.g., similarity, pertainymy, relatedness). Theamount
of extracted semanticrelationsisbeing extended in our on-going work, exploiting
the information obtained from the intersections of semantic nets and gloss
disambiguation.

Though WordNet isnot anontological standard for the semantic Web, itisdefacto
one of the most widely used general-purpose |lexical databases, as al so witnessed
by the considerabl e funding devoted by the European Community toitsextension
(the EuroWordNet project®). Anexplicit relation between adomain ontol ogy and
WordNet may favour interoperability and harmonization between different ontolo-
gies.

Ontology learning issues have been considered in strict connection with ontology
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engineering and validationissues. We conceived ageneral architecture, whichwe
described only in a short form for the sake of brevity. The interested reader may
refer to the referred papers for details.

However, ontology learning isacomplex task and muchisleft to bedone. Herewe

list some drawbacks or gaps of our method, which we are coping with in our ongoing
developments:

The semantic interpretation method requires that each term component have at
least one synset in WordNet. If thisis not the case (as it might happen in more
technical domains), some context-based guessshould be performed, asin Alfonseca
and Manandhar (2002). A modulethat deal swith such aproblemisplannedfor the
next version of OntoL earn.

OntoL earn detects taxonomic relations starting from an initial lexicalized tree
(Figure4), structured on the basis of stringinclusion. Anongoing extension of the
algorithm attempts, in a subsequent step, to enrich a domain concept tree with
“singleton” concepts whose originating terms have no words in common (e.g.,

swimming pool i hotel facility), but thisisoutsidethe current scopeof OntoL earn.
OntoL earn detectstaxonomicrel ations between complex concepts, and other types
of semantic relations among the components of acomplex concept. However, an
ontology is usually more than this. The result of concept disambiguation in
OntoLearn is more than a list of synsets, since we obtain semantic nets and
intersectionsamong them. Thisinformation, however, isnot currently exploitedto
generate richer concept definitions. If available, alarge resource like FrameNet
could be used to add new relations, asin Gildea and Jurafsky (2001).

Evaluation of gloss disambiguation is still in progress, but positive feedback
showsthat it will be useful for improving the precision of the semantic interpreta-
tion step and for defining concepts in terms of interconnected semantic nets. We
also planto employ theseresourcesfor query expansion and information retrieval
tasks.

A large-scale evaluation is still to be done. Aswe already pointed out, evaluation
of ontologies is recognized as an open problem, and few results are available,
mostly on the procedural (“how to”) side. We partly evaluated OntoLearn in an
automatictranslationtask (Navigli etal., 2003), and weare currently experimenting
with an ontology-based text filtering system. In addition, it would be interesting
to run OntoL earn on different domains, so asto study the effect of higher or lower
levels of ambiguity and technicality on the output domain ontology.
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ENDNOTES

This work has been partially supported by the European Project ITS — 13015
(FETISH) andITS-29329 (HARMONISE).

! “| DEF5 Ontology Description Capture Method Overview, " http: //www.idef.com/
overviews/idef5.htm

2 ECAI-2000 1% Workshop on Ontology Learning (http://0l2000.aifb.uni-
karlsruhe.de) and IJCAI-2001 2™ Workshop on Ontology Learning (http://
0l2001.aifb.uni-karlsruhe.de)

3 The semantic interpretation of aterm should be defined as alist, but here we use
sets for convenience.

4 Strict synonyms are those belonging to the same synset.

5 Automatic root disambiguation can be performed in quite the same way as the
procedure presented here by intersecting each root with its descendants and with
all the other roots. However, afully automatic procedureisavery delicate matter
because choosing the wrong sense, that is, the wrong collocation for theroot term
in the hierarchy, would affect all its descendantsin

6 Some of these heuristics have been inspired by the work presented in Harabagiu
(1999) and Milhalcea(2001).

7 Domain label s have been kindly made available by the IRST to our institution for
research purposes.

8 Thepruning stepisperformed from thebottom (theroot domain node’ shyperonyms)
to the top of the hierarchy (the unique beginners).

i Consult the OntoWeb D.1.3 Tools Whitepaper (http://www.aifb.unikarlsruhe.de/
WBS/ysu/publications/eon2002_whitepaper.pdf)

10 Thetime span also includesthe effort needed to test and tune OntoL earn. Manual
verification of automatically acquired domain conceptsactually required few days.

11 Heremanual evaluationissimply deciding whether an extracted termisrelevant,
or not, for the tourism domain.

12 Thisfact stresses the need of a consensus building groupware, such as Consys.
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ABSTRACT

This chapter reports the project MARS (Multiplicative Adaptive Refinement Search),
which applies a new multiplicative adaptive algorithm for user preferenceretrieval to
Web searches. The new algorithm uses a multiplicative query expansion strategy to
adaptively improve and reformulate the query vector to learn users’ information
preference. Thealgorithmhasprovablebetter performance than the popular Rocchio’s
similarity-based relevance feedback algorithm in learning a user preference that is
determined by a linear classifier with a small number of non-zero coefficients over the
real-valued vector space. A meta-sear ch enginebased on the aforementioned algorithm
is built, and analysis of its search performance is presented.

INTRODUCTION

V ector space models and relevance feedback have long been used in information
retrieval (Baeza-Y ates& Ribeiro-Neto, 1999; Salton, 1989). Inthen-dimensional vector
space model, a collection of nindex terms or keywordsis chosen, and any document d
is represented by an n-dimensional vector d = (d,, ..., d), where d, represents the
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relevancevalueof thei-thindex terminthedocument. Let D beacollection of documents,
R be the set of all real values, and R* be the set of all positive real values. It has been
shownin Bollmann and Wong (1987) that if auser preferencerelation < isaweak order
satisfying some additional conditions then it can be represented by alinear classifier.
That is, thereis aquery vector q = (q,, ..., q,) € R" such that:

Vd,d'e D,d<d'<qed<qed'. (1)

Here, “o” denotes the inner product of vectors. In general, alinear classifier over
thevector space[0,1]"isapair of (q,6) which classifiesany document d asrelevant
if ged > 6, or irrelevant otherwise, where the query vector q € R", the classification
threshold 6 € R, and[0,1] denotethe set of all real valuesbetween 0 and 1. Recall that
ged isusually used astherelevancerank (or score) of the document d with respect to user
preference.

Let D, betheset of all relevant documentsin D with respect to auser’ sinformation
needs (or search query). Assume that a user preference relation has a simple structure
with only two levels, one level consisting of all relevant documents and the other
consisting of all irrelevant documents, and within the samelevel no preferenceisgiven
between any two documents. Then, finding a user preference relation satisfying the
expression (1) isequivalent to the problem of finding alinear classifier (q,6) over [0,1]"
with the property:

Vde D,de Dr < qed >0, (2

where q € R"isthe query (or weight) vector.

The goal of relevance feedback in information retrieval is to identify a user
preferencerelation < with respect to his/her information needs from documentsjudged
by that user. Since user preference relations vary between users and may have various
unknown representations, itisnot easy for aninformation systemtolearn suchrelations.
Theexisting popular relevance feedback algorithmsbasically use linear additive query
expansion methods to learn a user preference relation as follows:

. Start withaninitial query vector q .
. At any step k > 0, improve the k-th query vector g, to:

qk+1:qk+0‘1d1+---+0‘sds, 3

whered., ..., d_arethe documentsjudged by the user at this step, and the updating
factors, € Rfori=1,...,s.

Oneparticular and well-known exampl e of relevancefeedback isRocchio’ ssimilar-
ity-based relevance feedback (Rocchio, 1971). Depending on how updating factorsare
used in improving the k-th query vector as in expression (3), a variety of relevance
feedback algorithms have been designed (Salton, 1989). A similarity-based relevance
feedback algorithm is essentially an adaptive supervised learning algorithm from ex-
amples(Chen & Zhu, 2000, 2002; Salton & Buckley, 1990). Thegoal of thealgorithmis
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to learn some unknown classifier (such asthelinear classifier in expression (1)) that is
determined by auser’ sinformation needsto classify documentsasrelevant or irrelevant.
Thelearning isperformed by meansof modifying or updating the query vector that serves
as the hypothetical representation of the collection of all relevant documents. The
technique for updating the query vector is linear addition of the vectors of documents
judged by the user. Thistype of linear additive query updating technique is similar to
what is used by the Perceptron algorithm (Rosenblatt, 1958). The linear additive query
updating technique has a disadvantage: its converging rate to the unknown target
classifierisslow (Chen & Zhu, 2000, 2002; Kivinenetal., 1997). Inthereal world of Web
search, ahuge number of terms (usually, keywords) are used to index Web documents.
To makethethingsevenworse, no userswill havethe patienceto try, say, morethan 10
iterations of relevance feedback in order to gain some significant search precision
increase. Thisimpliesthat thetraditional linear additive query updating method may be
too slow to be applicable to Web search, and this motivates the authors to design new
and faster query updating methods for user preference retrieval.

MULTIPLICATIVE ADAPTIVE QUERY
EXPANSION ALGORITHM

Inthis section, amultiplicative query updating techniqueis designed to identify a
user preferencerelation satisfying expression (1) (Chen, 2001). Theauthorsbelievethat
linear additive query updating yieldssome mild improvement on the hypothetical query
vector towards the target user preference. One wants a query updating technique that
can yield dramatic improvements so that the hypothetical query vector can be moved
towards the target in amuch faster pace. Theideaisthat when anindex termisjudged
by the user, its corresponding value in the hypothetical query vector should be boosted
by amultiplicative factor that is dependent on the value of thetermitself. If adocument
is judged as relevant, its terms are promoted by a factor. If a document is judged as
irrelevant, itsterms are demoted by afactor. The algorithm isdescribed in Figure 1.

In this chapter, only non-decreasing updating functions f(x): [0,1] — R are
considered, because one wants the multiplicative updating for an index term to be
proportional to the value of theterm. Thefollowing two examples of algorithm MA are
of particular interest.

Algorithm LMA: Inthisalgorithm, the updating functionin algorithm MA is set to be
f(X) = ax, a linear function with a positive coefficient oz > 1.

Algorithm ENL: In this algorithm the updating function in algorithm MA is set to be
f(x) = o*, an exponential function with o > 1.

The design of algorithm MA is enlightened by algorithm Winnow (Littlestone,
1988), awell-known algorithm equi pped with amultipli cative wei ght updating technique.
However, algorithm MA generalizes algorithm Winnow in the following aspects: (1)
various updating functionsmay be used in MA, while only constant updating functions
are used in Winnow; (2) multiplicative updating for aweight is dependent on the value
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Figure 1. Algorithm MA (Multiplicative Adaptive Query Expansion Algorithm)

Algorithm MA(Qo, f,  ):
(i) Inputs:

Jo: the non-negative initia query vector

f(x): [0,1] + R, the updating function

0O, the classification threshold

(i) Setk=0.
(iii) Classify and rank documents with the linear classifier (qx, ) .
(iv) While (the user judged the relevance of a document d)

for(i=1,...,n)

{
P k= (Gik - Gy, d = (0, ..., O) */
if (cie 0)
{

[* adjustment */
if (Gike 0) set Gixs1=Cik €lse set Qei=1

if (disrelevant) /* promotion */
set Q1= (1 + f(ch)) Qe
else /* demotion */
et Q1= Giger/ (1+ f(dh))
} dse/*di==0*/
Set Qike1=Oik
} /* end of for */
} /* end of while*/
(v) If the user has not judged any document in the k-th step, then stop. Otherwise, let k= k + 1 and
go to step (iv).

of thecorresponding indexing terms, whichismorerealistic and applicabletoreal-valued
vector space, whileWinnow considersall thetermsequally; and (3) finally, anumber of
documents which may or may not be counterexamples to the algorithm’s current
classificationareallowed, while Winnow isan adaptivelearning algorithm from equiva-
lence queries, requiring the user to provide a counterexampleto its current hypothesis.
The equivalence query model is hardly realistic, because a user in reality has no
knowledge about the information system or about the representation of his'her prefer-
ence. What the user may do, and is able to do, is judge some documents as to what the
user needs or does not need among those provided by the system.

AlgorithmWinnow (Littlestone, 1987) and algorithm TW2 (Chenet al ., 2002) can be
derived from algorithm MA asfollows:

Algorithm Winnow: Algorithm MA becomes algorithm Winnow when the following
restrictions are applied:

. The vector space is set to the binary vector space {0,1}".

. The initial query vector is set to g, = (1,...,1).

. The updating function is chosen as f(x) = o, a positive constant function.

. At step (iv), equivalence query is adopted. That is, the user is asked to judge at
most one document that is a counterexample to the current classification of the
algorithm.
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Algorithm TW?2: Algorithm MA becomes algorithm TW2 when the following restric-
tions are applied:

. The vector space is set to the binary vector space {0,1}".

. Theinitial query vector issettoq,=(0,...,0).

. The updating function is chosen as f(x) = o, a positive constant function.

The performance of algorithm M A isnow analyzed whenitisusedtoidentify auser
preferencesatisfying expression (2), alinear classifier (q, 0). Hereisthecaseinwhichthe
threshold 6=0isconsidered. Thealgorithmissaid to makeaclassification error at step
k when the user judged a document as a counterexample to the algorithm’s current
hypothesis. Thetotal number of classification errorsthat algorithm M A will make can be
estimated based on the worst-case analysis. Also, at most one counterexample is
providedtothealgorithm at each step. From now ontotheend of the section, itisassumed
that g is a non-negative query vector with m non-zero components and 6 > 0. Define:

B=min{qg |q >0, 1<i<n}.

Definition: Documentsin the collection D are indexed with respect to a threshold
6,0< 6 <1, if for any documentd = (d,, ...,d ) € D, eitherd = 0or 6 <d,
1<i<n.

Inother words, whenadocument isindexed with respect to athreshold 6, any index
term with avalue below the threshold 6 is considered not significant, and henceis set
to zero. Recall that in the vector space model adocument and itsvector have equivalent
meanings, so one may hot distinguish between the two concepts.

L emma: Assumethat documentsareindexed with respect to athreshold 6. Let u denote
the total number of promotions algorithm MA needs to find the linear classifier
(g, 0). Let m denote the number of non-zero componentsin g. Then:

0
u< —ﬂa
log(1+ f ()

mlog

Proof: Without loss of generality, it isfurther assumed that the mnon-zero components
of gareq,, ..., q,. Whenapromotion occursat stepk, arelevant document disgiven
to the algorithm as a counterexampleto its classification. Because the document
isindexed withrespect tothreshold 6, thereissomei with 1 <i <msuchthat 6<d This
means that the i-th component g, of the query vector g, will be promoted to:

s = (1+f(d)) 0, > (1+1(3)) g, (4)

becausefisnon-decreasing. Sinceq,  will never be demoted, it followsfrom expression
(4) that g, , can be promoted at most:
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Iog%

log(1+f (8)) ®

times. Since each promotionyieldsapromotionfor at least oneq, for 1 <i <m, thetotal

number of promotions u isat most mtimes the value given in expression (5).

Theorem: Assumethat documentsareindexed withrespecttoathreshold 6. Let T denote
thetotal number of classification errorsthat algorithm MA makesin order to find
thelinear classifier (g, 0) over the real-valued vector space[0,1]". Let m denote
the number of non-zero componentsin g. Then:

0

| _—

TS[(1+ f@)(n-m)+o]@+ f(5))(1+5)+((1+ f @)@+ f(6))(1+6)+1) g Bé
f(0)0 f(8) log(1+ f (6))
Where oisthesumof theinitial weights. (Hence, if 6= E ischosen, T= O(klogn).)

Proof: Without loss of generality, assume that the m non-zero components of q are

d, - q,. Thesumof theweightsisectimaledasz g;, Letuandvbethenumber
i=1 o

of promotion stepsand the number of demotion stepsoccurring during thelearning
process, respectively. Let t, denote the number of zero componentsin g, at step k.
Note that once a component of g, is promoted to a non-zero value, it will never
become zero again. For apromotion at step k with respect to arelevant document
d judged by the user, for i = 1, ..., n, the following relation can be established:

G if d =0,
0. K+1=4(1+ f(d)), if d #0and g, =0,
(1+ f(d)q,, ifd=0andq, #0.

Since a promotion only occurs when:

q,ed= zdiqi,k: ZQi,k <9,
=

d;#0and q 20

the following derivation can be carried out.
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n
Zqi,kﬂ = Z,CIi,mJr Zch k+l+zq| K+l
i=1

d;#0and q; ,=0 di#0and q; ,#0

= Ya+fE)+ 2<1+f(d»q.k+2q.k

d;#0and g; ,=0 d;#0and q; ,#0

< 1+ f D)ty +1+;(1) 25 Qi +Zqi,k

d;#0 and q; , #0 i=1

< @+ F @)ty +1+5f(1) zdi Qi +2qi,k (©)

d;#0and q; 20 i=1

<@ty 04 Zq. .

=1

For ademotion at step kwithrespecttoanirrelevant document d judged by theuser,
fori=1, ..., n,itistruethat:

1
Gijrs = e — (- 1+f(d))qlk 0 — (- 1+f(5))q|k

n
Since a demotion occurs only when Zdiqi,k >0 it can be seen that:
i=1

n n 1 n
;qi,kﬂ S; Gi k —(1—m)z Gi k
n £(5)
Séqi’k_hf(é)zmq'k

3 f(3)
2 (1+f(5))(1+5))Z i ™

i=1

IN

o £(5)
— KL £ ()t E)

A
_.M:
o)

L et thesum of theinitial weightsbe c. Hence, after u promotionsand v demotions:

n u n 1 fl 0 f 5 0
zqi,kﬂg(l‘l'f(l))Zti+zqi'0+( + (D) u- (8)6 v
i=1 -y =

5 @+ f(8))(1+0)
@+ f@)6 u f()6 v
<@ @) =M+ 0t T @ e)
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Note that at any step the weights are never negative. It follows from the above
relation that:

< L@+ T @)n-m)+o](+ F(3)S , @+ f@)a+f@)u ®
f(0)0 f(6)8

It follows from the Lemma expressions (6), (7) and (8) that the total number of
promotionsand demotions, that is, thetotal number of classificationerrorsT, isbounded

by:

[@+ f@)(n—-m+o]@+ f(5))1+6) N @+ f )@+ f(8))@+S)u ‘U

T<u+v<
f(6)e f(5)0
mlogi
< [@+ f@)(n—m)+c]@+ f(5))@+5) . ((1+ f Q)@+ f(5))A+9) 1) Bé
f(6)6 f(6)6 log(L+ f (6))

This completes our proof.

META-SEARCH ENGINE MARS

Thissectionreportsontheexperimental meta-search engineMARS (Multiplicative
Adaptive Refinement Search) that hasbeen built using thealgorithm M A to actually test
the effectiveness and efficiency of thealgorithm. MARS can be accessed from the URL
specified at the end of the chapter. Figure 2 shows a general architecture of the meta-
search engine MARS.

User queries to MARS are accepted from a Web browser. Besides entering the
guery, auser can also specify a particular general -purpose search engine he/she would
likeM ARSto use and the maximum number of returned results(thelarger thenumberis,
the more time it takes to process). The QueryConstructor organizes the query into a
format conforming to the specified search engine. One of the MetaSearchers sends the
guery to the general-purpose search engine. When the results are sent back from the
general -purpose search engine, DocumentParser, Documentl ndexer and Ranker process
thereturned URL sand list themto the user astheinitial search results. At thispoint, the
rank isbased on the original rank from the search engine. Constrained by the amount of
spaceavailableonatypical screen, only thetop 10 URL s (highest ranked) and thebottom
10 URLs (lowest ranked) are listed. Once the results are displayed, the user can
interactively work with MARSto refine the search results. Each time the user can mark
anumber of particular URLsasrelevant or not relevant. Upon receiving feedback from
the user, MARS updates the weight assigned to each index term within the set of
documentsal ready returned from the specified search engine, according to theal gorithm
MA. If adocument ismarked asrelevant, theweights of itsindex termsare promoted. If
marked irrelevant, they aredemoted. Therefined resultsare sorted based ontheranking
scores and then displayed back to the user for further relevance feedback. This process
continues until the satisfactory results are found or the user quits the search.
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Figure 2. Architecture of MARS
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Figure 3 shows the user interface of MARS. Figure 4 shows the initial results
returned by a general-purpose search engine with the search keyword being “mars”.
Figure 5 shows the results after the user feedback has been processed by MARS.

EMPIRICAL PERFORMANCE ANALYSIS
Experiment Setting

Theexperimentswereconductedinthe summer of 2002. A collection of 72 random
gueries was sent to ageneral -purpose search engine (AltaVistawas used in this study).
Each of these queriesresulted in alist of documentsreturned by the search engine. The
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Figure 4. Initial Results Returned by General-Purpose Search Engine
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number of returned documentswas set to be 200, 150, 100, and 50, respectively. For each
of the returned set of documents, the authors used the MARS meta-search engine that
utilizesalgorithm M A tointeractively refinethe searchresults. Thereturned documents
fromAltaVistawould bemarked asrelevant or not relevant. Themarked resultswere sent
to MARS, which would promote or demote index terms of each document based on the
feedback. Therefined resultsweredisplayedto theuser for possibly morefeedback. For
each query the process typically involved two to three rounds of feedback, until a
satisfactory set of results was found.

Atthetime, the MARS meta-search enginewasrunning onaSun Ultra-10 worksta-
tionwith 256 mega-bytesof memory. Thecodewaswritteninacombination of Cand C++,
and the executables were generated by the GNU g++ compiler. The data collection
process lasted about one month.

Statistics Collected

Three types of performance measures were collected and studied. Thefirst isthe
precision-recall statistics. Theinformation retrieval standard measurements of perfor-
manceareprecisionandrecall. Theprecisionisdefined astheratio between the number
of relevant documentsreturned and the total number of documentsreturned. Therecall
isdefined astheratio between the number of relevant documentsreturned and the total
number of relevant documents. In many applied information retrieval systems such as
the Web, such statistics as the total number of documents and the total number of
relevant documents are not available. Two alternate measures are defined in this study
to approximate the standard measurements. The set of documents returned by a search
engineisdefined asA. Then|A| denotesthenumber of total returned documents. Assume
aset of Rdocumentsin Aisrelevant to the search query judged by the user(s). For agiven
constant m (the number of top returned documents), define R  to be the set of relevant
documentsamong thetop-mreturned documents. Thentherelativerecall R andrelative
precision P, are defined asfollows:

| R | | R |

R Rl R o

These two measures are used to assess the performance of MARS and compareiit
to that of AltaVista. The second performance measure isthe relative placements of the
relevant results. In standard precision-recall measurements, the precision collectively
measureshow many relevant resultshavebeen returned. It doesnot reflect the placement
of individual resultsclearly. For example, if 5 out of thetop 10 documents arerelevant,
at the tenth document, the precision is 50%. It does not show where these five relevant
documentsare, which could beplaced as1 through 5, or be placed as 6 through 10. Unless
one goes back to each individual result, one would not know whether they are 1 through
5 or 6 through 10. These different placements, though the precision statistics are the
same, make a difference in a practical information retrieval system such as a search
engine. To aleviate this deficiency, the averagerank L of the relevant documentsina
returned set of m documentsis defined as follows:
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where L, istherank of arelevant document i among the top-mreturned documents, and
C,,isthe count of relevant documents among the mreturned documents. The idea here
isthat theaveragerank should beaslow aspossible, which meansall relevant documents
areamong thefirst returned documents; and the count C_shouldbe aslarge as possible,
which meansmorerel evant documentsareamong thetop mdocuments. Notethat C_<m. The
third statistic collected isthe actual responsetime for the MARS meta-search engineto
process and refine the queries. The response times are divided into two categories: the
initial response time between the time issuing the query and the time receiving the
response from an external search engine; and the time needed for the algorithm MA to
refinetheresults. These two time measurementsare called initial time and refinetime.

Results and Analysis

Thefirst set of statisticsisreported in Table 1. The measurementsweretaken with
|A] =200, 150, 100, 50, respectively, and m=10.

As can be seen from the table, MARS in general performs better than AltaVista.
When the size of return documentsis 200, MARS has an average precision of 65% and
anaveragerecall rateof 20%. Whilea20% recall ratedoesnot seemtobevery high, notice
that thisistheresult of 72 randomly selected queries. MARS was able, on the average,
tolist 20% of thetotal relevant documentsinthetop 10 positions. Noteal sothat AltaVista
holdsthe precision rate of 44% acrossdifferent values of |A| because no matter what the
sizeof Ais, therelevant documents among thetop-m(m=10inthiscase), R , remainthe
samefor ageneral purpose search engine such as AltaVista. For MARS, because of the
interactiveuser feedback, thevalueof R varies. Thelarger thevalue|A|is, themorelikely
that the MA algorithm is able to move arelevant document to the top.

The second set of statistics, the average rank and count of relevant documents
among the top-mreturned documents, isreported in Table 2. The measurement istaken
withm=20; that is, thevaluesinthetableindicatetheaveragerank and theaverage count
of relevant documents among the top 20 documents. The RankPower P_is defined as
the ratio between the average rank and the count. The smaller the value of RankPower,
the better it is. The results were obtained using the same set of 72 queries.

The data indicate that the average rank of relevant documents among the top 20
documentsinMARSIis6.59 and theaverage count is9.33. Notethat inthe best casewhere

Table 1. Relative Precision and Recall with 72 Queriesand m= 10

(50,10) (100,10) (150,10) (200,10)
Precision Recall Precision Recall Precision | Recall Precision Recall
Mars 0.44 0.53 0.46 0.28 0.48 0.19 0.65 0.20
AltaVista 0.44 0.28 0.44 0.17 0.44 0.14 0.44 0.12
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Table 2. Average Rank and Count of Relevant Documents among Top 20 Results

Average Rank L, Average Count Cp, RankPower Py,
MARS 6.59 9.33 0.71
AltaVista 10.24 8.50 1.21

Table 3. Response Time in Seconds

Mean SD. 95% C.I. Max
Original 3.86 115 0.635 5.29
Refine 0.986 0.427 0.236 1.44

20
all top 20 documents are relevant, the average rank should be (Q.i)/20=105, the

i=1

average count should be 20, and the RankPower is10.5/20 = 0.525. Theresul tsshow that

althoughthe average number of relevant documentsdoesnot increase dramatically (9.33

vs. 8.50), their ranksdo (6.59 vs. 10.24). The RankPower of MARS (0.71) ismuch closer

to the optimal value.

The statistics in the Table 3 indicate two measures, the original time and the
refinement time. Theval ueslisted aremean, standard deviation, 95% confidenceinterval,
and the maximum. One should notethat theinitial timeisneededto get any searchresults
from the external search engine whether or not thealgorithm MA isinvolved. Ascan be
seen, thetime spent in refining the search resultsisvery small relativeto thetimeto get
theinitial result.

Whilethe general statistics collected in the above tables show that algorithm MA
performs very well under various conditions, some individual examples are of special
interest. A couple of highly vague termswere chosen among the 72 queries— memory
and language—to seehow MARShandlesthem. Thesetwo wordsmay mean compl etely
differently indifferent areas. Theterm memory can mean human memory, or thememory
chips used in computers; the term language can refer to spoken language or computer
programming language. The exampl esshow that the search precisionimprovesdramati-
cally with very limited relevance feedback in MARS compared to a general-purpose
search engine such as AltaVista.

. Memory: Thetop 10 initial results sent back from AltaVistainclude two types of
URLSs, as expected. One is related to computer memory; the other is related to
memory in human beings. Figure 6 shows the list (for space reason, only the top
10resultsarelisted). Relevant onesare preceded by an R, irrelevant onesby an X.
There are five relevant documentsin thislist.

With oneround of refinement inwhich atotal of four URL sweremarked (two marked
inthetop 10list andtwo markedinthebottom 101ist), four of theoriginal irrelevant URL s
wereeliminated. Therevisedtop 10 URLsarelisted in Figure 7. The number of relevant
documents now increases from five to eight, with relevant documents that the user has
not seen before.
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Figure 6. Top 10 Initial Search Results for Keyword Memory

R http://www.memorytogo.com/
X http://memory.loc.gov/
X http://lcweb2.1oc.gov/ammem/ammemhome.html
R http://www.datamem.com/
R http://www.samintl.com/mem/index.htm
X http://www.asacredmemory.com/
X http://www.expl oratorium.edu/memory/l ectures.html
X http://www.expl oratorium.edu/memory/index.html
R http://www.satech.com/glosofmemter.html
R http://www.lostcircuits.com/memory/

Figure 7. Refined Search Results for Keyword Memory

R http://www.streetprices.com/Electronicy..ware_PC
R http://www.memorytogo.com/
X http://www.crpuzzles.com/mem/index.html
R http://www.linux-mtd.infradead.org/
R http://fiberoptics.dimm-memory-infineon....owsides
R http://www.ramplus.com/cpumemory.html
X http://www.asacredmemory.com/
R http://www.computersupersale.com/shopdis... A_cat_
R http://www.datamem.com/
R http://www.lostcircuits.com/memory/

Figure 8. Top 10 Initial Search Results for Keyword Language

X http://chinese.about.com/
R http://www.python.org/
X http://esl .about.com/
X http://esl.about.com/homework/esl/mbody.htm
X http://www.aliensonearth.com/catal og/pub/language/
X http://kidslangarts.about.com/
X http://kidslangarts.about.com/kids/kidslangarts/mb
X http://pw2l.netcom.com/~rlederer/rllink.htm
X http://www.wordcentral .com/
X http://www.win-shareware.com/html/language.html

i Language: Similar to the term memory, the search results for language can be
roughly dividedintotwo classes, the onesrelated to human languagesand theones
related to computer programming language. Figure8liststheoriginal list of top 10
URLsreturned from AltaVista. Assume theinformation about programming lan-
guages is of interest here.

AscanbeseeninFigure8, only one URL, www.python.org, isreally relevant tothe
intention of the query. With arefinement of three URL s marked, one marked irrelevant
fromthetop 10list, onemarkedrelevant fromthetop 10list, and onemarked relevant from
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Figure 9. Refined Search Results for Keyword Language

R http://www.suse.de/lang.html
R http://www.python.org/

X http://www.eason.ie/flat_index_with_area...L400_en
R http://mww.w3.org/Style/XSL/

X http://www.hlc.unimel b.edu.au/

X http://www.transparent.com/languagepages/languages
R http://caml.inriafr/
R http://home.nvg.org/~sk/lang/lang.html
R http://www.ihtml.com/

X http://www.aliensonearth.com/catal og/pub/language/

the bottom 10 list (www.suse.de/lang.html), the refined list now contains six relevant
URLSs, showninFigure9, comparedto only onebeforerefinement. Of thesesix URLS, one
wasoriginally inthetop 10 and was marked; onewasoriginally inthebottom 10 and was
marked; the other four were neither examined nor marked before at all. But they now
showed up in the top 10 list!

APPLYING THE MA ALGORITHM TO
PERSONALIZATION AND CLUSTERING

Themultiplicative adaptive approach in thealgorithm MA can be usedin coopera-
tion with other mechanisms to improve search accuracy. Here we discuss two such
applications, personalization and clustering.

General-purpose search engines return alarge number of URLSin response to a
query. Thesereturned URL stypically contain the keywords used in the query. But they
are often not what the user islooking for because words alone without context usually
cannot expressthe search intent accurately. For example, the search keywords memory
or language will mean completely different things in different communities and in
different contexts. Personalization and clustering are two techniques that can help
alleviatethisproblem. Inthe PAWS-Cluster project (Meng & Chen, 2003), thealgorithm
MA isused in conjunctionwith apersonalization component and aclustering component
to improve search accuracies. When alist of search resultsisreturned from a general-
purpose search engine, the PAWS-Cluster sends the list through a personalizer or a
cluster based on the user’'s selection. These results are then fed through the MA
algorithm after the user has marked relevant or irrelevant on apart of thelist, similar to
thecaseintheMARS project. The M A algorithmre-cal culatesthe score after promoting
or demoting the original search results. Therevised list isthen presented to the user for
further refinement. Thearchitectureof PAWS-Cluster ispresentedin Figure 10. Notethat
theonly difference between PAWS-Cluster and MARSarchitecture (Figure 2) isthat the
PAWS-Cluster contains two extra components, a personalizer and a cluster.

The Personalizer isakey part of PAWS-Cluster. Peopleleavedigital tracesonthe
computers they use, especially on the computers dedicated to a single person. These
traces include, among other things, email messages, digital news, work-related docu-
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Figure 10. Architecture of PAWS-Cluster
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ments, personal documents and others. All these traces are distinct from one person to
another because of the nature of their work, their personalitiesand other characteristics.
When aperson performs asearch on the Web, theinformation interesting to that person
isultimately related tothedigital traceleft on her computer. If thesedigital tracesareused
to filter the search results returned from search engines before presenting to the user,
onewould expect theresultsbe much moreaccurate. Theuser can collect her own profile
on the client side. This collecting processis done periodically, not every time the user
wants to search for something. The collection of this profile can be a part of the client
software (browser) functionality. Also possibleisto have a separate program perform
this task. The key issues here are that the collecting process is initiated by individual
users; the user knows exactly what is collected; and the results are not available to
anyone else, including the search engines.

Inthe PAWS-Cluster project, thewordsthat appeared in auser’ sdocumentson his/
her desktop computer were used as the base of the profile. The profile consists of a
number of the most frequently used words in the user’s document collection. The
collecting processsimply traversesthedirectory tree of the user’ scomputer, examining
every document on its way. After some basic text processing, the results are sorted
according to the appearance frequencies of these words. The top m words are kept as
theprofile.

When a URL is retrieved from a search engine along with its brief summary, a
similarity measure is computed between the profile and the URL. The similarity is
measured by the popular cosinesimilarity (Salton, 1989). A returned URL U along with
its short summary contains a set of words; so does the user’s profile P. U and P can be
represented as an m-dimensional vector <w,, w,, ... w_> where the i-th component w,
representsthesignificance of thei-thwordinthevocabulary. Thussimilarity Sbetween
aURL U and the profile P becomes asfollows:
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Since atypical general-purpose search engine returns along list of URLswhen a
search query isissued, itiseasier to mark the URL sasclusters. Theuser would not have
toexamineevery URL inacluster. Rather theuser only needsto examinearepresentative
from a cluster. Once the cluster is marked relevant or not, the same MA algorithm is
appliedtoeach URL inthecluster. That is, therelevant documentsare promoted and the
irrelevant documentsaredemoted. Theclustersarederived by thecorrelation similarities
among the URLSs.

If the correlation similarity between two URL s s greater than a given threshold,
these two URL s are put into the same cluster.

The clustering algorithm takes two steps. First it computes pair-wise cosine
similaritiesof all documents. Thiscomputation generatesasimilarity matrix s[1:d][1:d]
where g[i][]] is the correlation similarity between document i and document j. The
documents are then divided into clusters based on their correlation similarities. The
algorithm goesthrough the correlation similarity matrix row by row andif thesimilarity
between the two documentsisgreater than agiven threshold, thetwo documents are put
into the same cluster.

Thefollowing two examplesillustrate how the systemworks. Oneisapersonaliza-
tion example, and the other isaclustering example. These experimentswere performed
during thewinter of 2003.

. Personalization Example: Search keyword memory. Assumetheinitial searchis
meant for computer memory chips. Without personalization, the places for the
relevant URLsare?2, 3,7, 8, 10, or anaverageof 6 for thefiverelevant URL sreturned
by the general -purpose search engine. With personalization, the placesbecome 1,
3,5,6,8,9,oranaverageof 5.3for thesix relevant URL s. For thisexampl e, at | east,
personalization helped bring more relevant URL s and placed the relevant URL s
higher in thelist.

. Cluster Example: Search keyword xiannong, first name of one of the authors.
Beforeclustering, all relevant URL sare scattered among thereturned URL s. After
applying the cluster algorithms, many related URL s are clustered together. Some
URLSs that were seemingly un-related are now put into the same cluster because
their contents (a brief description that was sent from the general -purpose search
engine) areindeed related. Two examples are quoted here.

Cluster 13

http://mwww.cs.montana.edu/~bhz/pubs.html
http://www.cs.montana.edu/~bhz/recent.html
http://www.math.utah.edu/ftp/pub/tex/bib/toc/computsystscieng.html

In this example, the last URL contains one of the authors (Xiannong Meng) that
appearedinthefirst two URL sasoneof the co-authorsinalist of publicationsof Binhai
Zhu. In the original returned list, the places of these three URLs were 43, 44, and 64,
respectively.
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Cluster 14
http://www.asis.org/Publications/JASI S/vol 52n8.html
http://www.commer ce.uq.edu.au/iswor|d/publication/msg.08-07-1999.html

Thefirst URL in Cluster 14 pointsto JASS (Journal of the American Society for
Information Science and Technology) in which the two authors published a paper. The
second URL isthetable of contents of another journal (KAIS, Knowledge and I nforma-
tion Systems) where the two authors published a separate paper. Originally, these two
URLswere 42 placesapart (48 and 90).

TRENDS AND CHALLENGES

Search engines have become dominant tools to find information over the Web in
thefew past years. How to accurately and efficiently | ocate apiece of information among
hundredsor thousands of Web pagesisanincreasingly important and challenging issue.
With an ever-growing number of Web pages available and the ambiguous nature of
human languages, it is just not possible for a general-purpose search engine to return
exactly what the user wantswhenaquery isgiveninmost cases. Refining what ageneral -
purpose search engine will return in response to a search query becomes inevitable.
Researchers are taking many different approaches to tackle the problem. The authors
believethat adaptiverefinement using rel evancefeedback isanimportant way of solving
the problem. Some basic questions would have to be answered before real progresses
can be made.

i How to represent and capture user preferences: Thisisaquestion that both ends
of the search would haveto answer. A user may use a particular set of vocabulary
to represent his/her search intention. A search engine hasto be ableto captureand
understand the true search intention when a query is received. Personalized
profiles may help narrow this gap. But profiling raises the issues of privacy and
scalability.

i How to make adaptive refinement efficient: Search engines can refine the search
when receiving users’ feedback. To effectively use the feedback to narrow the
search results, the search engines would have to understand the feedback and be
ableto refinethe search. Al techniques, machinelearning in particular, may help
improve this process.

i Collaboration between search engines and browsers: Currently the search
enginesand thebrowserswork astwo independent camps. For adaptiverefinement
to succeed, browsers should understand how search engines work and carry out
certain processing that is traditionally done by the search engines.

CONCLUDING REMARKS

The motivations of the work in this chapter come from the reality of Web search:
Web search users usually have no patience to try, say, more than five iterations of
relevancefeedback for someintelligent search systeminorder to gain certain significant
search precision increase. In contrast to the adoption of linear additive query updating
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techniquesinexisting algorithms, anew algorithm, multiplicative adaptive query expan-
sion algorithm MA, is designed. The algorithm uses multiplicative query updating
techniquesto adaptively improvethequery vector. Algorithm MA hasbeenimplemented
in project MARS to show its effectiveness and efficiency. The algorithm has provable
better performance than the popular Rocchio’s similarity-based relevance feedback
algorithm in learning a user preference determined by a linear classifier with a small
number of non-zero coefficientsover thereal-val ued vector space. Experimentsindicate
that algorithm MA substantially improves the search performance.

URL REFERENCES

[AV] http://www.altavista.com/
[MA] http://www.eg.bucknell.edu/~xmeng/mar s/mars.html
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Chapter VI

Exploiting Captionsfor
Web Data Mining

Neil C. Rowe
U.S. Naval Postgraduate School, USA

ABSTRACT

We survey research on using captions in data mining from the Web. Captions are text
that describessomeother infor mation (typically, multimedia). Sncetextisconsiderably
easier to analyze than non-text, a good way to support access to non-text is to index
the words of its captions. However, captions vary considerably in form and content on
the Web. We discusstherange of syntactic clues(suchasHTML tags) and semantic clues
(such asparticular words). We discuss how to quantify clue strength and combine clues
for a consensus. We then discuss the problem of mapping information in captions to
information in media objects. While it is hard, classes of mapping schemes are
distinguishable, and a segmentation of the media can be matched to a parse of the
caption.

INTRODUCTION

Non-text media are an important asset of the World Wide Web. Most of the world
prefers to communicate with audio, images, and video rather than written text because
thesearemorenatural for thehuman brain. In addition, much of theworldisilliterateand
theincreasing ubiquity of television and video gamesishurting literacy. TheWebisthe
first information technology that permitsretrieval of mediaobjectswith much the same
ease as text. If we could find them, we could get appropriate pictures of orchids or
helicopters or quarterbacks in a few seconds without needing to search books or
newspapers. Teachers could enliven their lectures with well-chosen images, audio, and
video. And a news office could find the perfect picture instead of an adequate one.
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Captionsarevaluableindatamining fromtheWeb. They aretext stringsthat explain
or describe other objects, usually non-text or multimediaobjects, and they are aform of
metadata. Captionshelp understand and remember media(McAninch, Austin & Derks,
1992, 1993). Captionsare especially valuable onthe Web because only asmall amount
of text on Web pageswith multimedia(1.2%inasurvey of random pages[Rowe, 2002b])
describes the media objects. Thus, standard text browsers, when used to find media
matching a particular description often do poorly; if they searched only the captions,
they could do much better. Jansen, Goodrum, and Spink (2000) report that 2.65% of all
gueriesinasampleof over 1,000,000 to the Excite search enginewereattemptingtofind
images, 0.74% were attempting to find video, and 0.37% were attempting to find audio,
so multimediaretrieval was already important in 2000. It will undoubtedly increasein
importance as the Internet becomes faster and more people provide Web multimedia
resources.

Captions are also valuable because content analysis of media often does not
providetheinformation that usersseek. Nontext mediado not usually tell whenthey were
created or by whom, what happened before or after, what washappening outsidethefield
of view whenthey were created, or inwhat context they were created; and nontext media
usually cannot convey linguistic features like quantification, negation, tense, and
indirect reference (Cohen, 1992). Furthermore, experimentscollectingimage-retrieval
needsdescriptionsfromusers(Armitage & Enser, 1997; Jorgensen, 1998) showed users
wererarely concerned withimage appearance (e.g., finding apicturewith an orange-red
circlein the center), but rather, usually with meaning that only captions could provide
(e.g., “dawninthe Everglades” or “labor organizing activities”). People seemto havea
widerange of tasksfor which multimediaretrieval isrequired, many not needing much
understanding of thecontent of themedia(Sutcliffeetal., 1997). Thisisfortunate because
content analysisisoften considerably slower and more unreliabl e than caption analysis
because of the often much larger number of bitsinvolved; most useful content analysis
requires segmentation, an unreliable and costly process, as well as preprocessing and
filtering that is hard to get correct (Flickner et al., 1995; Forsyth, 1999). So finding a
caption to amedia object simplifies analysis considerably.

But using captions from the Web entails two problems: finding them and under-
standing them. Finding themis hard because many are not clearly identified: Web page
and caption formatsand stylesvary widely, and the mapping from theworld of language
to theworld of visual or aural conceptsis often not straightforward. Nonetheless, tools
to address and often solve these problems are available. The somewhat restricted
semantics of Web pages and captions can be exploited.

Commercial multimediasearch enginesthat exploit text near mediaareavailableon
the Web, most of them free. The major ones currently are images.google.com,
multimedia.lycos.com, www.altavista.com/image, multimedia.alltheweb.com,
www.picsearch.com, www.gograph.com, gallery.yahoo.com, www.ditto.com,
attrasoft.com/imagehunt, www.fatesoft.com/picture, www.ncrtec.org/picture.htm,
www.webplaces.com/search, sunsite.berkeley.edu/l mageFinder.htm, www.icon
bazaar .com/sear ch, www.compucan.conm/imagewol f-E.htm, www.goi magesear ch.com,
and www.animationlibrary.com. But by no means has this software “solved” the
problem of finding media. The copyright status of Web mediaobjectsisunclear in many
countries, and pornographic images are al so present on the Web, so search enginesare
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Five Image Search Engines on the World Wide Web

Keywords images multimedia | www multimedia | www
.google Jycos atavista .altheweb | .picsearch
.com .com .com/image | .com .com
“moon” 0.75 (15/20) | 0.94 (17/18) | 0.87 (13/15) | 0.20 (4/20) | 0.81 (13/16)
“captain” 0.45(9/20) | 0.89(16/18) | 0.40(6/15) | 0.25(5/20) | 0.31(5/16)
“closing” 0.40(8/20) | 0.50(9/18) [ 0.93(14/15) | 0.00 (0/20) | 0.06 (1/16)
“red orchid” 0.50 (10/20) | 0.17 (3/18) [ 0.87(13/15) | 0.10 (2/20) | 0.56 (9/16)
“quarterback throwing” | 0.35(7/20) | 0.17(3/18) | 0.47(7/15) | 0.15(3/20) | -- (0/0)
“angry crowd’ 0.30(6/20) | 0.11(2/18) | 0.40(6/15) | 0.00(0/20) | 0.29 (2/7)
“American truck rear” | 0.17(3/18) | 0.16(3/18) | 0.53(8/15) | 0.15(3/20) | -- (0/0)
“missile on aircraft” 0.15(3/20) | 0.06 (1/18) [ 0.00(0/15) | 0.20(4/20) | 0.06 (1/16)
“diet soda bottle” 0.50 (1/2) 0.06 (1/18) | 0.07 (1/15) [ 0.05(1/20) | -- (0/0)
“Rockies skyline -- (0/0) 0.17 (Ue) 0.27 (4/15) | 017 (16) | -- (0/0)
sunset”
“president greeting 0.00 (0/3) -- (0/0) 0.00(0/15) | -- (0/0) -- (0/0)
dignitaries’

cautiousinwhat they index. (For thesereasons, many Web browsersused by educational
and government institutions do not permit access to most media-search engines
(Finkelstein, 2003).) Also, theaccuracy of keyword search for mediaisoftensignificantly
lower than that of keyword search for text. Table 1 shows accuracy, as judged by the
author, for the best matches found for sample keywords entered in five image search
engines. AltaVistaappearsto bethewinner. But performance deteriorates considerably
onlarger queries, asmuch of the successon short querieswas by exact matchestoimage-
file names; this suggests “cheating” by some owners of images to get better exposure
since, for instance, “red-orchid” is avague and poor image name.

In general, commercial software needs to look good, and to do so it emphasizes
precision (thefraction of answersfoundinall answersretrieved) asopposedtorecall (the
fraction of answersfound of all possibleanswersontheWeb). Thisisfinefor userswho
are not particular about what mediathey retrieve on a subject; but users demand better
quality from the Web today, and high-recall searches are necessary for important
applications like systematic search for copyright infringement and checking policy
compliance about content of Web pages. To increaserecall, software needsto examine
Web pages more carefully using the methods we shall discuss.

FINDING CAPTIONS ON WEB PAGES

Wedefinea"“ caption” asany text that hel psexplain or describeamediaobject; their
justification is that certain kinds of knowledge are best conveyed in words. The terms
“media’ and “multimedia” here include images, video, audio, and computer software.
Images include photographs, drawings, diagrams, designs, backgrounds, and icons.
Multimediaalsoincludestext, and formatted text liketabl esand charts can have captions
too. For the Web, multimedia are stored digitally, as bits and bytes, in files of a small
number of formats. Table2 listsextensionsof common mediatypesused withWeb pages.
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Table 2. Common File Extensions (ends of the file name) for Media Types on Websites

Media Type Common For mats

Text TXT, TBL, XLS, DOC, PPT

Image JPG, JPEG, GIF, GIFF, PNG, TIF, TIFF, SVG
Video MPG, MPEG, MOV, SWF, FLI, AVI

Audio WAV, RAM, MID, ASX

Software EXE, VBS

Syntactic Clues for Captions

Much text on a Web page near amedia object is unrelated to that object. Thus we
need cluesto distinguish captions, allowing that there may be more than one caption for
an object or morethan one object for acaption (thelatter israrer). A variety of cluesand
ways to process them have been proposed in the literature (Favela & Meza, 1999;
Hauptman & Witbrock, 1997; Mukherjea& Cho, 1999; Rowe, 1999, 2000b; Sclaroff etal .,
1999; Srihari & Zhang, 1999; Swain, 1999; Watanabeet al ., 1999) and wewill summarize
these ideas here.

About HTML

Thelanguagethat built theWebwasHTML (theHypertext Markup L anguage) and
itisstill very popular today onthelnternet. Web pagesaretext fileswhose namesusually
end in “.html” or “.htm” and are displayed by software called Web browsers. HTML
defines key aspects of the appearance of Web pages through formatting tags inserted
into text, delimited with angular brackets (“<” and “>"). Many tags have opposites
indicated by aleading slash character, so for instance italicsfont isbegun by “<i>" and
turned off by “</i>". Larger-scale units like titles, headings, quotations, tables, and
computer output also have explicit tags in HTML. Even prose paragraphs can be
delimited by tags to ensure that a Web browser displays them properly. All these tags
are useful in finding text units which could be captions.

Mediaisindicated in HTML by special tags, often by the“img” tag with argument
“src” being the name of an image file to be displayed at that point on the page. Media
files can also be the destinations of linksin the“src” argument to the “href” hyperlink.
Media can be specified with the HTML-4 “ object” tag, which embeds complex objects
in pages. Also used are “embed” for audio and video and “bgsound” for background
sound. Mediaobjectstypically require considerably more storage space than that of the
text of aWeb page, so they are stored separately. Browsers can tell what kind of object
a link points to by both the extension of its file name and the header information
associated with theobject whenitisretrieved. Themost popul arimageformatswefound
from our exhaustive survey of nearly all U.S. military (“*.mil”) Websitesin early 2002
(Rowe, 2002c), after the pruning of obviously uncaptioned images, were JPEG (683,404
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images), GIF (509,464), PNG (2,940), and TIFF (1,639). The most popul ar audio formats
were WAV (1,191), RAM (664), MID (428), and ASX (238). The most popular video
formatswereM PEG (8,033), SWF(2,038), MOV (746), FL1 (621), AVI (490),andMP3(397).

Sources of Captionsin HTML Code

Several methods attach explicit captionsto mediaon Web pages. “ Alt” stringsare
text associated with mediaobjectsthat i sdisplayed, depending onthe browser, whenthe
user moves the mouse over the object or in lieu of the object on nonvisual browsers.
Clickabletextlinkstomediafilesareal so good sincethetext must explainthelink; audio
andvideotaketimetoload so areusually accessed that way. The*“ caption” tag indicates
captionsbutisrarely used. Finally, ashort caption can bethenameof themediafileitsel f
suitably reformatted; for instance “northern_woodchuck31.gif” suggests a caption of
“Northern woodchuck #31”. All these provide likely but not guaranteed captions.

But many useful captions on Web pages are not marked so explicitly, particularly
those reflecting traditional print layout. One convention isto center caption text above
or below adisplayedimageinadifferent font sizeor style(e.g., italics) thantheusual text.
Sothe HTML text-appearancetagsare moderate cluesfor captions. Titlesand headings
can also indicate captions as they generalize over a block of information, and they are
helpful when better captions are unavailable. But they tend to be imprecise and to omit
words, so they can be hard to decipher (Perfetti et al., 1987). Paragraphs above, below,
or next to some media can also be captions (especially short paragraphs).

To illustrate, Figure 1 shows a sample Web page and Figure 2 shows its HTML
source code. Four photographs, two graphicsimages, onehyperlink to anaudiofile, and
one hyperlink to another page are specified in the source; both hyperlinks are followed
by clicking onimages. File nameshere provide useful cluesfor thefive photographsbut
not so much for the two graphics images; one “alt” string is helpful; and the scope of
two “center” commands helps connect text to image.

Another class of captions are embedded directly into the media, like characters
drawnonanimage (Wu, Manmatha& Riseman, 1997) or explanatory wordsspoken at the
beginning of audio (Lienhart, 2000). Theserequire specialized processing to extract, but
this is usually not too hard because they should be made to contrast well with
background information. Charactersin images and video can be identified by methods
of optical character recognition (Casey & L ecolinet, 1996); superimposed audio can be
extracted using speech processing.

Captions can be attached through a separate channel of video or audio. For video
an important instance is the “closed caption” associated with television broadcasts.
Typically this transcribes the words spoken, though it occasionally describes visual
information. Such captions are helpful for hearing-impaired people and for students
learning the captioned language (Cronin, 1995; NCIP, 2003), but are only available for
widely disseminated video. Similar captions are helpful for audio and for special
applications of images like museums (The Dayton Art Institute, 2003), consistent with
the endorsement by the World Wide Web Consortium (W3C, 1999) of captions to
enhance Web access for the disabled.

Finally, “annotations” can function like captions, although they tend to emphasize
analysis, opinion, background knowledge, or even advertisementsmorethan description
of their referent. Annotation systems have been developed to provide collaborative
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Figure 1. Sample Web Page
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We had a great time, and | got some nice shots with my new camera.

Look at the lush greenery along the Mississippi!

We went to Washington and saw where John works.

We visited Mari and Tycho too at home in Arizona. It was pretty cold even at the lower
elevations. \We were very impressed by the desert -- it was very colorful, not barren at all.

Smith family pages —— revised 4f16/03

=

| wam @ 2|

consensus (Sannomiya, 2001), which isespecially helpful on the Web. Annotation can
include physical parameters associated with the media such as the time, location, and
orientation of the recording apparatus, to get clues as to speaker changes or extent of
meetings (Kern et al., 2002). Unlike captions, Web annotations usually are stored on
separate pagesfromtheir referentswith linksto them. Many annotation systemsimpose
vocabulary limitationsonthe annotator so they can exploit fixed “ontologies” or concept
hierarchiesto classify objects. An exceptionis(Srihari & Zhang, 2000) where an expert
user annotates in free text by guiding attention successively to parts of an image.
Comments on the source code of a computer program are a form of annotation, and
treatingthemlike captionsisfacilitated by tool ssuch as Javadocin the Javaprogramming
language (Leslie, 2002).

Additional Cluesfor Captions

Besides HTML tags, several other clues suggest captions on Web pages. Length
in characters is helpful: Captions usually average 200 characters, with few under 20
charactersor over 1,000 characters. A likelihood distribution can befitted. A strong clue
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Figure 2. HTML Source Code for Figure 1

<title>My Summer Vacation</titles

<hl><center>My Summer Vacation</hls>

<a href="reveille.wav">

<img src="telephoneicon.gif"></a></center>

<p><i><h2>We had a great time, and I got some nice shots with my
new camera.</h2></i></p>

<img align=left src="aspenRidgeRoadWheatland.jpg"
alt="Wisconsin where we stayed">

<img align=left src="Mississippi side_ channel.jpg">

<h2>Look at the lush greenery along the Mississippi!</h2>
<p><center><h2>We went to Washington and saw where John

works.</h2></p>

<img align=center src="supremecourt.jpg"></centers
<br><center><b><h2>We visited Mari and Tycho too at home in

Arizona. It was pretty cold even at the lower elevations. We

were very impressed by the desert -- it was very colorful, not

barren at all.</h2>

<img src="tycho toy 00.jpg">

<img src="desert saguaro.jpg"></b></centers

<hr><h2><i>Smith family pages -- revised 4/16/03</i></h2></a>
<a href="summer vacation2.htm">

<img align=right src="summervacation.gif"</a>

iswordsin common of the proposed caption and the name of the mediafile (excluding
punctuation), especially uncommon words. For instance, “Front view of woodchuck
burrowing” matches* northern_woodchuck.gif”. Nearnessof the captiontothereferent
canbeaclue; careful document imageanalysis(Satoh, Tachikawa& Yamaai, 1994) can
do abetter job of determining display adjacency than just counting characters between
themin the HTML source code.

Image-related clues are the size of the image (uncaptioned images are more often
small), the ratio of length to width (uncaptioned images have larger ratios), the image
format (GlIFislesslikely to be captioned), and the use of certainwordsintheimagefile
name (like “photo”, “view”, and “closeup” as positive clues and “icon”, “button”, and
“bar” asnegative clues). If image processing can be done, other evidenceisthe number
of colorsintheimageand thefrequency of the most common color. For Figure 1, thesmall
size of telephoneicon.gif and summervacation.gif, “icon” inthefirstimage’ sname, the
length to width ratio of the second, and the limited number of colorsin both all argue
against their being captioned.

The number of occurrences of amediaobject onapageor siteisalso auseful clue.
Asarule of thumb, objects occurring more than once on apage or three times on asite
areunlikely (probability <0.01) to have captions(Rowe, 2002b). Similarly, text that occurs
multiple times on a page is not likely to be a caption. But headings and titles can be
correctly ascribed to multiple mediaobjects.

Another clueto acaption is consistency with known captions on the same page or
at thesamesite. Thisisbecause organizationsmay specify aconsistent pagestyle (“look
andfeel”) where, for instance, image captionsare alwaysacentered boldfacesingleline
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Table 3. Caption Candidates Derivable from the Figure 1 Web Page

Type Caption Media Object Comments
title, h1, My Summer Vacation reveillewav (audio) Weak candidate since
center object name different
filename reveille reveillewav (audio) Possible but not strong
title, h1, My Summer Vacation telephoneicon.gif Weak candidate since
center object name different
filename telephoneicon telephoneicon.gif Possible but not strong
title, h1, My Summer Vacation aspenRdigeRoadWheatland.jpg Weak
center
p,i, h2 We had agreat time, and | got aspenRidgeRoadWheatland.jpg Possible but not strong
some nice shots with my new since scope does not
camera include media
filename aspen ridge road wheatland aspenRidgeRoadWhesatland.jpg Possible but not strong
alt Wisconsin where we stayed aspenRidgeRoadWhesatland.jpg Strong
title, h1, My Summer Vacation Mississippi_side_channel.jpg Weak candidate since
center object name different
filename Mississippi side channel Mississippi_side_channel.jpg Possible but not strong
h2 Look at the lush greenery along Mississippi_side_channel.jpg Possible but not strong by
the Mississippi! lack of scoping
title, h1, My Summer Vacation supremecourt.jpg Weak candidate since
center object name different
p, center, | Wewent to Washington and saw supremecourt.jpg Medium strength: object
h2 where John works. name different, but only
good candidate for this
image
filename supremecourt supremecourt.jpg Possible but not strong
center, b, We visited Mari.... supremecourt.jpg Weak because of
h2 intervening line break
title, h1, My Summer Vacation tycho_toy_00.jpg Weak candidate since
center object name different
center, b, We visited Mari.... tycho_toy 00.jpg Good because overlap on
h2 unusual word “Tycho”
filename Tycho toy 00 tycho_toy 00.jpg Possible but not strong
title, h1, My Summer Vacation desert_saguaro.jpg Weak candidate since
center object name different
center, b, We visited Mari.... desert_saguaro.jpg Medium: Image reference
h2 crosses another image, but
no text between images
filename Desert saguaro desert_saguaro.jpg Possible but not strong
h2,i Smith family pages — revised summervacation.gif Wesak since better
4/16/03 reference present
href (link) summer vacation2 summervacation.gif Strong since clickable
link
filename summervacation summervacation.gif Possible but not strong

under the image. This is helpful in recognizing, for instance, unusually short or long
captions. This effect can beimplemented by estimating default properties of the pages
of a site and comparing caption candidates against these. For instance, National
Geographic magazine tends to use multi-sentence captions in which the first sentence
describes the image and subsequent sentences give background.

Table 3 showsthe caption candidates obtained for Figure 1 using these principles.

Page Specification Languages beyond HTML

A variety of extensionsto HTML can provide Web page designers with features
in the direction of full programming languages. But generally these provide little
additional caption information. JavaScript provides user-interface capabilities, but its
mediareferencesaresimilartoHTML; it doesallow filenamesto beassigned to variables
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that must then be decoded to determine the referent. Java Server Pages (JSP), Active
Server Pages (ASP), and Java Servlets are popular extensions to HTML that support
dynamically created Web pages. But they do not provide anything new for media or
captions.

XML isincreasingly popular as alanguage for data exchange that uses the same
HTTP protocol asHTML. Mostly it isfor transfer of text and numeric data, though the
proposed SV G format will extend it to graphics. Media objects can be identified under
XML, however, and several kinds of captions can be attached to them.

Page Crawlers for Multimedia

TheWebislarge and it isnecessary to index caption-mediapairs well in advance
of queries, aswith thetext search engines. Thisrequiresaspecialized Web “crawler” or
“spider” (Heaton, 2002) to search for captioned media. It needs the usual tools of
crawlers,includingan HTML parser and aqueue of pagelinksfound, but canignore many
hyperlinkslike those to text pages and proprietary document formats, sinceitsjobisto
catalog medialinks. It may or may not examinefilesof pagemarkup languageslike PDF
(Adobe Acrobat) and PS (Postscript) depending on resources. These languages are
harder to interpret than HTML but do contain captioned images, and major search
engines like Google are now indexing them. A media crawler should also confirm the
existence and type of the mediait isindexing since there are plenty of mistakes about
these things on Web pages; such checking does not require loading the page.

Semantic Clues for Captions

The above methods will generate many candidate captions for media objects.
However, many of these will just betext that accidentally appears next to the media. So
at some point one must investigate the candidates more closely and ascertain their
meaning or semantics.

Word Semantics for Captions

Somewordsin captionssuggest depiction, and thus serve bothto confirmacaption
and help explain itsreferent. Table 4 shows some examples. Many nouns and verbs of
thiskind can be found from athesaurus system like Wordnet (Miller et al., 1990) asthe
subtypes (“ hyponyms”) in version 1.7 of “communication” in sense 2 (“ something that
iscommunicated by or to or between peopleor groups”), “representation” insense2 (“a
creation that isavisible or tangible rendering of someone or something”), “communi-
cate” insense 1 (“transmitinformation”), “communicate” insense2 (“transmit thoughts
orfeelings”), “represent” insense9 (“createimageor likenessof”), and “ show” in sense
4(“makevisibleor noticeable”), all of which represent important aspectsof what captions
provide. Inaddition, wordsrelating to space (places and | ocations) and time (eventsand
dates) are weak clues. Training data can suggest additional domain-dependent clue
words, likeanimal namesfor alibrary of animal images.

Thetenseof verbsin captionsisimportant, asgenerally present tensesrefer to both
themediaitself (e.g., “ Thepictureshows”) and depicted eventswithinit (e.g., “ President
congratulating award winners’ using the present participle). This includes present
progressivetenses, asin“ The President is congratul ating them” . Past tenses often refer
to undepicted eventsbeforethe state the mediadepicts, but arealso conventionally used
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Table 4. Example Word Clues for Captions

Nouns Verbs Prepositions

Images picture, photograph, front, top | shows above, beside

Audio sound, music, excerpt recorded | after, during
Video clip, movie, video taped after, during
Software | program, demo, simulation runs into, for

for depicted objectsinhistorical media, for example, “ The President addressed Congress
on January 18, 2003.” Future tenses usually give goals unachieved and undepicted in
themedia

Words can be more powerful clueswith alimited or “controlled” vocabulary for
describing media, likewhat librariansusein catal oging books, and this can be mandated
in building specialized media libraries. Such a vocabulary can be significantly less
ambiguous than unrestricted natural language, and its precise hierarchy permits unam-
biguous generalizations of terms for better keyword matching. Controlled-vocabulary
media retrieval systems have been implemented at the U.S. Library of Congress in
digitizingtheir mediaholdings(Arms, 1999) and at Getty ImagesL td. (Bjarnestam, 1998).
But it is not feasible on most World Wide Web pages where no central control affects
what is posted.

Structure of Referring Phrases

Individual words can be caption clues, but phrases can beeven better. Table5 gives
some examples. A specialized grammar canrecognizetheseand similar patterns. Thisis
“partial parsing,” parsing that need not analyze the whol e sentence, used frequently in
data mining applications. It must guess where a phrase starts, hel ped by indexing clue
words.

If full parsing of caption candidatesispossible (Guglielmo & Rowe, 1996; Srihari,
1995), another clueisthat captions are mostly grammatical noun phrases, for example,
“View of East Wing”. Verbs predominantly occur in theform of participles attached to
the head noun, for example, “ East Wing viewed from south,” unlike most English prose.
But a few captions use imperatives (like “ See at the left how we did it”) to direct the
reader’ sattention. Captions of other syntactic categoriesare usually cases of ellipsison
the head noun of a previous caption. For instance, “Mounted in a setting” after the
previous caption “ 1 carat diamond on cutting tool” means* 1 carat diamond mounted in
a setting”.

Not all wordsinacaptionareequally likely to berepresentedinthemedia, and media
search can bemoresuccessful if thisisexploited. Theimplicit speech act often associated
with descriptive captionsisthat the grammatical subjects of the caption correspond to
the principal objectswithinthe media(Rowe, 1994). For instance, “ Stuffed panther ina

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Exploiting Captions for Web Data Mining 129

Table 5. Example Linguistic Referring Phrases found in Captions

Phrase Restrictions Media type
“the X above’ X isviewable image
“the Figure shows X” X isviewable image
“Figure N: X” N isanumber, X isviewable image
“side view of X” X isviewable image
“X beside Y” X andY areviewable image
“look at the X” X isviewable image
“you can hear X” X isaudio audio
“listento X” X isaudio audio

“X then Y” X andY areaudio audio/video
“shows X doing Y” X isviewableand Y isaviewable act video

“X during Y” X andY areviewable acts imagel/video

museum case” has grammatical subject “panther,” and we would expect to see all of it

in the picture and probably centered in the picture; “museum” and “case” have no such

guarantee. By contrast, “ M useum case containing stuffed panther” impliesthat all of the
case can be seen clearly but not necessarily the panther. “Museum case and stuffed
panther” has acomposite subject and thus both should be visible. Exceptionsto thisare
undepictable abstract subjects, as in “Budget trimming in Washington”. Wordnet
permits quick checking if a subject isphysical.

Other grammatical constructs can suggest features of the media:

i Present-tense principal verbs of caption sentences, subject gerunds, and parti-
ciples attached to the principal noun can depict dynamic physical processes in
video, audio, and software; for example, “greeting” in “ President greeting digni-
taries” for video and “cutting” in “Lawnmower cutting grass” for audio.

i Direct objects of such verbs, gerunds, and participlesare usually fully depictedin
themediawhenthey are physical objects, like*computers” in*“ Studentsare using
computers” and “bins” in “Workers loading bins”.

i Objectsof physical-location prepositionsattached to the principal subject arealso
depicted in part (but not necessarily as awhole), like “case” in “ Stuffed panther
in museum case” . Example prepositionsare “within,” “beside,” “ outside of,” and
“with” when used to mean accompaniment.

i If the subject of acaption sentenceisan abstract term for amediaobject like* view”
or “audio,” objects of prepositionsor participlesattached to it are usually thetrue
subjects, asin “View of North Rim” and “ Scene showing damage to aircraft”.
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Figure 3. Classic Spatial Deixis Terms

Fuzzy Deixis

Special linguistic expressions (“spatial deixis") refer to spatial relationships be-
tween captions and images, video, or parts of them. An example is “the right picture
below”. Such expressions are often “fuzzy” in that they do not define a precise area but
associate a “suitability” at each point in aregion of space (Matsakis et al., 2001). For
instance, “below” defines a region downwards of some reference location, including
thingsupto 45 degreesto either side, but preferring thingsmorestraight bel ow. Themost
common spatial deixis terms are shown in Figure 3. It is important to distinguish the
“deicticcenter” or thereferencelocation of areferring expression, whichontheWeb page
isusually thecharactersof thetextitself. Butit canalso beapreviously referenced object
or set of objects, asin interpreting the word “right” in “the right picture below”.

Language of Dynamic Media

Video and audioinvolvechangesover time. So verbsand nounsreferring to change
are especially important in understanding them. Verbs involving physical motion like
“go” andinformationtransfer like“report” arecommonin describing video, asaretheir
participles and gerunds and other related nouns like “song” and “segment”. State-
changenounslike*" construction” areal socommoninvideo to summarizeactionsor their
results. Software media is usually described by a narrower range of dynamic terms.
Speech audioissimilar totext and can be captioned similarly, and musicaudioisusually
described only as a whole.

Mathematical Analysis of Clues
Which of these many clues about a caption candidate should we trust and how
much? We must quantify them to answer that.
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Filtering of Caption Candidates

Toreduce processing effort it ishel pful tofirst look for especially strong negative
cluestoruleout or “filter” caption candidates. Several mentioned above qualify: large
size of the candidate, small size of the media object, duplicate occurrence of the media
object, large distance of the candidate from the media object, and use of words very
specific to noncaption text like “download,” “click,” “http,” “index,” and “page”.

Filtering can recognize scope markers on caption-media connections. Lines (like
fromthe“hr” tagin Figure 2), graphics, and captions themselves partition aWeb page,
and caption-mediareferencesrarely crossthem. Sofor instancein Figure 1, thetext“We
visited Mari...” and the image “ supremecourt.jpg” prevent assigning the caption “We
had time...” to the images below “desert_saguaro.jpg” and “tycho00.jpg”. Exceptions
must be made for heading and title captions, which explicitly have broad scope, and
adjacent media objects without intervening text, which can share the same captions.

The order of cluefiltering isimportant for efficiency with large amounts of data.
Generally speaking, filters should be appliedin order of increasing val ues of theratio of
filter cost to filter-test failure probability, but full analysis can be complicated (Rowe,
1996).

Clue Strengths

To assess clue strengths, one model is that of “knowledge system” or “expert
system” devel opment (Stefik, 1995): Weexamine many Web pagesand hypothesizeclues
for them using our intuition. This works when clues are not subtle, and many useful
caption clues are obvious. Expert-system methodology is awell-developed branch of
artificial intelligence, and anumber of techniquesfromit canfacilitate our task here, such
asfunctional analysisof Web pages, use-case analysis, and validation and verification.
But expert quantification of clues is often the most difficult part of expert-systems
development, prone to numerous errors.

Another approach isto get statistics on alarge and representative sample of pages
onwhich captions are marked, and infer conditional probabilities of captions given the
clues. Specifically, for each of aset of Web pages, peoplemust identify the caption-media
pairs present; then for each clue k, calculate c/(c, + n,) where c, is the number of
occurrences of the cluein a caption and n, is the number of occurrences of the cluein
a noncaption. Clue appearances tend to be somewhat independent on Web pages
because the pages often contain a good deal of variety. Thus clue appearance can be

modeled as abinomial process with expected standard deviation \/c.n, /(c, +n,) . The

standard deviation can be used to judge whether a clue is statistically significant. A
conditional probability that istwo standard deviations away from the observed fraction
of captionsinthedatabaseis95% certainto besignificant, and onethat isthree standard
deviationsaway is99.6% certainto besignificant. Thisstandard deviationcriterionrules
out many potential clues, especially many word clues. Table 6 givessomeexampleclues
and their conditional probabilitiesin asample of Web pages (Rowe, 2002b) with 2,024
possible text-media pairsin which the text was adjacent to the media. 21.1% pairswere
confirmed to be caption-mediapairsduring exhaustive manual inspection, and statistical
significance was generously defined to be more than one standard deviation away from
0.211.
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Table 6. Sample Clues and their Strengths in a Test Set (Rowe, 2002b)

Clue Probability | Significant?
italics (<i>) 0.40 no
table datum (<td>) 0.47 yes
largest heading font (<h1>) 0.33 no
second largest heading font(<h2>) 0.49 yes
positive image words 0.31 yes
negative image words 0.19 no
positive caption words 0.31 yes
negative caption words 0.25 no
caption > 112 chars. 0.36 yes
caption < 31 chars. 0.15 yes
image diagonal > 330 0.28 yes
image diagonal < 141 0.09 yes
JPEG-format image 0.39 yes
GlIF-format image 0.09 yes
digit in image filename 0.25 no
4 digitsin image filename 0.40 yes
image in same directory as Web page | 0.23 no
Web page name endsin “/" 0.14 yes
.com site 0.19 no
.edu site 0.21 no
.org site 0.16 no
.mil site 0.33 yes
centered text (<center>) 0.06 yes
title (<title>) 0.34 yes
dternative text (<alt>) 0.35 no
text-anchor link (<a>) 0.65 yes
image filename 0.04 yes
caption-suggestive wording 0.47 yes

Rowe (2002b) did recall-precision analysis of theimportance of nine major catego-
ries of clues for image captions using arandom sample of Web pages. Results showed
that text-word clueswerethemost val uableinidentifying captions, followedin order by
captiontype, image format, wordsin common between the text and theimagefilename,
imagesi ze, use of digitsintheimagefilename, andimage-filenameword clues; distance
of the caption from the image was unhelpful in identifying a caption, at least for
candidates within 800 characters of the media reference. Similar analysis of easily-
cal culated featuresof images, including number of colors, saturation of colors, frequency
of the most common color, and averagelocal variationin color, showed that only image
sizewassignificantly helpful.

Someother factors can weight clues. For instance, the probability of caption given
aparticular wordinit dependsontheword’ srelativelocation: Depictivewordsare four
timesaslikely to occur early in the caption. Salton and Buckley (1988) provide auseful
survey of some other general factors such as term frequency, inverse document
frequency, term discrimination, and formulasincluding them.

Combining Evidence for a Caption-Media Pair
Best performance in identifying captions can be obtained by combining evidence
fromall availableclues. Thisisabasic principleof datamining (Witten & Frank, 2000),
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and several approaches are possible. One popular way isa*“linear model” in which we
take aweighted sum of the clue probabilities, and label the text as a caption if the sum
exceeds fixed threshold; linear regression can be used to find the best weights from a
training set. But thistends to overrate candidates that are strong on one clue and weak
on others.

A popular alternativeisthe multiplicative approach called Naive Bayes, which in
this case would estimate the probability of a caption as:

p(caption | clues) = p(cluel | caption) p(clue2 | caption) p(clue3 | caption)...p(caption) / p(clues)

wherep meansprobability, p(X|Y) meanstheprobability of X givenY, and* clues’ means
all cluestogether. Wetest whether thisnumber exceedsafixed threshold to decideif some
giventextisacaption. The probabilitieson theright side can be obtained from statistics
on atraining set and are reliable given sufficient examples. This approach has the
disadvantage of penalizing captionsfor oneweak clue, which can be unfair for theless-
certain clues. So the linear model idea can be embedded in the calculation by taking a
weighted sum of several related weak clues, then using that sum in the product. This
seemstowork better for many applicationsthan apurelinear model or Naive Bayesmodel.

Setting the threshold for both approaches is a classic problem of trading off
precision andrecall. Here precision meansthe fraction of the captionsidentified by the
method that were actually captions, and recall means the fraction of the captions
identified by the method of all the actual captionsin the test set. If we value precision,
we should set the threshold high; if we valuerecall, we should set the threshold low. In
general, we must choose a threshold somewhere in between.

Adjusting Caption-Media Probabilities from their Context

Context should al so affect the probability of acaption-mediapair. For instance, in
Figure 1 the paragraph “We visited Mari...” could go with either the images above or
below. But the presence of stronger caption candidates for theimages above — thetext
beside the vegetation pictures and above the Supreme Court picture — argues against
further captionsfor thoseimages. In general, strong candidate captionsfor somemedia
object decreasethelikelihoods of other candidates. Thiscan be model ed mathematically
by normalizing likelihoods (dividing the likelihoods by their sum) over all candidate
captions on an image and/or normalizing likelihoods over all images that could be
associated with a caption.

Another context i ssueisthat mediaobjectsonthe samepage or at the samesitetend
to be captioned similarly inlocation and style, as mentioned earlier. We can model this
by increasingthelikelihoodsof caption-mediapairsthat are consistent with those of their
neighbors on the same page or same site. Likelihood changes can be done gradually in
several cyclesin a“relaxation” process from which a consensus gradually emerges.

Obtaining Training and Test Data from the Web

A problem for a statistics-based approach is that it needs a random sample of the
Web. This is difficult because the Web is deliberately decentralized and has no
comprehensiveindex. Browsersindex the contents of pages, but do not providelistings
of page links. One approach isto pick some known pages and do arandom search from
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there, preferably a depth-first search on randomly chosen links to traverse a greater
variety of pages (Rowe, 2002b). But pageswith many linkstothem aremorelikely to be
visited thisway, especially index pages unrepresentative of asite. It would be better to
observe the pages visited by a random set of users over a period of time, but that is
difficult.

An alternative requiring less initial data could be to use “bootstrapping,” a
technique helpful in large data mining projects. Using an initial set of clues and their
rough probability estimates obtained from an expert, one can rank caption-mediapairs
found by a semi-random search. The highest-rated caption-media pairs (say those
ranking in the upper 10%) can be assumed to be captions, and conditional probabilities
calculated on them. Resume searching randomly, now ranking new pages with revised
clueprobabilitiesfor those cluesshownto be statistically significant. Repeat the process
of revising the probabilities several times, adding and dropping both clues and caption-
media pairs aswe proceed in akind of feedback process. Eventually one has examined
alarge number of pages and obtained reliable clue probabilities.

MAPPING CAPTIONSTO MULTIMEDIA

Once we have identified a caption and an associated media object, we can match
them or find the mapping between them. Thejustification for captioned mediaisthat two
modalitiesoften provideinformation moreefficiently than onemodality could (Heidorn,
1997), but the information needs to be integrated. Evidence suggests that images are
valuable in understanding natural-language utterances, independent of captions, by
creating mental pictures and suggesting inferences about them (DiManzo, Adorni &
Giunchiglia, 1986). Studies have shown eye movements in people comprehending
descriptions of imaginary things (Spivey, 2000).

Studies of users have shown that they usually consider media data as “ depicting”
aset of objects (Armitage & Enser, 1997; Jorgensen, 1998) rather than a set of textures
arranged in space or time. There are thus three concepts in any caption situation: real-
world objects, themediaobjectsrepresenting thereal -world objects, and the caption that
referencesthemediaobjectsand relatesthemto thereal -world objects. It shoul d be noted
that mediaaccessisusually just one part of theinformation that users seek: A user must
be assigned to appropriate mediawith an appropriately chosen mix of methods (Srihari,
Zhang & Rao, 2000).

“Deictic” isalinguisticterm for expressionswhose meaning requiresassimilation
of information from areferent outside the expression itself. Thus captions are deictic.
Several theorieshave been proposed asto how variouskindsof linguistic structuresmap
tocharacteristicsof their referent. Good work in particul ar hasbeen doneonthe physical
constraintsentailed by spatial linguistic expressions(Di Tomasoetal., 1998; Giuchiglia
etal., 1996; Mukerjee, 1998; Pineda& Garza, 2000). Unfortunately, few captionsonthe
Web use spatial expressions. In the 1716 training examples of Web captions found by
random search in Rowe (2002b), there were only 123 occurrences of any of the terms
“right,” “left,” “above,” “below,” “beneath,” “beside,” “ opposite,” “nextto,” “side of,”
and “diagonal;” of these, only 33 referred to pictures as a whole and 36 referred to
components of pictures. So Web caption interpretation should focus on other linguistic
phenomena.
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Correspondence in General between Captions and Media

Several kindsof relationshipsare possible between mediaand their captions. These
can apply separately to each sentence of a multi-sentence caption.

. Component-depictive: The caption describes objects and/or processes that map
toparticular partsof themedia. Thisisthetraditional narrow meaning of “caption”.
For instance, a caption “ President greeting dignitaries” with a picture that shows
a President, several other people, and handshaking postures. Such captions are
common, and are especially helpful when analogy and contrast of parts distin-
guishes media objects, aswith botanical images (Heidorn, 1999).

. Whole-depictive: The caption describes the media as a whole. This is often
signalled by media-typewordslike“view,” “clip,” and “recording” . For instance,
acaption “Recording of blue whale calls 8/12/92" with some audio.

. [llustrative-example: The media presents only an example of the phenomenon
described by the caption. This occurs for captions too abstract to be depicted
directly; for instance, “Labor unrest in the early 20" century” with a picture of a
labor demonstrationfrom 1910.

. Metaphorical: The mediarepresents something anal ogousto the caption but does
not depict it or describe it. For instance, the caption “Modern American poetry”
withapicture of sometrees. Variationson thiskind of relationship occur with media
that evoke emotional responses, like the caption “Stop police brutality” with a
picture of police standingin aline.

. Background: The media represents some real phenomenon, but the caption only
gives background information about it. For instance, the caption “ The Civil War
caused inflation” with aportrait of Abraham Lincoln. The house style of National
Geographic magazineisgenerally to haveall sentencesof acaption except thefirst
to be of thiskind.

These distinctions are important because only with the first two does the text
directly describe the media, and only with the first can prediction of the components of
the mediabe donefrom the caption. M ost research hasfocused on component-depictive
captions. Within these there is considerable variation in content. Some captions focus
more on the objectswithinthe media, and somefocusmoreon relationshipsor processes
involvingtheobjects. Some captionsfocuson small detail sthat are of special importance.
Thetotal amount of detail can vary too; the World Wide Web Consortium recommends
using both short captions and long captions together (WTC, 2003). So we cannot in
general assume much about what a caption covers.

Media Properties and Structure

Whole-depictive caption sentences refer to the aggregate characteristics of the
associated media object. Table 7 gives some examples. These can help distinguish
between media objects matching a caption and avoid obviously incorrect matches by
calculating properties of the media objects.

Many of the caption words that refer to such features are fuzzy, associated with a
degree of suitability that is afunction of position in arange of values. For instance, a
pictureis“big” with aprobability that ismonotonically increasing with the length of its
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Table 7. Sample Aggregate Properties of Media Objects

Property Media Type Example Caption Phrase
size image, video big picture

scae image, video, audio, software closeup video
duration video, audio, software longer clip

color image, video, software infrared image
brightness image, video dark view

loudness video, audio busy excerpt
texture image, video, audio high-contrast image
shape image, video, software narrow photo
sound quality video, audio tinny recording
valuation image, video, audio, software difficult game

diagonal in pixels, say by aformulalike d¥ (10000 + d?). Fuzzy terms are often context-
dependent, so for instance a big icon is smaller than a big photograph. But thisisless
aproblem in the restricted world of Web pages, with its narrow range of dimensions,
durations, display parameters, and soforth, thanitisfor thereal world. Formulasfor fuzzy
guantities can be obtained by tests with users.

Mediaobjectsalso haveastructure that can bereferenced by component-depictive
caption sentences. Although we have argued here that captions are the easiest way to
understand media on the Web, there will always be valuable information in the sub-
objects of amediaobject that captions do not think to convey. Images, audio, and video
represent multidimensional spaces, and one can measure intensity of the signal at
locations in those spaces. The gradient magnitude, or local change in the intensity, is
an excellent clueto theboundariesbetween sub-objectsin mediaobjects. Color changes
in an image suggest separate objects; changes in the frequency-intensity plot of audio
suggest beginnings and ends of sounds (Blum et al., 1997); and many simultaneous
changes between corresponding locations in two video frames suggest a new shot
(Hauptmann & Witbrock, 1997). Partition of amediaobject into meaningful sub-objects
is“segmentation” (Russ, 1995), and is central to many kinds of content analysis. But
despite years of research, segmentation isnot especially reliable because of the variety
of the phenomena it must address. And when we have objects of multiple colors or
textures, like a panther with spots or a beach with varying textures of gravel, domain-
dependent knowledge must be used to group segmented regions into larger objects.
Human faces are aclassic example: Eyes, mouths, and hair contrast strongly with flesh.

Figure4 showsan exampl e of image segmentation, for thebottom leftimagein Figure 1.
TheCanny algorithm (Russ, 1995) wasapplied separately tothered, green, and blueimage
components of the original color image, and a union taken of the resulting region-
partition edge cells. Dilation and erosion operations were used to simplify the segmen-
tation and reduce noise. White represents areas in which significant changesin color
arepresent for adjacent pixels; both white and black regions of theimage can correspond
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to objects. It can be observed that faces were extracted but not all their features. The
widely varying colors of the child’s clothes and toy caused difficulties for the segmen-
tation asit merged them with furniture.

Figure5 showsan exampleof natural audio spectrum, asonar recording from deep-
seasensors. The horizontal axisistime (the whole picture covers several minutes) and
the vertical axis the frequency in the range one cycle-per-second to 128 cycles-per-
second. Segmentation could extract the whale calls (the angled shapes in the upper
frequencies), earthquakes (inthelower frequencies) and calibration signal s (the episode
toward the right end).

Table8showsthestructureof somevideo, the CNN Headline Newsbroadcast from
5:30PM to5:45PM EST onMay 4,2003. Televisionvideoishierarchically structured with
strict timing constraints, and this structure can be inferred and exploited to understand
what isgoing on (Gao, Xin & Xi, 2002).

Additional constraints can be exploited to understand mediabecause media space
obeysadditional laws. For instance, objectscloser to acameraappear larger, and gravity
is downward, so inferences can often be made about distance to objects and support
relationships between them in images. For video, objectsin motion can be assumed to
continuethat motion unlessexplicitly prevented. For audio, many natural soundsdecay
exponentially in intensity when their cause is removed.

The subject of amedia object can often be inferred even without a caption (Rowe,
2002a). Media on the Web are rarely selected at random, but rather are intended to
illustrate something. The subject or subjects must be clear to accomplish this purpose.
That meansthey aretypically near the center of themediaspace, not “ cut off” or touching

Figure 4. A Segmentation of the Lower Left Picturein Figure 1

Figure 5. Example of Sonar Recording; Time is Horizontal Axis and Frequency is
Vertical Axis
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edges of the media space, and well distinguished from nearby regions in intensity or
texture. These criteriaallow usto focus content analysis on the most important parts of
the media object and thereby better match captions. They also provide another useful
criterion for rating caption-media pairs, the size of the subject within the mediaobject,
since people generally prefer a higher-resolution representation of a subject.

Special Cases of Caption-Media Correspondence

While finding the caption-media correspondence for component-depictive cap-
tionscan bedifficultingeneral, thereare several easier subcases. Oneistherecognition
and naming of facesin animage usingits caption (Houghton, 1999; Satoh, Nakamura &
Kanda, 1999; Srihari, 1995). Names are distinctive capitalized structuresin text, often

Table 8. Video Structure of 15 Minutes of a Television Newscast

High-level structure

Medium-level structure

Low-level structure (partial)

Introduction 30.0: Headlines
30.5: Short summaries
Stories 31.5: First story: Iragi weapons Shot 1: 7 sec.
Shot 2: 7 sec.
Shot 3: 11 sec.
Shot 4: 30 sec.
Shot 5: 12 sec.
Shot 6: 8 sec.
Shot 7: 7 sec.
33.0: Second story: Secretary of | Shot 1: 21 sec.
Defense discussing detainees Shot 2: 57 sec.
Shot 3: 9 sec.
34.5: Third story: Democratic Shot 1: 8 sec.
Presidential debate Shot 2: 3 sec.
Shot 3: 5 sec.
Shot 4:; 3 sec.
35.0: Fourth story: Shuttle Shot 1: 6 sec.
astronauts Shot 2: 9 sec.
Shot 3: 8 sec.
Shot 4: 2 sec.
Advertisements 35.5: Teasers Shot 1: 5 sec.
Shot 2: 6 sec.
Shot 3: 13 sec.
Shot 4: 8 sec.

36.0: Commercial advertisements

Stories

38.0: Weather

39.5: Fifth story

40.0: Sixth story

40.5: Seventh story

41.0: Sportsstory 1

41.5 Sports story 2

42.0 Sports story 3

42.5 Sports stories 4 and 5
43.0 Sports story 6

Advertisements

43.5 Teasers

44.0 Commercial advertisements
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associated with special wordslike“Mr.,” “Prof.,” and“ President” . Facesaredistinctive
visual featuresin images, with a distinctive range of flesh tones, and distinctive eye,
mouth, and hair featuresin arather narrow range of geometric configurations. So good
candidate names and faces can be extracted from captions and images with lesstrouble
than many other features. Name-face mappings can be disambiguated using visual-
property and spatial-reference termsin the caption and looking to corresponding clues
in the media and other captions. For instance, video of atelevision newscast showing
a face often contains the spoken name, the name in the closed-caption, and the name
written in graphics on the screen.

Similarly, dates and locations for associated media can often be extracted from
captions with simple rules (Smith, 2002). Another important special caseis captioned
graphics, since the structure of graphicsis easier to infer than the structure of camera
images (Anderson & McCartney, 2003; Rajagopal an, 1996). Graphic objectslikelines,
polygons, and textures can map to particular caption words, and common sense or
experiencecan often givematch criteria. For instance, thin solidlinesonamap often map
to roads, circles to towns, numbers to numbers of roads, and text strings to names of
towns. The proposed SV G image format has received considerableinterest recently as
aWeb vector-graphicsformat that should be faster to download than current Web image
formats, but is also easier to map to captions than the standard image formats (Arah,
2003).

L earning Connections between Captions and Media

The general case of matching component-depictive captionsto media must match
words of a caption to regions of the media. This must take into account the properties
of the words, the properties of the regions, and the constraintsrelating them, and try to
find the best matches. Statistical methods similar to those for identifying clues for
captions can be used, except that we must now consider many different conceptual
categories for which to assign words and regions, entailing problems of obtaining
enough data. Graph matching methods (Gold & Rangarajan, 1996) can be used to
efficiently match a subgraph of the semantic network corresponding to the caption to a
subgraph corresponding to the media. Rel axation techniques, useful for many problems
invision, arehelpful for this. Also hel pful are advance knowledge about the settingsand
backgrounds of thingsdescribedin captions(Sproat, 2001). For instance, when acaption
says “President speaking” we expect to see a man in a suit with a microphone and a
podium with insignia, and people seated or standing nearby.

To reduce the problem of manually specifying detailed knowledge about object
appearance under many different conditions, machine-learning methods may help.
Barnard et al. (2002) proposel earning associations between wordsand image regionsby
using statistics over atraining set of image-caption pairs, analogous to the | earning of
word associations in language understanding. Roy (2000, 2001) learns word-image
associations, syntactic constraints, and semantic constraints from spoken descriptions
inimitation of child languagelearning. Case-based or “best-match” reasoning can help
withtheselearning tasksbecauseinstancesof an object often cluster in multidimensional
featurespace(Barnard, Duygulu & Forsyth, 2001). Both approachesareexciting because
they would permit much of the necessary data for caption understanding and mapping
to be learned automatically from large data sets. But much more work needsto be done
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because both methods depend on high-quality caption and image processing. For
instance, they will not work for Figure 4 because neither “tycho” (the child) nor “toy”
in the name of the image file corresponds to a clear region of the image.

Dynamic Phenomena in Media and Media Sequences

Additional phenomena occur with mediathat extend over time (video, audio, and
software). Physical-motion verbs and nouns can be depicted directly rather than just
their subjects and objects, as with “Running leopard”. As a start, dynamic phenomena
can be categorized astranslational (e.g., “go”), configurational (“develop”), property-
change (“lighten”), relationship-change (“fall”), social (“report”), or existential (“ap-
pear”). Each needs domain-dependent knowledge to recognize in the media object.

Media objects also can occur in sets that are displayed on a page as sequences or
structuresin which position isimportant. Some examples are:

. Themediaareinincreasingorder of time. For instance, pi cturesmay show key steps
of aceremony.

. The media represent different locations in some physical space. For instance,
pictures may show New Y ear’s celebrations.

. The mediaillustrate a hierarchy of concepts. For instance, pictures may show a
vehicle and its components.

. The mediarepresent functional or causal sequences. For instance, avisual repair
manual for avehicle may show the parts before and after disassembly.

. Media sets and sequences can also be embedded in other sets and sequences.

Such structures provide additional implicit semantics that can be exploited for
retrieval. For instance, recognition that aset of picturesisintimesequenceishelpful for
retrieval when timeis specified in a query even when the captions say nothing.

CONCLUSIONS

Multimediais an increasing presence on the World Wide Web as a more natural
match to the multimodality of humansthan text. Captionsusually provide an easier way
to automatically understand mediathan mediacontent analysis, whichisoften problem-
atic and inconsistent. On the Web, something like a caption isusually nearby if we can
recognize it. But there are ambiguities in what constitutes a caption, problems in
interpreting the caption, problemsin understanding multiple captions onthe same object
and multiple objectsfor the same caption, problemsin understanding the media, at | east
superficially, and problemsinmatching the captiontothe media. A key issueishow deep
an understanding is necessary of captionsand mediato providereliableindexing. This
chapter suggests that much can be done without detailed understanding, but high-
accuracy systems require more.

Weenvision futuremultimedia-retrieval technology asnot much different fromthat
of the present, just better. Keyword search will continue to provide the easiest access,
and text will remain important to explain media objects on Web pages. Asthis chapter
has shown, progress has been made in recent years on many technical issues needed to
improve performance. Now avariety of resultsand toolsareavailablefor those building
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useful systems that permit us to illustrate articles, books, and presentations with
perfectly matched pictures, sounds, video clips, and demonstrati on programsenhancing
their information content.
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ABSTRACT

The natural immune system exhibits many properties that are of interest to the area of
Web mining. Of particular interest is the dynamic nature of the immune system when
compared with the dynamic nature of mining information from the Web. As part of a
larger project to construct a large-scale dynamic Web-mining system, this chapter
reportsinitial work on constructing an e-mail classifier system. The Artificial Immune
System for e-mail Classification (AISEC) is described in detail and compared with a
traditional approach of naive Bayesian classification. Results reported compare
favorably with the Bayesian approach and this chapter highlights how the Danger
Theory from immunology can be used to further improve the performance of such an
artificial immune system.
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INTRODUCTION

Web-miningisanumbrellaterm used to describethree quitedifferent typesof data
mining, namely content mining, usage mining and structure mining (Chakrabarti, 2003).
Of these, weare concerned with Web content mining, which Linoff and Perry (2001) define
as“ the process of extracting useful information from the text, images and other forms
of content that make up the pages” (p. 22).

Thework in this chapter is concerned with performing text mining on the Web for
the purposes of classification, but thisis a hard task to achieve well. Firstly, the data
contained on Web pages may be low quality, noisy and inconsistent in format, and
secondly, the problem space may bevast. Asof August 2003 the I nternet’ slargest search
engine, Google, indexes3.3x10° Web pages (Google, 2003). Finally, the easewithwhich
pages are published, moved or removed givesrise to an extremely dynamic medium.

It is our ultimate goal to construct a system to mine from the Web pages that the
user will find interesting. That is, the user may consider them novel, surprising or
unexpected. Thisisaslightly different problem fromtheclassic classificationtask, asthe
class assigned to the page will depend not only onits content, but some current context.
Work in Liu, Ma and Yu (2001) describes a system to mine surprising pages from
competitors’ Websites. At ahigh level it is possible that we may take inspiration from
this, such asusing apiece of user-specified informationtoinfer the subject on whichthe
user requires information and the interestingness of the retrieved result and thus lead
tofuturework. Statistical techniquessuch asanaive Bayesian algorithm (Mitchell, 1997)
have proved successful when used for the classic classification task, but we proposethe
useof asystemwebelieve may bemoreadaptablethan aBayesianalgorithm: an Artificial
Immune System.

Over thelast few years, Artificial Immune Systems (AlS) have becomeanincreas-
ingly popular machine-learning paradigm. Inspired by the mammalianimmune system,
AI'S seek to use observed immune components and processes as metaphors to produce
algorithms. Thesealgorithmsencapsul ate anumber of desirable propertiesof the natural
immune system and are turned towards solving problemsin avast collection of domains
(deCastro & Timmis, 2002). There are a number of motivations for using the immune
system as inspiration for both data mining and Web mining algorithms, which include
recognition, diversity, memory, self-regulation, and learning (Dasgupta, 1999). Being
based onan AlSalgorithm, by itsvery naturethesystemwill preservegeneralization and
forget littleusedinformation; thusgiving asystem such asthistheability todynamically
calculate interestingness based on context and adapt to changing user preferences.
Being an adaptivelearning system, it will not require expert set-up; instead it will learn,
for example, aparticular intranet structure and tailor itself to users' tastes.

Initself, an AlS based Web mining system would be a significant advancein the
field of immuneinspired algorithms. However itisour ultimategoal to gofurther thanthe
areas of both Web mining and artificial immune systems have to date, by taking
inspirationfrom animmunol ogical theory called“ Danger theory” (Matzinger, 2002a). We
believe that algorithms inspired by this theory are suited to continuous learning tasks
on large and dynamically changing data sets. In this theory, an immune response is
launched based on a notion of perceived danger based on a current context, thus
inspiring the context-dependent measure of interestingnessrequiredinthefinal system.
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Thescalability of immune based systemshasbeen called into question (Kim & Bentley,
2001), andwebelievethenotion of alocalizedimmuneresponseinthe Danger theory may
offer some solutionsby only activating theimmuneal gorithm within context-dependent
areas, asexplained |ater.

Now that our final goal, aWeb miningtool toretrieveinterestinginformation from
the Web, is defined, there are anumber of stepswe must take to reach it. Thefirstisto
show that animmunebased al gorithm can successfully perform atext mining task for the
purposes of classification with an accuracy comparableto that of a standard technique
such as a naive Bayesian classifier. In this chapter we use awell known probabilistic
technique, a naive Bayesian classifier, for the purposes of comparison. This is a
necessary step, asthere are few referencesin the literature to turning immune inspired
techniquesto such atask. Oneexceptionis Twycross(2002) but thesignificant difference
to thisiswe propose a system for continuous learning, thus making just thisfirst stage
asignificant advance for the field which we can use as a step towards a Danger theory
inspired system.

Thealgorithmnamed“ AISEC” (Artificial Immune Systemfor E-mail Classification)
describedinthischapter isanovel immuneal gorithm specifically designed for text mining
and, assuch, afirst step towardsour goal. Inthefollowing pageswe begin by describing
in alittle more detail the background to the project, including an explanation of the
artificial immune system paradigm and the Danger theory. We then describe the
implementation and testing of the AISEC system, our first step towards the realization
of animmuneinspired Web content mining system. Finally, we conclude by discussing
how the work in this chapter contributes to our goal, the strengths of an AISEC-like
system, possibleimprovementsand our ideasfor thefuture of Web mining usingimmune
inspired metaphors.

BACKGROUND

Although research into AIS began in the realm of computer security for virus
detection and suchlike, some Al S based algorithmslend themselves particularly well to
data mining, such as those described in Hunt and Cooke (1996). Watkins and Timmis
(2002) describetheartificial immunesystem AIRS, whichwasshownto classify test data
with an accuracy comparabl e to many standard algorithms. For asummary of anumber
of immuneinspired algorithmsfor datamining, thereader isdirected to Timmisand Knight
(2002). Onesinglereferencecan currently befoundintheliteratureto animmuneinspired
system for text mining. Twycross (2002) details an AlS for classification of HTML
documentsintotwo classes: thosewhichwereon agiventopicor not. Thealgorithmwas
tested on pagestaken from the Syskill and Webert Web Page Ratingsfrom the UCI data
repository (Blake & Merz, 1998). Thisdataset consists of HTML pages, each on one of
four different topics. Thetask wasfor thisimmuneinspired systemto predictif anunseen
pagewason agiventopic or not when the system wastrai ned using anumber of example
pages. The system was compared with anaive Bayesian classifier and achieved ahigher
predictiveaccuracy inthreeout of four domains. Theresultsshowed that the systemwas
relatively insensitivetothe size of thetraining set, whichwasin contrast to the Bayesian
system with which it was compared.
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Artificial Immune Systems

Before we continue, we would like to briefly describe the important parts of an
artificial immunesysteminthecontext of the natural immune system. Throughout wewill
only concentrate on the elements of theimmune system relevant to the AISEC classifi-
cation system described here. For a more general review of the immunology behind
artificial immune systemsthereader isdirected towardstheliterature such as Sompayrac
(1999).

Themammalianimmunesystemworksat threedistinct levels, physical barriers(e.g.,
skin), theinnateimmune system and the adaptiveimmunesystem. Al Shereare concerned
with the latter, as only this exhibits the desirable properties for a computational
intelligence system such as learning and memory. The natural immune system is based
around aset of immunecellscalled lymphocytesand it isthe manipul ation of populations
of these by various processes that gives the system its dynamic nature.

From a data mining perspective, an important component of a natural immune
system is areceptor. These receptors are found on the surface of immune cells of the
adaptiveimmune system called B-cellsand T-cells, collectively known aslymphocytes.
Each receptor is unique in shape and capable of binding to aslightly different range of
molecular patterns from others. Typically, areceptor (Figure 1) will bind to proteins
expressed on the surface of an invading cell, and any object capable of binding to one
of thesereceptorsby chemical interactionsiscalled an antigen. A subset of theantigens
are those that can harm the host, such as viruses and bacteria, and are referred to as
pathogens. Similarly, at the core of an AlSisaset of immune cells, each described by a
feature vector (Figure 1). The cell will represent a point in the solution space; anotion
biologists refer to as alocation in shape space (Figure 2C). In the system described in
this chapter, the antigens are the objects to be classified and typically use the same
representation as the immune cells, that is, afeature vector.

An affinity function may be defined to determine a measure of similarity between
an immune cell and an antigen or between two immune cells. If the value calculated is
greater than a threshold the antigen is said to be within the recognition region of the
immune cell or that the lymphocyte will recognize the antigen. Thisreflectsthe natural
system inwhich regions of complementarity are needed to provide enough el ectromag-
netic force between an antibody’s receptor and an antigen to pull these two cells
together. InFigure 1, for example, theregion of complementarity extendsover theentire
length of the receptor. The match between the receptor and antigen need not be exact
and so when a binding takes place it does so with a certain strength, called an affinity.
Thesetermsare described diagrammatically in Figure 2.

Having discussed the representation of a lymphocyte and a notion of similarity
between lymphocytes and antigens, we can now describe the processes that manipul ate
populations of these lymphocytes. We begin with the process by which lymphocytes
arecreated. Thiscreation occursinthebonemarrow, andthenewly created lymphocytes
are known as naive lymphocytes, as they have not yet become stimulated. During
generation, the shape of the cell’ s receptor is dictated by a random concatenation of
different gene components. The receptor does require a basic shape to function and so
elements taken from libraries of genes are used to encode the relevant parts of the
receptor. Itisthejob of genelibrary algorithmsto generate repertoires of immunecells.
These gene libraries are used where the feature vector requires a certain structure,
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Figurel. Analogy between B-Cell Receptor and Artificial Immune Cell Feature Vector
(Thefeaturevector for theartificial cellscould, for example, beaBoolean representation
representing the presence or absence of words in a document.)
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Figure2. (A) DepictsaLymphocyte (L) Binding with High Affinity to an Antigen (Ag,);
(B) DepictsaBinding between an Antigen (Ag,) with Fewer Regionsof Complementarity
Compared with the Same Lymphocyte (This results in a bind with lower affinity, and
so L may not become activated by Ag,). (C) shows the relative positions of L and the
complement of Ag, and Ag, in shape space. (Ag, is recognized by L, as the affinity
between the two is higher than the affinity threshold.)
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discrete or symbolic values are required or random generation of the feature vector is
otherwiseinappropriate.

Upon activation, thetwo typesof lymphocyteswill behavedifferently. Considering
firstaB-cell, whosejobitistotag anantigenfor destruction, thisB-cell must bind tightly
to the antigen and stay bound until the antigen can be destroyed. It is quite possible for
no B-cellsin the body to have high enough affinity to bind. For thisreason, an activated
B-cell will begin a process of cloning and receptor mutation called clonal selection.
Strong sel ectivepressuresduring thisproliferation process havetheeffect of maximizing
affinity with the antigen and so increasing the effectiveness of theimmuneresponse. In
the AISworld, an activated immune cell may adapt to new datain asimilar way. Upon
activation, the artificial cell may undergo a process of cloning with arate proportional
totheantigenic affinity. Each new cloneismutated with arateinversely proportional to
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Figure 3. (A) Cell Receptor Matches Pattern Belonging to the Host, Cell is Removed
by Negative Selection; (B) Cell Receptor does not Match Antigenic Shape and so Cell
is Left Unstimulated; (C) Cell Receptor Matches Foreign Antigenic Shape (unlike cell
in B) and so is Selected for Cloning (Cell becomes activated and produces clones, some
of which become memory cells. A modified version of a diagram from deCastro and
Timmis (2002).)
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the affinity with the antigen. Both of these processes have the goal of moving the cell
closer to the antigen within the solution space. An adaptation process such as thisis
acommon paradigm found in many evolutionary algorithms, but asexual reproduction
and mutation with rate dependent on some fitness measure are an important difference
between AlSandthese others. After theactivation, afew cloneswith high affinitieswill
live on to provide some memory of the event in the form of memory cells, although this
issill apoint for debate. The process described above is summarized by Figure 3.
Thefact that alymphocyte may bind to any cell comeswith aproblem: If when T-
cells (the body’ s powerful adaptive killers) are produced their receptor isin arandom
configuration, why do these not bind to cells of the host? In the natural system the body
is purged of these cells before they are able to circulate and initiate an auto-immune
response by a process called negative selection (Forrest, Perelson, Allen & Cherukuri,
1994), asdepicted in Figure 3. Immature T-cells maturein apart of the body called the
thymus where the chance of encountering aforeign antigen is negligible. Whilein the
thymustheseyoung T-cellswill die upon binding with anything, and soit can beassumed
that the only cells ableto leave as mature cells are those that are not capabl e of binding
to cells of the host. We say they are only capable of binding with non-self. Negative
selection isamajor component in anumber of AlSalgorithms. Inthese, aset of cellsis
compared against a set of patterns corresponding to self and the resulting affinities
evaluated. Any antibody with a high affinity to an element of this self set will be
eliminated, thus | eaving antibodies capabl e of recognizing only non-self examples.
Thethymusisone small part of the host and it would be impossible to remove all
potentially self-reactive cells based on negative selection alone because not all “self”
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patternsmay bepresent. Thetwo-signal model asdescribed in Matzinger (2002b) isused
for purging self-reactive cellsoncethey haveleft thethymus. A T-cell needstwo signals
to become activated. The recognition of an antigen by a T-cell issaid to be signal one;
the second signal or co-stimulation signal isaconfirmation andisgivento the T-cell by
an antigen presenting cell upon proper presentation of the antigen. If the T-cell has
received signal one in the absence of signal two, it has bound to a cell not properly
presented, assumed to be part of the host and the T-cell isremoved. This extralayer of
protection allows potentially self-reactive cellsto roam the body without beginning an
autoimmune reaction.

Danger Theory

Asdescribedintheintroductionitisour goal totakeinspirationfromatheory called
the Danger theory to realize a unique Web mining system for discovery of interesting
information. There are currently few AlS publications that even mention the existence
of Danger theory. Notable exceptionsare Williamson (2002) in which theauthor mentions
Danger theory inasmall section, and Aickelinand Cayzer (2002), whichiscurrently the
only paper dedicated to discussing the potential application of Danger theory to AlS.
Now that we have explained the traditional view of the immune system, we can briefly
describe the Danger theory, why it is significant and how we may put it to use.

Widely attributed to Polly Matzinger, the Danger theory (M atzinger, 2002a, 2002b)
attempts to explain the nature and workings of an observed immune response in away
different fromthemoretraditional view. Thisview isthatimmunecellscannot attack their
host because any cells capable of doing so are deleted as part of their maturation by
negative selection. However, thisview has come under some criticism, as observations
demonstrate that it may sometimes be necessary for the body to attack itself, and
conversely the immune system may not attack cells it knows to be foreign. Matzinger
argues that amore plausible way to describe the triggering of animmuneresponseisa
reaction to a stimulus the body considers harmful. This is conceptually a very small
changebut acompl eteparadigm shiftinthefield of immunology (Anderson & Matzinger,
2000). Thismodel allowsforeignandimmunecellsto exist together, asituationimpossible
in thetraditional standpoint. However, when under attack, cells dying unnaturally may
releaseadanger signal (Gallucci & Matzinger, 2001) that dispersesto cover asmall area
aroundthat cell: adanger area. Itiswithinthisand only withinthisareathat theimmune
system becomes active and will concentrate its attack against any antigen within it.

Asthe immune response is initiated by the tissues themselves in the form of the
release of danger signal, itisthought that the nature of thisresponse may al so be dictated
by the tissues, another immunological paradigm shift. It haslong been known that in a
given part of the body animmune response of one class may be efficient, but in another
may harm the host. Different types of danger signals may influence the type of immune
response. Thisgivesriseto anotion that tissues protect themsel ves and use theimmune
system to do so and is in stark contrast to the traditional viewpoint in which the roles
arereversed and it is the immune system’ s role to protect tissues. There is still much
debate in the immunological world as to whether the Danger theory is the correct
explanation for observed immune function, but if the Danger theory isagood metaphor
on which to base an artificial immune system then it can be exploited.
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Danger Theory and Artificial Immune Systems

The concepts we identify in the Danger theory that we believe are of use are a
context-dependent and localized response, the class of which may be determined also
based on context. Firstly, the natural immune system reactsto adanger signal, butinan
AlSthissignal may signify almost anything. For example, in network security, ahost may
raiseadanger signal if itisattacked, butinatext mining context, assuggested by Aickelin
and Cayzer (2002), we may raise an “interesting document” signal, or in the context of
e-mail classificationa“mailbox isfull” signal may beappropriate. Thissignal, whatever
its nature, will be raised based on a current context, where this context may be some
measure of interestingness or mailbox capacity for the above examples, which may
change on a day-to-day basis. Furthermore, in the natural immune system when a cell
beginsto release a danger signal, the danger areais spatial. An example of ause of this
spatial areainaWeb mining system may bethegeneration of an“interesting” areaaround
adocument found onaWebsite. All pageswithin, say, one hyperlink of thispagearealso
in the “interesting” area. Unlike the natural immune system, however, we are not
constrained to a spatial area, and in Aickelin and Cayzer (2002) the possibility of a
temporal danger area is also discussed. Finally the type of response may also be
determined based on a current context. The Danger theory suggests that natural tissues
release different types of danger signals based on the different type of pathogenic
attacks. InaWeb mining system, different typesof signals may bereleased based on the
type of media causing the stimulus. An interesting e-mail may release an “interesting”
signal of oneclasswhileaninteresting Web page may releaseasignal of oneother class.

We have given some thought to the implementation of such an algorithm, details
of which may be found in Secker, Freitas and Timmis (2003), although a number of
interesting research questions still remain unanswered. For example, unlike most AIS
algorithms, thetissue cellsplay alarge part in adanger inspired system, but how should
thebehavior of these cellsbeimplemented? For example, it may be hel pful toimplement
aset of tissue cellsin addition to the set of lymphocytes. Each individual cell may then
react to a slightly different stimulus. Furthermore, we may also ask how the signal
released by these cells should be interpreted. Should a signal from one cell be enough
to stimulate an immune response or should activation occur only after anumber of cells
have been stimulated? If this latter approach is chosen we may then consider an
activation function for the immune system such that a certain concentration of signals
over agiven space or time will initiate aresponse.

I n this section we have posed anumber of questionsregarding theimplementation
of adanger inspired system. Thefinal design of such asystem and thereforetheanswers
to these questions would be very much dependent upon the problem domain. It isthese
sorts of questionswewould like our final Web mining system to answer, but before we
can begin realization of such a system, we must first determine if an immune inspired
algorithm is a suitable choice for the task of text mining.

Bayesian Classification

Attheend of thischapter we comparethe system proposed in the foll owing section
against a standard technique, in this case a naive Bayesian classifier. Naive Bayesian
classifiers(Friedman & Kohavi, 2002; Mitchell, 1997; Weiss& Kulikowski, 1991) area
popular technique used for classification and especially popular for the classification of
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e-mail (see e-mail classification section), and we consider a brief explanation of the
Bayesian learning paradigm a constructive addition at this stage.

In the classification task of machine learning it isour goal to assign aclassto an
instance based on the values of a number of attributes. A Bayesian classifier will not
attempt to define a particular relationship between these attributes and the class of the
instance; instead the probabilities of an instance belonging to each possible class is
estimated, based on the training data, and the instance i s assigned the class that is most
probable. As Bayesian classifiers have roots in statistical mathematics, they possess
properties that are mathematically provable, and therefore desirable for many applica-
tions. One of theseisthat it can be shown that in theory aBayesian classifier will reach
thesmallest possibleclassificationerror givenasufficiently largetraining set. Although,
in practice this may not be the case due to the need for simplifying assumptions,
described later. In addition to this, probabilistic methods may be employed to deal with
missing values and asymmetric loss functions; that is, situations in which the cost of
misclassifying examples of one class may far outweigh the cost of misclassifying
examplesof another. For example, classifying aninteresting e-mail asuninteresting and
removingitisalotlessdesirablethan allowing uninteresting e-mail into the user’ sinbox
(Diao, Lu& Wu, 2000).

TheBayestheoremisthecornerstoneof Bayesianlearning. Figure4 describeshow
wecan derivetheequation used for the naive Bayesian classifier fromthe Bayestheorem
and an equation to return the most probable class given a set of features. As described
by Mitchell (1997), the probability of observing hypothesis h given thetraining data D
may begiven by formula(1). In Bayesianlearning we assign the most probableclassv,
fromafiniteset, V, based onaset of attributevalues<a,,a,...a > asdescribed by formula
(2). TheBayestheorem (1) and the equation to determinethe most probableclass(2) can
be combined to produce (3) as shown in Figure 4.

In Figure 4 equation (3), P(v,) can be estimated simply by counting the frequency
with which each classappearsin tﬁetrai ning data; however, thefirst termisalot harder
to determine. In practice we would need to see every possible instance in the problem
spaceanumber of timesin order to providereliableestimates. Thenaive Bayesclassifier
introduces the assumption that attribute values are conditionally independent and
therefore the probability of observing a,,a,...a, is the product of the probabilities of

Figure 4. Derivation of Naive Bayesian Equation
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Equation 1. Naive Bayesian Classifier
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observing each attribute independently. This resultsin the approach used by the naive
Bayesian classifier asdefined in Equation 1.

The terms in Equation 1 are usually calculated using frequency counts over the
training data. However, it is quite likely that we will encounter aterm unknown to the
system. Assumingthefrequency counttosimply beO(i.e., P(newword|junk) =0/100=0) would
rule out this class entirely asthis zero term resultsin the cal culated probability for this
classalwaysevaluatingto 0. A number of methods have been suggested for substituting
asuitableprobability for thisval ue, although each comeswithitsownform of associated
bias. Someimplementationssimply ignorethisterm, butacommon strategy istoreplace
the probability withasmall, non-zero number. Exampl esof thiswoul d bereplacement with
1/n, where n is the number of training examples, which has the advantage that this
representstheincreasing certainty that thiselement must havean almost-zero valuewith
theincreasing size of thetraining set. The probability may al so bereplaced by 1/mwhere
misthe number of attributes and thisisthe strategy we adopt later in this chapter. For
aworked example of naive Bayesian classification used for classifying documents, the
reader isreferredto Mitchell (1997, p. 180).

E-Mail Classification

As explained later in this chapter it is our task to turn an AIS towards the
classification of electronic mail (e-mail). Therehavebeen anumber of strategiesfor this
task discussed in the literature and the systems proposed broadly fall into two groups:
spamfiltersand e-mail organizers. Spam (Graham, 2003) isaterm used to describee-mail
that isunsolicited, sent in bulk and usually with acommercial objective. These systems
typically classify incoming messagesinto only two classes, legitimate e-mail and spam
e-mail, beforethese e-mailsreachtheuser client. Two techniquesthat have been common
are collaborative methods in which many users share their knowledge of junk e-mail to
construct acentral “blacklist” and rule-based in which rules are used for classification
of incoming e-mail. Although as spam is constantly changing in content and style, the
accuracy of both these techniques may suffer. For this reason, machine learning
techniquesareincreasingly employed totacklethe problem of spame-mail. Typically all
these filters hide spam messages from the user, but for thisto be acceptabl e safeguards
may beusually putinplaceto ensurefal seclassification of legitimatee-mail (which may
be important to the user) is not removed accidentally. Androutsopoulos et al. (2000) is
one such examplein which thisasymmetric loss function is accounted for. The authors
compare anaive Bayesian approach of spam removal to amemory based approach and
assume that discarding alegitimate e-mail is as bad as classifying 999 spam e-mails as
legitimate. The classifiers are biased accordingly. Recently, Cunningham et al. (2003)
investigated acase-based approach to spam filtering with the added featurethat, likethe
systemwedetail inthischapter, it may track concept drift. Thisisaphenomenoninwhich
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the concept of what the user finds interesting may change over time and so too may the
content of uninteresting e-mails. An example of thismay be the use of theword “ ca$h”
where the word “cash” was once used in spam e-mail such as advertisements.

E-mail organizersdiffer from spamfiltersinthat they may work with morethan two
classes of email, and the job of thistype of classifier tends to beto assign afolder to a
message based onitscontent fromwithintheuser client; for example, assigningthelabels
“work” or “friends” to a message and assigning it the appropriate folder. Two e-mail
organization systems from the literature are MailCat (Segal & Kephart, 1999), which
integratedintotheLotusNotesclient, and ifile (Rennie, 2000), which may integrateinto
the EXMH mail client. MailCat uses a Term Frequency-Inverse Document Frequency
(TFIDF) approach to class assignment, apopular techniquein the world of text mining.
By contrast, ifile uses a naive Bayesian technique (similar to that described in the
previous section) to sort messages into folders. Four users tested the ifile system and
theresultsshow that userscoul d expect atypical classification accuracy of between 85%
and 90%. This Bayesian classification technique proves common in the literature. For
example, Diao, Lu and Wu (2000) compare a haive Bayesian system against the C4.5
decision tree algorithm, and find that although C4.5 can classify email with greater
accuracy, the Bayesian systemismorerobust overall. Similarly, Y ang and Park (2002)
compare the TFIDF approach (described above) with a naive Bayesian classifier and
conclude that the Bayesian system provides a better classification accuracy in almost
all cases. ThisTFIDF approachisalsoinvestigatedin Brutlag and M eek (2000), who al so
compare this to discriminant classifiers and a classifier based on a language model
approach. The results show that none of these three techniques is constantly superior
and that the accuracy varies more between mail stores than the tested classifiers. A
review of anumber of research based and practical systemsfor spam email removal and
more general e-mail organization can befoundin Crawford, Kay and McCreath (2001).

AISFOR E-MAIL CLASSIFICATION

Asastep towardsour goal wefelt it wasimportant to produce atext mining system
based on animmune inspired algorithm. This must then be tested in adynamic domain.
For thisreason wetook the decision to gauge the performance of our text mining system
on the task of e-mail. Our chosen task is to distinguish between e-mail the user would
not beinterested in, and legitimate e-mail which to the user isimportant or interesting,
with the choice being made dependent upon previous experience. We consider e-mail
classificationto be essentially aWeb content mining task asdefined intheintroduction,
asthetext contained in the e-mail isused for the purposes of classification and email is
apart of thelnternet environment. Asexplainedintheintroduction, thissystem hasbeen
written asastep towardsan algorithm for mining interesting information from the Web,
and so even though it is performing atask similar to a spam filter, as described in the
previous section, we acknowledgeit has no special measuresto copewith thisasymmet-
ric lossfunction. The penalty for misclassifying an interesting document when thefinal
system isrunisnot nearly as severe as misclassifying an e-mail. The novel system we
propose posses anumber of features, the combination of which dissociatesit with those
systems previously described. The main difference is that we address a continuous
learning scenario. This contrasts with the vast majority of those systems above, which
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aretrained onceandthenlefttorun. Inadditionto thisweaddressconcept drift, afeature
implicit in the continuous learning scenario and a feature few other e-mail systems
possess. Onefurther advantage of an Al Sisthat our e-mail classifier requiresno specific
feature selection mechanisms. In contrast to some systems described, we do not pre-
select a set of words from the training data; instead a selection is performed in a data-
driven manner implicitly by the evolutionary operators.

“AISEC” Algorithm

AISEC seeksto classify unknown e-mail into one of two classes based on previous
experience. It doesthisby manipul ating the popul ations of two setsof immunecells. Each
immunecell combinessomefeaturesand behaviorsfrom both natural B-cellsand T-cells.
For simplicity werefer to these as B-cellsthroughout. These two sets consist of a set of
naive (sometimescalledfree) B-cellsand aset of memory B-cells, abiologically plausible
notion as described in the background section. Once the system has been trained, each
B-cell encodesan example of an uninteresting e-mail. New e-mailstobeclassified by the
system are consideredto beantigens. Toclassify ane-mail (antigen), itisfirst processed
into the samekind of featurevector asaB-cell and presented to all B-cellsinthe system.
If the affinity between the antigen and any B-cell is higher than a given threshold, it is
classified asuninteresting; otherwiseitisallowed to passto the user’ snormal inbox. I f
theantigen (e-mail) isclassified asuninterestingit will beremovedto atemporary store.
If the user deletes an e-mail from the temporary store it is confirmed to represent an
uninterestingemail. TheB-cell that classifiedit asuninteresting isuseful andisrewarded
by promotiontoalong-lived memory B-cell (assumingit wasnot already) and issel ected
for reproduction. This constant reproduction combined with appropriate cell death
mechanismsgivesthe AISEC algorithm its dynamic nature. A high level outline of this
processis shown in Figure 5.

Figure 5. High Level View of the AISEC Algorithm’'s Process after Initial Training
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Oncean e-mail hasbeen placedintheuser’ sinbox either by classification or by the

user himor herself itisnolonger accessibletothealgorithm. Whenthe user removesmail
tosavespace, itisassumed he/shewill do so by removing mail fromthemail client’ sinbox,
thushaving no effect onthealgorithm. Asthefolder whereuninteresting e-mail isplaced
is nothing more than atemporary store, it should be emptied regularly.

During design a number of special considerations were given to the specialist

nature of the text mining domain. Theincorporation of these considerationsin thefinal
algorithm served to further distance our system from other AlS. These design decisions
are discussed below:

Representation of one data class: In a Web-mining context, learning types of
documents a user finds interesting may be tiny compared with those a user finds
uninteresting. B-cellsthereforerepresent only the uninteresting e-mail class. This
isahelpful simplification for the purposes of efficiency and more akin to the way
the natural system works. Natural lymphocytes only encode possible pathogenic
patterns and everything else is assumed harmless.

Genelibraries: Two libraries of words, one for subject words and one for sender
words are used. These contain words known to have been previously used in
uninteresting e-mail. When a mutation is performed, a word from this library
replacesaword fromacell’ sfeature vector. Mutating aword in any other way, by
replacing charactersfor example, would resultinameaninglessstringinalmost all
cases. All new cells entering the naive cell set are mutants of existing cells.
Co-stimulation: Uninteresting e-mail isnot del eted but stored away. A B-cell must
have becomestimulated to classify thise-mail, soit can beassumedthefirst signal
hasalready occurred. User feedback i sthen used to provide or not provideasecond
signal. Atatimeof theuser’ sconveniencethisstoremay beemptied. It will bethese
user actionsthat will drive anumber of dynamic processes. If an e-mail isdeleted
from this store by the user, the system has performed a correct classification; the
user really was not interested in that e-mail and so a co-stimulation signal has
occurred. Thecell isrewarded by being allowedto reproduce. If, onthe other hand,
the user does not delete the e-mail, it is assumed the system has performed a
misclassification, signal two does not occur and artificial cells may be deleted as
appropriate.

Two recognition regions: Around each B-cell isarecognition region: theregion
within which the affinity between this cell and an antigen is above athreshold. It
iswithinthisregion acell may stimulate another. A singleregionwasfound to be
insufficient for both thetriggering of evolutionary processesand classification. A
smaller region, aclassificationregion, wasintroduced for usein classification only.
Empirical studies suggested the introduction of this second region was shown to
increasetheclassification accuracy fromaround 80% to around 90% on thetest set.
Cell death processes: To both counteract the increase in population size brought
about by reproduction and keep the system dynamic, cell death processes must be
implemented. A naive B-cell hasnot proved itsworth and issimply given afinite
lifespan when created, althoughit may lengthenitslife by continually recognizing
new pieces of data confirmed as uninteresting. Memory B-cells may also die, but
these cells have proved their worth and it can be hard for the system to generate
clones capabl e of performing well. For thisreason, unlike naive B-cells, memory
cellsare purged in adatadriven manner. When anew memory cell, mc, isadded to
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the memory cell set all memory cells recognizing mc have a stimulation counter
reduced. When this count reaches zero they are purged from the system. This
dissuadesthe system from producing an overabundance of memory cellsproviding
coverage over roughly the same area, when one is quite sufficient.

The Algorithm in Detail

Before we begin, let us establish the following notational conventions:
. Let BCrefer toaninitially empty set of naive B-cells
. Let MCrefer toaninitially empty set of memory B-cells
. Let Kt refer to theinitial number of memory cells generated during training
. Let Kl refer to the clone constant that controls the rate of cloning
. Let Km refer to the mutation constant that controls the rate of mutation
. Let Kc refer to the classification threshold
. Let Karefer to the affinity threshold
. Let Ksbrefer totheinitial stimulation count for naive B-cells
. Let Ksmrefer totheinitial stimulation count for memory B-cells

Representation

A B-cell receptor holdsinformation that may be extracted fromasinglee-mail, this
is represented as a vector of two parts (Figure 6). One part holds words present in the
subject field of a single e-mail and the second holds words present in the sender (and
return address) fieldsof that particular e-mail. Theactual wordsarestoredinthefeature
vector because once set, the vector will not require updating throughout the life of the
cell. Thiscan be contrasted to the common practice of using avector containing binary
values as the receptor, each position in which represents the presence or absence of a
word known to the system. Aswords are continually being added and removed from the
system, each cell’s vector would have to be updated as appropriate when this action
occurs. The two sub-vectors are unordered and of variable length. Each B-cell will
contain a counter used for aging the cell that is initialized to a constant value on
generation and decremented as appropriate. This counter may bere-initialized if the B-
cell isadded to BC.

Affinity Measure

The affinity between two cellsmeasuresthe proportion of one cell’ sfeature vector
also present in the other cell. It is used throughout the algorithm and is guaranteed to
return avalue between 0 and 1. The matching between wordsin afeature vector is case
insensitivebut otherwiserequiresan exact character-wisematch. bcland bc2 arethecells
we wish to determine the affinity between, as shown in Pseudocode 1.

Figure 6. B-Cell Structure

B-cell vector = <subject,senders
subject = <word 1,word 2,word 3,..., word n>

sender = <word 1,word 2,word 3,..., word m>
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Pseudocode 1. Affinity

PROCEDURE affinity (bcl, bc2)
IF (bcl has a shorter feature vector than bc2)
bshort bcl, blong bc2
ELSE
bshort bc2, blong bcl
count the number of words in bshort present in blong
bs_len the length of bshort’s feature vector

RETURN count/bs_len

Algorithms and Processes

The AISEC algorithm worksover two distinct stages: atraining phasefollowed by
arunning phase. Therunning phaseisfurther divided into twotasks, those of classifying
new data and intercepting user feedback to allow the system to evolve. An overview of
this algorithm is described in Pseudocode 2.

We now detail each of these three stages in turn: training, classification and the
updating of the population based on user feedback. During the training stage the goal
is to populate the gene libraries, produce an initial set of memory cells from training
examples, and produce some naive B-cells based on mutated training examples. Asthe

Pseudocode 2. AISEC Overview

PROGRAM AISEC
train(training set)
WAIT until (an e-mail arrives or a user action is intercepted)
ag convert e-mail into antigen
IF (ag requires classification)
classify (ag)
IF (ag is classified as uninteresting)
move ag into user accessible storage
ELSE
allow e-mail to pass through
IF (user is giving feedback on ag)

update population (ag)
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Pseudocode 3. Training

PROCEDURE train (TE)
FOREACH (te TE)
process e-mail into a B-cell
add subject words and sender words to appropriate library
remove Kt random elements from TE and insert into MC
FOREACH (mc MC)
set mc’s stimulation count to Ksm
FOREACH (te TE)
set mc’s stimulation count to Ksb
FOREACH (mc MC)
IF (affinity(mc,te) > Ka)
clones clone_mutate (mc, te)
FOREACH (clo clones)

IF (affinity(clo,bc) >= affinity(mc,te))

BC BC {clo}

B-cellsinthe AISEC system represent one class, only the entiretraining set, herecalled
TE, contains only e-mails the user has positively selected to be uninteresting. Thisis
described in Pseudocode 3.

Now that the system hasbeen trained it isavailableto begin two distinct functions.
These are the classification of unknown e-mail and population update processes based
onuser feedback on the correctness of classification attempts. During the running phase
the system will wait for either a new mail to be classified or an action from the user
indicating feedback. Upon receipt of either of these, thesystemwill invokethe necessary
procedure asoutlined in either Pseudocode 4 or Pseudocode 5. To classify an e-mail, an
antigen, ag, iscreated inthesameformasaB-cell, takingitsfeaturevector elementsfrom
theinformationinthee-mail, then assigned a class based on the procedure described by
Pseudocode 4.

Topurgethesystem of cellsthat may matchinteresting e-mails, the AISEC algorithm
uses the two-signal approach as outlined in the background section of this chapter.
Signal one has occurred; that is, the instance has already stimulated a B-cell and been
classified. Signal two comesfromtheuser, intheform of interpreting the user’ sreaction
toclassifiede-mail. Itisduring thisstagethat useful cellsare stimulated and unstimul ated
cellsareremoved from the system. Antigen ag isthe e-mail on which feedback hasbeen
given.
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Pseudocode 4. Classification

PROCEDURE classify(ag) returns a classification for ag
FOREACH (bc (BC MC) )
IF (affinity(ag,bc)) > Kc)
classify ag as uninteresting
RETURN
classify ag as interesting

RETURN

Pseudocode 5. Update B-Cell Population

PROCEDURE update_population (ag)

IF (classification was correct)
FOREACH (bc BC)
IF (affinity(ag,bc) > Ka)
increment bc’s stimulation count
bc_best element of BC with highest affinity to ag
BC BC clone _mutate (bc_best,ag)
bc_best element of BC with highest affinity to ag
mc_best element of MC with highest affinity to ag
IF (affinity(bc_Best,ag)> affinity(mc_best,ag))
BC BC \{bc_best}
bc best’s stimulation count Ksm
MC MC {bc_best}
FOREACH (mc MC)
IF (affinity (bc_best,mc) > Ka)
decrement mc stimulation count

add words from ag’s feature vector to gene libraries

ELSE

continued on the following page
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Pseudocode 5. (continued)

FOREACH (bc (MC BQC))
IF (affinity(bc,ag) > Ka)
remove all words in bc’s feature vector from gene libraries
delete bc from system
FOREACH (bc BC)
decrement bc’s stimulation count
FOREACH (bc (MC BC))
IF(bc’s stimulation count = 0)

delete bc from system

The process of cloning and mutation that has been used throughout this section
isdetailed in Pseudocode 6. B-cell bcl isto be cloned based on its affinity with B-cell
bc2. Constants KI and Km are used to control the rate of cloning and mutation. The
symbol | x] denotes the “floor” of x; that i, the greatest integer smaller than or equal to
the real-valued number x and that is necessary because num_clones and num_mutates
must be integers.

Pseudocode 6. Cloning and Mutation

PROCEDURE clone_mutate (bcl,bc2) returns set of B-cells

aff affinity (bcl,bc2)

clones
num_clones aff * K1
num_mutate (1-aff) * bc’s feature vector length * Km

DO (num_clones) TIMES

bex a copy of bcl

DO (num _mutate) TIMES
P a random point in bcx’s feature vector
w a random word from the appropriate gene library
replace word in bcx’s feature vector at point p with w

bcx’s stimulation level Ksb

clones clones {bex}

RETURN clones
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RESULTS

Todeterminetherelative performanceof AISEC, it was necessary totest it against
another continuouslearning system. The naive Bayesian classifier explained previously
was chosen as a suitable comparison algorithm. Even though the fundamental assump-
tion of naive Bayes, that all attributes are independent, is violated in this situation.
Mitchell (1997) states, “ probabilistic approaches such asthe onedescribed here[ naive
Bayesian] are among the most effective currently known to classify text documents” (p.
180). An implementation of the naive Bayesian classifier wasimplemented by the first
author that was adapted to intercept input rel ating to classification accuracy in the same
way asthe AISEC system. Thiswas done according to Equation 1, in which theset V =
{ uninteresting, interesting}, and P(vj) isthe probability of mail belongingtoclassV. and
calculated based on the frequency of occurrence of class 2 The term P(a||vj) isthe
probability of the e-mail containing word a given the e-mail belongs to class\/j. These
probabilities are calculated using observed word frequencies over the data the system
has been exposed to and so frequencies may be updated based on user input, much as
in AISEC. Thedefault probability assigned to an unknown word was 1/k, wherekisthe
total number of words known to the system.

Experimental Setup

Experimentswereperformed with 2268 genuinee-mails, of which 742 (32.7%) thefirst
author manually classified as uninteresting and the remaining 1,526 (67.3%) were
considered as of some interest. Due to the unsuitability of the few publicly accessible
e-mail datasetsthat aretraditionally used for singleshot |earning, unlikethe continuous
learning scenario discussed in this chapter, we were unabl e to test the system on a set
of benchmark e-mails. All e-mailsused werereceived by thefirst author between October
2002 and March 2003, and their date ordering was preserved. Thistemporal orderingis
reflected in the order in which the e-mails are presented and should allow both systems
to adapt to any drifting concepts and changing e-mail text. When processed, the sender
information alsoincluded thereturn address, asthismay bedifferent fromtheinformation
in the sender field. These fields were tokenized using spaces and the characters“.”, “,”,
L) @, <, >" asdelimiters. During therunsof the AISEC algorithm, the same
valuesfor all parameterswereused. Thesevalueswerearrived at by trial and error during
testing and tend to work well over thisdataset (see Table 1). The naive Bayesian system
was trained on the oldest 25 e-mails as both classes are required for training, and the
AISEC system was trained on the oldest 25 uninteresting examples, only with the
remainder of both used as a test set.

Unlike traditional single shot learning, where thereis afixed test set, we address
continuouslearninginwhichthesystemiscontinually receiving e-mailstobeclassified.
Each time anew e-mail is classified the system can use the result of this classification
(the information about whether or not the class assigned was correct) to update its
internal representation. This continuous learning scenario calls for aslightly different
measure of accuracy tothat whichisnormally applied. Conceptually, asthereisnofixed
“test set” the system keeps track of its performance over the past 100 classification
attempts. Aseach e-mail isclassified, an average accuracy over these previousattempts
isreported. Thefinal classification accuracy isdetermined by takingthemean of all these
values. AsAISEC isnon-deterministic, theresult presented in Table 1 isthe average of
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Table 1. Parameter Values

Kc (classification threshold) 0.2
Ka (affinity threshold) 05
Kl (clone constant ) 7.0
Km (mutation constant ) 0.7

Ksb (Naive B-cell stimulation level) | 125
Ksm (Memory cell stimulation level) | 25
Kt (initial number of memory cells) | 20

Table 2. Results for Continuous Learning Task

Algorithm |Mean Classification Accuracy
Bayesian 88.05%
AISEC 89.09% + 0.965

ten runs using a different random seed each time. The value after the “+” symbol
represents the standard deviation. The result for the naive Bayesian algorithm has no
standard deviation associated withit, as, sinceitisadeterministicalgorithm, just asingle
run was performed.

From Table 2 we can see that the AISEC algorithm can classify the e-mailsin the
given continuous test set with a slightly higher accuracy compared with the Bayesian
approach, althoughwedo not claimit classifieswith higher accuracy in general. Instead,
based on theseresults, wethink it isreasonableto concludethat our algorithm performs
with accuracy comparable to that of the Bayesian algorithm but with dynamics very
different to that algorithm. We also undertook an experiment that assessed the perfor-
mance of the algorithm when runin atraditional one-shot learning scenario. Inthiscase
theevolution of the system was stopped after theinitial training e-mailsand no feedback
mechanismswereableto evolvethesetsof B-cellsfromthat point onwards. Theseresults
suggested the performance was surprisingly good, with mean predictive accuraciesjust
5% lower than with the user feedback mechanism. From this we suggest that the user
feedback mechanisms are useful for the continued accuracy of the system, but not
essential for this AIS to function well. This has been previously demonstrated by the
AlS-based classifier, AIRS (Watkins& Timmis, 2002).

Thelinechart Figure 7 detail sthe classification accuracy after the classification of
each mail. This uses the accuracy measure described above and details the results for
theentiretest set apart from thefirst 100 e-mails. It can be seen that both algorithms are
closely matchedingeneral but thereare certain areaswherethe changing datacausethem
tobehavedifferently. Of interest aretheareasbetween 1,000 and 1,250 and agai n between
1,900 and 2,100 e-mails classified. In both situations AISEC exhibits an increase in
accuracy whilethereisadecrease in accuracy from the Bayesian algorithm. Even after
manual inspection of the datathe reasonsfor this were undetermined. We are currently
considering a more rigorous and lengthy analysis of the test datato try to explain this
interesting phenomenon. One suggestion would be that AISEC is faster to react to
sudden changes. Consider, for example, aword that isvery common among uninteresting
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Figure 7. Changein Classification Accuracy Over Time
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e-mail. The AISEC systemwill represent thisasthe presence of thisword in anumber of
B-cells. TheBayesian systemwill represent thisasahigh frequency of occurrenceinthis
classcompared to thefrequency of it appearingintheother class. Consider now that this
word begins to be used in interesting e-mail. The AISEC system will react quickly by
deleting any cells containing this word that would result in a misclassification. By
contrast, the Bayesian systemwill react by only incrementing thefrequency count of this
word in the interesting class. Given the word has been common in uninteresting e-mail
for sometime, thefrequency of occurrenceinthisclasswill still belarge compared with
frequency of occurrencein the interesting class and so will have anegligible effect on
thefinal calculated class probability. Only after thisword has been used many timesin
confirmed interesting e-mail the differences in the frequencies of usage may even out,
and thedifferenceinthe probabilitiesof thisword being used in each classsignificantly
decreases.

CONCLUSIONS AND FUTURE WORK

As afirst step towards a danger model-based artificial immune system for Web
mining, we have described anovel immuneinspired system for classification of e-mail.
Wehaveshownthat animmuneinspired algorithmwritten especially with text miningin
mind may yield classification accuracy comparable to a Bayesian approach in this
continuous learning scenario. We have gone some way to showing that an immune
inspired systemiscapableof the specialized task of document classification using atext-
mining approach. Theresults presented were generally encouraging, but itisclear there
is still work to be done to optimize such a system. An increase in accuracy may be
achieved by a change in the kind of features stored in the B-cell’ s feature vector, such
asameasure of therelativeimportance of wordsand coupled with the necessary change
in affinity function. Animprovement in accuracy may also be made by the use of body
text fromthee-mail, stopword removal, stemming of wordsor perhapsthe useof training
datato optimizethe algorithm'’ s parameters.
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We feel that the AISEC algorithm has shown that an AlS based algorithm can
perform text-based classification with accuracy comparable with a naive Bayesian
classifier. We now wish to push forward with amore complex system. Wewould liketo
continue this project by investigating the use of Danger theory. This next step will be
to extend AISEC to work in a danger-based scenario. In this scenario the concept of
interestingnessof ane-mail ismoredynamic becauseit dependsnot only onthe contents
of thee-mail (asinthischapter) but al so on the current statusof themailbox. In particular,
when the mailbox is nearing capacity this may be interpreted as a danger signal and
appropriate action taken. The ultimate goal of this work is to develop a Web mining
system based onthe danger model. The AISEC algorithmisonestepinthat directionand
it is hoped that continued investigation will lead us further towards our goal.
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ABSTRACT

In this chapter, we consider the problem of checking the consistency of the semantics
associated with extensible markup language (XML) documents. We propose a novel
technique to add semantics to XML documents by attaching semantic information to
the XML element tag attributes. We call this technique XML semantics. It is based on
the same concept asattribute grammar s (AGs), attaching and checking static semantics
of programming languages through their attributes. Furthermore, we show how the
attribute dependencies in this approach can be expressed in the SLXS language. The
SLXSlanguage is a new description language based on XML; we have designed it to
describe the semantic dependencies of XML documents. By this approach we remain
compliant with the XML core technology. Finally, we give a practical example to
illustrate the power of our approach: we have successfully applied this approach to
check the semantic consistency of the several holy books that are mentioned on the
Religion 2 Website.

INTRODUCTION

The Extensible Markup Language, abbreviated XML (Bray, Paoli & Sperberg-
McQueen, 2000), describes aclass of dataobjectscalled XML documentsand partially
describes the behaviors of computer programs that process them. It is a useful way of
describing declarative, structured documents. XML is a meta-language for describing
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markup languages. In other words, XML provides a facility to define tags and the
structural relationships between them. However, XML lacks semanticsinits construc-
tion (Psaila& Crespi-Reghizzi, 1999). XML specifiesneither semanticsnor atag set. Since
thereisno predefined tag set, there cannot be any preconceived semantics. Meanwhile,
document type definitions (DTDs) and other XML schemas (Thompson et al., 2001),
which try to make XML documents morereliable and consistent, still |ack the essential
ability to describe semanticsin XML documents.

Declarative structures, like XML, separate their semantic and syntax definitions,
and have their own local descriptionsthat result in high readability and high maintain-
ability. Therefore, theaim of thischapter isto proposeanovel techniqueto add semantics
to XML documents and to show how we can check the consistency of these semantics.
Thisway isintended to use attribute grammars (AGs) (Knuth, 1968) in the area of Web
content mining. By adding semantic information to XML attributes it is possible to
describe the page’ s semantic dependencies, evaluate and check page consistency, and
improve the automatic understanding of the page content. We focus primarily, but not
only, on the design of a proper method to add semantics to XML documents by
associating semantics with the element tag attributes. By extracting such a semantic
description, weareableto notify document writersof semantic errorsin XML documents.
This method takes the advantage of attribute grammars. We use the positive character-
istics of AGs in the sense that they provide a clear description by the functional
computation of attributes. Of course we can add some semanticsto XML documents by
writing Javaor Perl programs, but these programsarelikely tobevery ad-hoc, inthesense
that:

. They tend to be large, including non-essential details, which results in low
readability andlow maintainability.

. They arelocated outsidethe dataschema(DTD); syntax and semanticsareloosely
coupled, whichimpliesthat semantic checking cannot beforced upon XML users.

We propose a novel technique to add semanticsto XML documents by attaching
thesemanticinformationtothe XML element tag attributes (K otb, Gondow & Katayama,
2002a). We called this XML semantics. This approach is based on the AGs concept of
attaching and checking the static semantics of programming languages through their
attributes.

Furthermore, inorder to specify theattribute element tag dependenciesinthe XML
documents, and to show how to compute automatically their val ues asfunctions of other
attributes, we propose an XM L-based specification language called SL XS (Specifica-
tion Language for XML Semantics) (Kotb, Gondow & Katayama, 2002b). Any SLXS
specification document must fol low the predefined syntactic structureof an SLXSDTD.
Thecompletelist of SLXSDTD ruleswill begiven and discussed later. SLX Sallowsus
to describe the semantic consistency in afunctional, declarative, and local manner. It
uses the element tags only, without using any attributes attached to the element tags,
which guaranteesmorereadabl eand maintai nable X M L specification documents. Mainly,
SLXSisused to automatically generate the necessary code for the attribute eval uation
procedures and/or the functions that check the consistency of the semantics associated
with an XML document. This code is called the generated code.

As a practical example to illustrate the real power of our approach, we have
successfully applied it to check the semantic consistency of the several holy books that
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arementionedin Religion 2.00 (Bosak, 1998). Religion 2.00isagroup of four religious
worksmarked up for electronic publication from publicly available sources. It contains
thefour famousholy booksin XML format: The New Testament, The Old Testament, The
Quran and The Book of Mormon.

Theremainder of thischapter isorganized asfollows: we start with an overview of
thebasi c background of thisresearchfield anditssignificance, andthen, wegiveasimple
XML examplethat clarifiesour ideasin theremainder of thischapter, and reviewsbriefly
the basic concepts of attribute grammars and therelationto XML. Then we propose our
novel technique for adding semantics to XML and the motivation for our work. These
arefollowed by adiscussion of specification language for XML semantics (SLXS) that
is used to describe the different semantic dependenciesin our XML documents. Next,
we show a practical example of our approach that demonstrates the benefits of our
technique. Finally, we mention some other related works and offer some conclusions.

BACKGROUND

In the production and dissemination of documents and hypertext on the Web, the
trend towards mark-up languages is undeniable (Psaila & Crespi-Reghizzi, 1999). The
hypertext mark-up language HTML is of course the best-known example, but HTML is
just an instance of a document type designed at CERN for disseminating Web pages.
Many different document types have been and are being defined for other purposes. The
meta-notation for specifying document types and their grammars is provided by the
Standard Generalized Mark-up Languages(SGML) (Goldfarb, 1991), and morerecently,
by its simplified and upgraded version of XML. Although the syntactic meta-notation
of XML (and the mark-up languagesin general) is easily checked, the semantic part of
the mark-up specification is very poor. As a consequence, XML document type
specifications can only be used to check the syntactic validity of a document, but are
of no help for specifying transformations.

This serious weakness of XML has the undesirable consequence that application
writers have to implement document transforming software using ad hoc techniques,
which hinder portability, reuse, and extensibility. Thisisthe main point of thisresearch:
we propose to introduce a new technique to add semanticsto XML. This method uses
attribute grammarsin the area of Web content mining.

Web content mining uses the ideas and principles of data mining and knowledge
discovery to screen more specific data. Another important aspect of Web content mining
istheusage of the Web asadatasourcefor knowledgediscovery. Thisoffersinteresting
new opportunitiessince moreand moreinformation regarding varioustopicsisavailable
on the Web. But the use of the Web as a provider of information is unfortunately more
complex than working with static databases. Because of itsvery dynamic natureand its
vast number of documents, there is a need for new solutions that do not depend on
accessing compl ete data on the outset. I n our approach, we concentrate on checking the
semantic contents that are associated with XML documents. The reason for choosing
XML rather than another mark-up languageisthat XML israpidly emerging asthe most
widely adopted technol ogy for information representation and exchange on the WWW.

Inthe remainder of thissection, weintroducean XML examplethat playsarolein
illustrating our ideasin therest of the chapter. Wewill briefly introduce (informally) the
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basic concepts of attribute grammars and mention an AG example that corresponds to
our running XML example. Finally, the possible connectionsbetween XML and AG will
be discussed. Our aim in this section isto pay attention to the examples; both of them
are artificial examples. The correspondence between these examples will clarify our
discussions.

Running Example

Figure 1showsan XML samplethat representstheinformation of somebook order
anditscorrespondingtotal price. Thetotal priceof theorder iscopied fromthetotal price
of book list, whilethetotal price of thebook list itself iscomputed by summing theprice
associated with each book in the list. For simplicity, we consider here that the order
consistsof asinglebook list. Inthisexample, weattach some semantic i ssues, whichwill
beclarified shortly. We chosethisexampleforitssimplicity, asitissufficient toexplain
the proposed techniques.

Attribute Grammars

Attribute Grammars (AGs) were introduced by Knuth (1968) to describe and
implement the semantics of programming languages and, more generally, any syntax-
directed computation. Moreover, itisused for implementing editors, compiler construc-
tion and compiler generator systems.

Our definition of attribute grammarsisbased ontheworksof Knuth (1968), Alblas
(1991), and Katayama (1984). A survey with an extensive bibliography can befoundin
Deransart, Jourdan and Lorho (1988), and Alblas and Melichar (1991). AGs form an
extension of the context-freegrammar s (CFGs) framework inthe sensethat the semantic
information that is associated with programming language is constructed by attaching
attributes to the grammar symbols representing these constructions. Each attribute has
a set of possible values. Attribute values are defined by attribute evaluation rules
associated with the production of the context-free grammar. These rules specify how to
compute the values of certain attribute occurrences as a function of other attribute
occurrences.

The attributes associated with a grammar symbol are divided into two disjoint
classes, synthesized attributes and inherited attributes. The attribute evaluation rules
associated with any grammar production define the synthesized attributes of the
grammar symbol on its left side and the inherited attributes attached to the grammar
symbols on itsright side.

Example 1

Toget thetotal priceof acollection of booksinsideabibliography of books, wecan
consider the classical attribute grammar that isdepicted in Figure 2. The non-terminals
of thisgrammar are: bibliography, books, book, price, authors, and title. The grammar
is purely synthesized and the following attributes are used: Price represents the book
price. Total_price represents the total price of the book order and book list, which is
associated with both “ bibliography” and “ books” non-terminals. The grammar uses
the auxiliary function Value_Of to get the equival ent value that represents the string of
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Figure 1. Running XML Example

<?xml version="1.0" ?>
<bibliography Total_price="520" >
<books Total_price="520" >
<book Isbn="3-540-54572-7" Price="120">
<title> The art of compiler design </title>
<authors Number="2">
<author> Thomas Pittman </author>
<author> James Peters </author >
</author s>
</book>
<book Isbn="3-345-23454-7" Price="110" >
<title> C++ Programming L anguage </title>
<authors Number="1">
<author > Bjarne Stroustrup </author>
</author s>
</book>
<book Isbn="0-201-48541-9" Price="150">
<title> The Art of Computer Programming,
Volumes 1-3 Boxed Set</title>
<authors Number="2">
<author> Donald E. Knuth </author>
<author> Donald Ervin Knuth </author>
</author s>
</book>
<book Isbn="0-130-65198-2" Price="150" >
<title> The XM L handbook </title>
<authors Number="2">
<author> Charles F. Goldfarb </author>
<author> Paul Prescod </author>
</author s>
</book>
<book Isbn="0-201-31006-6" Price="90" >
<title> The Java programming language </title>
<authors Number="2">
<author> Ken Arnold </author>
<author> James Gosling </author>
</author s>
</book>
</books>
</bibliography>

the* NUMBER” . The production rulesof thegrammar aregivenin Figure 2 together with
its semantics rules.

Correspondence between XML and Standard Attribute

Grammars

Apart fromthe semanticspart in attributegrammars, both the syntactic part of AGs
and XML can be considered as formalism tools defined over a syntactic structure:
attributegrammar over CFG, and XML over document-typedefinition (DTD). Themajor
difference between the syntactic part of AG and DTD concerns the fact that DTD
implementsextended context-freegrammar (ECFG) (Neven, 2000), whereasAGimple-
mentsCFG. However, itisknownfromformal theory that every ECFG can betransformed
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Figure 2. Production and Semantics Rules Associated with Example 1

Production Rules Semantics Rules
bibliography = books Total_price(bibliography) € Total_price(books)
books = books book Total_price (books) € Total_price (books) + Price(book)
books = book Total_price (books) € Price(book)
book -> title authors price Price(book) € Price(price)
price > NUMBER Price(price) € Value_Of(NUMBER)

authors = authors author

authors = author
author > STRING

title > STRING

in linear time into an equivalent CFG, by resolving each rule that contains a regular
expressioninitsright handtoitsequivalent plain context-freerule (Neven, 2000). XML
lacks a distinction between inherited versus synthesized attributes, and more impor-
tantly does not support a semantic rules feature.

Both AGand XML arerepresented by atreestructure. For AGs, thederivationtree
is used to check the syntactic validity of the given sentence in our grammar, as shown
in Figure 3. At the sametime, the attribute eval uation algorithms use the derivation tree
to check the dependencies of the attributes. For XML, thistree is called a DOM tree
(Wood et al., 1998), and it isused only to check the syntactic validity, asshownin Figure 4.
Infact, AGsarewell known for specifying semantics checkersfor programming languages,
while XML, like all markup languages, does not have semantics checkersat all.

In XML, the attributes that can be associated with tag elements are a kind of
initialized lexical attributes that belong to a few predefined domains: string, finite
enumeration, and identification. We can consider their attribute values as being static
constants. In AGs, in addition to the available lexical attributes, semantic attributes
denote another attribute kind that is evaluated during the attribute evaluation process
or at the semanticsphase. Moreover, attribute grammar attributes can hold any complex
data structure for their values, like lists or sets, with auxiliary semantic functions
implemented on these complex structures. In fact, the notion of semantic function is
compl etely absent from markup specifications. M oreover, thereisno distinction between
inherited and synthesized attributes in the markup languages.

AGs define syntax-directed translators, from which the checker software can be
built directly. XML hasaseriousweaknessin thisrespect. The application writershave
toimplement document-transformation software using ad hoc techniques, which breaks
the most important aspects of XML, namely, portability, reusability, and extensibility.

XML SEMANTICS APPROACH

Our approach to adding semanticsto XML documentsisachieved by attaching the
semantic information to the XML documentsthrough their element tag attributes. This
approach isbased on the same concept of attribute grammars as attaching and checking
the static semantics for programming languages through their attributes. Attribute
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Figure 3. Derivation Tree for AG Example 2
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grammars have been shown to be avery useful and powerful concept for manipulating
the static semantics of programming languages.

Starting from the syntactic analogy between AG and XML, as shown in previous
sections, we argue that XML should benefit from integrating the semantic information
through element tag attributes. We caniillustrate thisideainformally using our running
exampleasfollows: thetotal priceof the collection of the book pricesinside somebooks
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can be computed by associating the semantic information of the price for each book
through its start element tag “ book” using the attribute tag “ Price” as follows:

<book Price=“100"> ... </book>

and then associate the attribute element tag “ Total_price” to the start element tag
“books” asfollows:

<books Total price="520"> ... </books>

The value of the “Price” element tag attribute associated with each book is
considered asastatic attributethat actsasalexical attributein AGs, whiletheattribute
“Total_price” is considered as an evaluated attribute that collects the semantic
information from the inherited book prices, inside the books element tag, using the
semantic operator “ SUM” .

In the same manner, if we want to compute the average price for thisbook list, we
can associate a new attribute “ Aver_price” to the element tag “ books” as follows:

<books Aver_price="104"> ... </books>

where the attribute “ Aver_price” is considered as an evaluated attribute that depends
on the book prices inside the element tag “ books” .

Since every element tag can contain as many attributesaswelike, we can compute
thetotal and average price simultaneously by associating both attributes” Total _price”
and “ Aver_price” to “books” element tag as follows:

<books Total_price="520" Aver price="104"> ... </books>

Another new semantics concept that has been introduced to add semanticsto XML
is the context attributes. The value of a context attribute depends on the local context
structure of the XML document. This new approach has been introduced to achieve
consistent XML documents with respect to their own syntactic structure. For example,
weassociatetheattribute* Number” toelement tag“ authors” to specify that the number
of element tags “ author” inside the element tag “ authors” must be equal to the value
of “Number” . Otherwise, it is considered an inconsistent value. Asfollows:

<authorsNumber="2">
<author> Donald E. Knuth </author>
<author> Donald Ervin Knuth </author>
</authors>

As another example, we can check the number of booksin our list by associating
the context attribute “ Books_number” to the element tag “ books” as follows:

<books Books number ="5"> ... </books>
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In this case, the value of “ Books number” attribute must be equal to the number
of element tag “ book” in the given list.

The problem now is how to automatically evaluate and check the values of the
evaluated and context attributes. We should specify these semantics in some formal
method, liketherolethesemanticsruleplaysin AGs. Therefore, we proposeanew meta-
language, called SLXS, which is based on the XML structure (i.e., itself an XML
document), aswe will show later in this section.

Formally, we classify the XML element tag attributes into two types: static
attributes and dynamic attributes. The former are considered as lexical attributes. The
latter are used as intentional attributes, which carry the semantics and in turn can be
separated into three subtypes, evaluated attributes, context attributes, and copy
attributes. These attributes are evaluated by the evaluation algorithm and then com-
pared with the corresponding extensional ones to check their semantic meaning. We
assume that the evaluation of the dynamic attributes starts by giving them presumed
values. Our semanticschecker model, which checksthe consistency of XM L documents
(Kotb, Gondow & Katayama, 2002c¢), is designed to report theinconsistent positionsin
the input XML document, and the expected correct values. As soon as we fix these
inconsistent positions by giving them the correct values, we can repeat the checking of
the desired input document until all XML element tag attributions become consistent.
This repetition is necessary because some dynamic attributes may be interdependent.
This way, we guarantee a consistent XML document.

Among the evaluated attributes there can be linear dependencies associated with
thefivedifferent semantic operations: sum, product, average, minimum, and maxi mum.
We have constrained the operations to these operationsto simplify the discussion here.
However, we argue that more semantic operations can be added to our approach. To
achievethis, we suggest adding theimplementation code for any new operatorsdirectly
to the specification document SL XS, by writing program codeinside the XML element
CDATA. Thereader canrefer to Kotb (2003) for more details.

The context attributes are a new semantic approach that can be added to XML
documents. These attributes contain some values depending on the local context
structure of the XML documents, and provide additional information needed to achieve
consistent document structure.

Another semantic concept called copy attributes has been introduced to copy
semantic information value from some node in the derivation tree that is associated to
the XML document to another node without any modification.

These dynamic (evaluated, context, and copy) attributes can be evaluated by
generating separate evaluatorsfor them. Thismethod i s based on the attribute grammar
techniquesthat translate the AG description languageinto aset of recursive procedures
(Jourdan, 1984; Katayama, 1984). It is an efficient method for evaluating attribute
grammarsand haspractical importance. Thebasicideabehind thismethodisto consider
non-terminal symbolsof thegrammar asfunctionsthat map their attribute dependencies
to each other. The essential point is that AGs are completely compiled into a set of
mutually-recursive procedures when the given AG is strictly non-circular. In our
approach, we have borrowed thisideaof generating mutually recursive procedures. We
have proposed an attribute eval uation generator algorithm (K oth, Gondow & Katayama,
2002a) to evaluate the attribute values and to check them with the static attributes that
areexplicitly provided in the source document. For each dynamic attribute that bel ongs
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to some element tag we associate a different procedure. The body of this procedure
represents the dependency between this dynamic attribute and other attributes.
Although these semantic issues are quite simple, they can be extended to cover
more semantictopics. Thereasonfor simplicity istoachievelesscomplicated generated
code. Thecodeisgenerated fromour XML semanticsevaluator generator algorithm. This
algorithm is used to generate the XML semantics evaluator procedures and checker

functions from a given specification document. This specification document acts as a

specification language or a meta-language that specifies our semantics for any desired

XML document. Desired document means the XML document that is needed to check

whether or not it is semantically consistent. For this purpose, we use SL XS language.

These semantic rules depend on the attribute type. Therefore, we will return to our

exampleto clarify the proposed language for different attribute types as follows:

1  Evaluated Attributes: These arethe attributesin an XML document for which we
get values by evaluating them during our attribute evaluation process. Initially,
these attributes have specified values that may be wrong. The values can be
checked during our semantics checking process. We can get the correct valuesfor
these attributes by comparing the attribute values that exist in our document with
those evaluated. For example, the attribute “ Total _price” of the element tag
“books” isan evaluated attribute depending on the attribute “ Price” of element
tag “ book” through the “SUM™ operation. This evaluated attribute semantic
function can be specified with our specification language SLXS, asfollows:

<Attr Dependency>
<Base Attr>
<Attr>
<Name>Total price</Name>
<Elem>books</Elem>
</Attr>
</Base Attr>
<DependOn_Attrs>
<Attr>
<Name>Price</Name>
<Elem>book</Elem>
</Attr>
</DependOn_Attr>
<Function>SUM</Function>
</Attr_Dependencys>

2 Context Attributes: These are the attributes in XML documents whose values
depend on the context structure of the document. We can check them directly
withinthe specified context during semantics checking. For example, theattribute
“Number” of the element tag “ authors” is a context attribute depending on the
number of author element tags “ author” inside the element tag “ authors” . This
context attribute semantic function can be specified with our specification lan-
guage SL XS asfollows:
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<Attr_ Checks>
<Attr>
<Name>Number</Name >
<Elem>authors</Elem>
</Attr>
<Local Context Elemsauthor</Local Context Elem>
</Attr_Check>

These kinds of attributes depend on the local context region structure. Although
it seemslike a syntactic problem within an XML document, it cannot check them
against the DTD. Context attributes are a new semantics approach that can be
added to XML documents. We suggest thisto achieve consistent XML documents
with respect to their own structure.

3. Copy Attributes: These are the attribute instances that pass the attribute values
without any modification through copy rules. Copy rules are the semantics
equationsthat transfer the value of theright hand sideto its|eft hand side without
any modification. Formally, theattribute associated with theleft hand sideiscalled
the base attribute and the attribute associated to right hand side is called the
depend_on attribute. For example, the attribute“ Total _price” of the element tag
“bibliography” is abased attribute to the depend_on attribute “ Total _price” of
the element tag “ books” . We design SL XS to represent the copy rule asfollows:

<Copy_Rule>
<Base Attr>
<Attr>
<Name>Total price</Name>
<Elem>bibliography</Elem>
</Attr>
</Base Attr>
<DependOn_Attrs>
<Attr>
<Name>Total price</Name>
<Elem>books</Elem>
</Attr>
</DependOn_Attr>
</Copy Rule>

The complete SL X Sspecification document, whichisassociated with our running
example, is shown in the next section.

SPECIFICATION LANGUAGE
FOR XML SEMANTICS

In order to define the attributes and the semantic dependencies among XML
element attributions, we have proposed a new specification language called SLXS
(specificationlanguagefor XML semantics) (K oth, Gondow & Katayama, 2002b). SLXS
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describes the semantic consistencies of XML documentsin a functional, declarative,
and local manner. It isbased on XML technology; namely, itisan XML document that
uses element tags only, without using any attributes attached to the element tags. This
way, we guarantee more readable and maintainable XML specification documents. In
addition, SL X Sobeystherecommendationsof experienced XML workerstoavoid using
attributes rather than element tags, asthe attributes are more difficult to manipulate by
program code and attribute values are not easy to test against the DTD. Mainly, SLXS
is used to automatically generate the necessary code for the attribute evaluation
procedures and/or the functions that check the consistency of the semantics associated
with an XML document. This code is called the generated code.

The SLXS specification document must be validated with respect to a specified
document type definition: wecall it SLXSDTD. ThisSLXSDTD isfixed to our specifi-
cation language. We argue that SL XS DTD would be extended to cover more semantic
dependencies in a systematic way as our system itself is modified. In the following
subsection we will discussin detail the SLXSDTD.

SLXS DTD

SLXS DTD states what tags are used to describe contents of specification docu-
ments, whichisusedto specify the XML semantics, whereeachtagisallowed, and which
tags can appear within other tags. Thisensuresthat all the specification documentation
is formatted in the same way. In addition, the XML semantics checker model (Kotb,
Gondow & Katayama, 2002¢) implements the XML semantics approach, and uses the
SLXS DTD to properly verify and check the specification document’s contents. The
SLXSDTD isdefined asfollows:

<!—TheDTD for SL XS Specification Language“ SL X S.dtd” —>
<IELEMENT XML _Semantics
(Attrs_List, Eval_Attrs?, Copy_Attrs?, Context_Attrs?)>
<IELEMENT Attrs_List(Attr)*>
<IELEMENT Eval_Attrs(Attr_Dependency)*>
<IELEMENT Attr_Dependency (Base Attr, DependOn_Attr, Function)>
<IELEMENT Copy_Attrs(Copy_Rule)*>
<IELEMENT Copy_Rule(Base_Attr, DependOn_Attr)>
<IELEMENT Context_Attrs(Attr_Check)* >
<IELEMENT Attr_Check (Attr,Local_Context_Elem)>
<IELEMENT Base_Attr (Attr)>
<IELEMENT DependOn_Attr (Attr)>
<IELEMENT Function (#PCDATA)>
<IELEMENT Local_Context_Elem(#PCDATA)>
<IELEMENT Attr (Name, Elem)>
<IELEMENT Name(#PCDATA)>
<IELEMENT Elem (#PCDATA)>

Where:
. Theelement XML _ Semanticsdefinesthe overall specification document structure
for any XML document. It containsan element Attrs_List, optionally followed by
the Eval_Attrs, Copy_Attrs and Context_Attrs elements, respectively.
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. Theelement Attr_List definesthelist of attributesin the desired XML document.
It contains alist from Attr elements, which can be empty.

. The element Eval_Attrs defines the list of evaluated attributes in the desired
document. It containsalist from Attr_Dependency elements, which can beempty.

. The element Context_Attrs defines the list of context attributes in the desired
document. It contains alist from Attr_Check elements, which can be empty.

. The element Copy_Attrsdefinesthelist of copy attribute dependency rulesin the
desired document. It containsalist from Copy_Ruleelements, which can beempty.

. The element Attr_Dependency defines the evaluated attribute dependency. It
contains, in order, the base attribute (Base Attr), the attribute that the base
attribute depends on (DependOn_Attr), and the applied function in this depen-
dency (Function).

. The element Attr_Check defines the context attribute. It contains the context
attribute (Attr) and its associated local element tag name (Local _Context_Elem).

. The element Copy_Rule defines the copy rule dependency. It contains, in order,
the base attribute (Base_Attr) and the attribute that the base attribute depends on
(DependOn_Attr).

. TheelementsBase Attr and DependOn_Attr definethe base attribute and depend
on attribute, respectively.

. The element Attr defines the attribute. It contains the attribute name (Name) and
the element tag name (Elem) to which the attribute belongs.

. TheelementsName, Elem, Local _Context_Elem, and Function allow only text as
content. This is specified by the keyword #PCDATA. They define the attribute
name, attribute belong element name, the local context element name and the
function name, respectively.

SL XS Specification Document of the Running Example

Inorder tovisualizetheoverall structureof SL X Sspecificationlanguage, we show
the compl ete SL X Sspecification document that isassociated with our running example.
Itisstarted by an XML document linedeclarationand followed by thevalidationlinewith
the predefined SLXS DTD. Then, we specify the different semantic issues that may be
in our XML document that must obey the constraints of the SLXSDTD.

<?xml version="1.0"?>
<!DOCTYPE XML _Semantics SYSTEM "SLXS.dtd"s>
<XML_Semantics>
<Attrs Lists>
<Attr>
<Name>Total price</Name>
<Elem>bibliography</Elem>
</Attr>
<Attr>
<Name>Total price</Name>
<Elem>books</Elem>
</Attr>
<Attr>
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<Name>Price</Name>
<Elem>book</Elem>
</Attr>
<Attr>
<Name >Number</Name >
<Elem>authors</Elem>
</Attr>
</Attrs_List>

<Eval Attrs>
<Attr Dependency>
<Base Attr>
<Attr>
<Name>Total price</Name>
<Elem>books</Elem>
</Attr>
</Base_ Attr>
<DependOn_Attrs>
<Attr>
<Name>Price</Name>
<Elem>book</Elem>
</Attr>
</DependOn_Attr>
<Function>SUM</Function>
</Attr_ Dependencys>
</Eval Attrss>

<Context Attrs>
<Attr Check>
<Attr>
<Name >Number</Name>
<Elem>authors</Elem>
</Attr>
<Local Context Elemsauthor</
Local Context Elem>
</Attr_Check>
</Context Attrs>

<Copy Attrs>
<Copy_Rule>
<Base Attr>
<Attr>
<Name>Total price</Namex>
<Elem>bibliography</Elem>
</Attr>
</Base Attr>
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<DependOn_Attr>
<Attr>
<Name>Total price</Name>
<Elem>books</Elem>
</Attr>
</DependOn_Attrs>
</Copy_Rulex>
</Copy Attrss>
</XML_Semantics>

A PRACTICAL EXAMPLE

This section is a case study applying the XML semantics approach to specify the
consistency of the holy books published in XML format found at the Religion 2.00
Website(Bosak, 1998). Religion2.00isasitewiththebooksof four major religionsmarked
up for electronic publication. It contains four holy books in XML format: The New
Testament, The Old Testament, The Quran, and The Book of Mormon. The goal of the
study was to clarify the application of XML semanticsin a problem domain, whichis
appreciated for the proposed approach, and to determine some of the strengths of XML
semanticsin thisreal domain.

We applied our approach to check the variant semantic consistency problemsthat
exist inside these holy books. This included checking that the number of verses (or
chapters) in each chapter (or book) was correctly writteninthe XML format document.
Weal so checked that the XM L document contai ned exactly the same number of chapters
(and books) asinthereal holy books. In addition, we computed thetotal number of verses
ineach book. In each casewefound the Religion 2.00 Websiteto be semantically correct.
Inthischapter, wewill apply our approach to add semanticsto The New Testament holy
book. However, we have succeeded in applying the same manner to other holy books.

The New Testament Semantics
Inthissection, weexplainformally the several semanticissuesassociated with The

New Testament X ML format book. We have applied our approach to check thefollowing

semantic consistency problems:

1  The number of versesin each chapter was correctly written in the XML format
document.

2 Wecheckedthat the XML format document contai ned exactly the same number of
chapters as in the real New Testament.

3 We also checked that the XML format document contained exactly the same
number of books as in the real New Testament.

4.  We computed the total number of verses.

5. We computed the total number of versesin the whole real New Testament.

The New Testament SL XS Specification

Inthissection, weintroduce the different attributes and their types that have been
employed inthe holy XML format document. These attributeswill be used in checking
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Table 1. Attributes Types

Attribute Name

Associated Element Tag

Attribute Type

Books num bookcoll Context attribute
Total_verses num bookcoll Evaluated attribute
Chapters num book Context attribute
Sum_verses num book Evaluated attribute
Verses num chapter Context attribute

the New Testament semantic consistencies mentioned previously. In addition, we
describe how to specify these semantic consistencies by the specification language
SLXS.

Attributes

Table 1 showsthe different attributes that are associated with the New Testament
holy XML document to carry the semantic values. Moreover, we use these attributes to
check whether the different positionsin the holy XML document are consistent or not.

The SLXS Semantic Rules

In order to specify the former semantic consistencies, we have designed the
following SLXS specification. The evaluated attributes “ Total verses num” and
“Sum_verses_num’ areused to solvethe4™ and 5" semantic problem, respectively. Both
of them have been defined by “Attr_Dependency” part in the SLXS document. The
“Total_verses num” attribute dependsonthe” Sum_verses num” throughthe* SUM”
operator. Similarly, the evaluated attribute “ Sum verses num” depends on the
“Verses num” attribute through “ SUM” operator. In the other hand, the context
attributes “ Verses_num,” “ Chapters_ num” and “ Books num” are used to check the
first, second and third semantic problems and they are declared by “Attr_Check”
portionsin SL X Sdocument. They depend onthelocal element tags*” v,” “ chapter” and
“book,” respectively.

<?xml version="1.0"?>
< !DOCTYPE XML_Semantics SYSTEM "SLXS.dtd">
<XML_Semantics>
<Attrs Lists>
<Attr>
<Name>Books num</Name><Elem>bookcoll</Elem>
</Attr>
<Attr>
<Name>Total verses num</Name><Elem>bookcoll</Elem>
</Attr>
<Attr>
<Name>Chapters num</Name><Elem>book</Elem>
</Attr>
<Attr>
<Name>Sum_verses num</Name><Elem>book</Elem>
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</Attr>
<Attr>
<Name>Verses num</Name><Elem>chapter</Elem>
</Attr>
</Attrs_List>

<Eval Attrs>
<Attr Dependency>
<Base Attr>
<Attr>
<Name>Total verses num</Name>
<Elem>bookcoll</Elem>
</Attr>
</Base Attr>
<DependOn_Attrs>
<Attr>
<Name>Sum_verses num</Name>
<Elem>book</Elem>
</Attr>
</DependOn_Attrs>
<Function>SUM</Functions>
</Attr_Dependencys>
<Attr Dependency>
<Base Attr>
<Attr>
<Name>Sum_verses num</Name>
<Elem>book</Elem>
</Attr>
</Base Attr>
<DependOn_Attrs>
<Attr>
<Name>Verses_num</Name>
<Elem>chapter</Elem>
</Attr>
</DependOn_Attrs>
<Function>SUM</Functions>
</Attr_ Dependency>
</Eval Attrss>

<Context Attrs>
<Attr Check>
<Attr>
<Name>Books num</Name><Elem>bookcoll</Elem>
</Attr>
<Local Context Elemsbook</Local Context Elem>
</Attr_Check>
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<Attr Check>
<Attr>
<Name>Chapters num</Name><Elem>book</Elem>
</Attr>
<Local Context Elem>
chapter
</Local Context Elem>
</Attr_Check>
<Attr Check>
<Attr>
<Name>Verses num</Name><Elem>chapter</Elem>
</Attr>
<Local Context Elem>v</Local Context Elem>
</Attr_Check>
</Context Attrs>
</XML_Semantics>

RELATED WORK

Therearefew attemptsinthisregard. Thefirst approach to add semanticsto XML
was published by Psailaand Crespi-Reghizzi (1999). They provide amethod for trans-
formingtheelement description of DTD intoan EBNFformal ruledescription and present
the semantic rule definition (SRD), which acts as meta-language that describes the
semanticsinthe XML document and describeshow to eval uatethe semanticsassociated
withXML. ItisXML-based and employsDTD. Inour approach, rather than semanticrule
definitions, our specification language SL XS is anew method that is defined by using
element tags, without using any attribute attached to the element tags. This guarantees
morereadableand maintainable XML documents. Furthermore, it obeysthe recommen-
dations of experienced XML workersto avoid using attributesin place of element tags,
thisisbecause attributes are more difficult to manipul ate by program code and attribute
valuesare not easy to test against aDTD. Meanwhileg, it iseasier to analyze thiskind of
XML document to extract the attribute dependencies during the implementation phase.

Although the new XML schema (Thompson et al., 2001) offers facilities for
describing the structure and constraining the contentsof XML documents, it still cannot
solve the syntactic issues of the context attributes. For example, the XML schemas can
specify theminimum and maximum occurrence of each element taginsideagivenelement
tag, without depending on the tag value. Our approach directly specifies the exact
occurrence number of the element tags, and those that depend on some attribute value
associated with this tag.

Apart from the XML area, Neven (2000) has introduced a new form of attribute
grammars(extended AGs) that work directly over extended context-freegrammarsrather
than over standard context-free grammars. Viewed as aquery language, extended AGs
areparticularly relevant, asthey can takeinto account theinherent order of the children
of anode in adocument. Moreover, he has shown that two key properties of standard
attributegrammarscarry over to extended AGs: efficiency of evaluation and decidability
of well-definedness.
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CONCLUSIONS

We proposed anovel technique to add semanticsto XML documents by attaching
the semantic information to the XML element tag attributes. We called this XML
semantics. Thisapproach isbased onthe same concept of AGsasattaching and checking
the static semantics of programming languages through their attributes. Asanecessary
step to specify the semantic that is associated with any XML document. Weintroduced
a way to use XML as a specification language for XML semantics. We called this
language SLXS. SLXS used to define the attributes and the semantics dependencies
among XML element attributions. It is an XML document that obeys the specified
syntactic structurefor SLXSDTD.

Furthermore, we have successfully applied our approach in the real application
domains. We have checked the different semantic consistencies of the several holy
booksthat are mentioned in Religion 2.00 Website. In each case we found the Religion
2.00 Website to be semantically correct.
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Chapter | X

Classification on
Top of Data Cube

Lixin Fu
University of North Carolina, Greensboro, USA

ABSTRACT

Currently, dataclassificationiseither performed on datastoredinrelational databases
or performed on data stored in flat files. The problemwith these approachesisthat for
large data sets, they often need multiple scans of the original data and thus are often
infeasible in many applications. In this chapter we propose to deploy classification on
top of OLAP (online analytical processing) and data cube systems. First, we compute
the statistics in various combinations of the attributes known as data cubes. The
statistics are then used to derive classification models. In this way, we only scan the
original data once, which improves the performance of classification significantly.
Furthermore, our new classifier will provide “ free” classification by eliminating the
dominating 1/O overhead of scanning the massive original data. An architecture that
integrates database, data cube, and data mining is given and three new cube-based
classifiers are presented and eval uated.

INTRODUCTION

Dataclassificationistheprocessof buildingamodel from availabledatacalled the
training data set and classifying objects according to their attributes. Classificationis
awell-studied important problem (Han & Kamber, 2001). It has many applications. For
example, it hasbeen usedin onlineclassification of articlesfrom registered newsgroups
onthelnternet into predefined subject categories, in theinsurance industry, for tax and
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credit card fraud detection, for medical diagnosis, and so forth. Such dataclassification
is one of the important topics in Web mining and Web services.

Currently, data classification is either performed on data stored in relational
database management systemsor performed on datastoredinsmall flat files. Theproblem
of existing classifiersbuilt onthese approachesisthat for large datasets, they often need
multiple scans of the original data and thus are infeasible in many real applications.

In this chapter we propose to deploy classification on top of OLAP (online
analytical processing) and data cube systems. First, a multidimensional analysis is
conducted on these large data sets. The output of this analysisis summarized data; for
example, aggregatesin various combinations of the attributes al so known as data cubes
(Gray et al., 1997). The aggregates are then used to derive classification models. Inthis
way, weonly scan theoriginal dataonce, whichimprovesthe performanceof classifica-
tion significantly. Furthermore, since in the decision support systems data cubes are
usually already precomputed (intermsof materialized viewsfor example) for answering
OLAPqueries, our new classifier will provide*“free” classificationfunctionsby eliminat-
ing the dominating I/O overhead of scanning the original data.

Our objectivesin this chapter are:

. designing new classifiers built on data cubes and,
. proposing an architecture that takes the advantages of above new algorithms and
integrates DBM S, OL AP systems, and data mining systems seamlessly.

Theremainder of thechapter isorganized asfollows. First wegiveabrief summary
of the related work. In the next two sections, statistics tree structures and related data
cube computation algorithms are described as the foundation of later sections, and an
architecturethat integratesDBM S, OL AP, and datamining functionsisproposed. After
that, we present three new classifiers based on the data cube: pattern detection, cube-
based naive Bayesian classification, and cube-based decisiontreeclassification. Lastly,
wegivetheevaluation of thesethreeal gorithms, summarizethe chapter, and discussour
future work directions related to classification.

BACKGROUND

Many popular classification algorithms are based on decision tree induction.
AlgorithmID-3 generatesasimpletreein atop-down fashion (Quilan, 1986). It chooses
the attribute with the highest information gain asthe split attribute. Dataare partitioned
into subsets recursively until the partitions contain samples of the same classes.
Algorithm C4.5 extendsthedomain of classificationin|D-3from categorical domainto
numerical domain (Quilan, 1993). It gives approaches to transform decision treesinto
rules. For continuous attribute A, the values are sorted and the midpoint v between two
valuesisconsidered asapossiblesplit. Thesplit formisA<v. Thereare V-1 such splits
if AhasV valuesinitsdomain. For acategorical attribute, if its cardinality issmall, all
subsets of its domain can be a candidate split; otherwise, we can use a greedy strategy
to create candidate splits.

Recent decision-treeclassifiersfocuson scalability issuesfor largedatasets. SLIQ
(Supervised Learning In Quest) uses Gini index as the classification function (Mehta,
Agrawal & Rissanen, 1996). Presorting (for numerical attributes) and breadth-first
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searching avoidresorting at each node. SL1Q requiresthe use of anin-memory structure
called “class list” and thus has poor performance for data sets whose “class list”
structureisout of memory. SPRINT (Scalable PaRallelizable | Nduction of decision Trees)
remediesthisdrawback of SLI1Q and iseasily parallelizable (Shafer, Agrawal & Mehta,
1996). It usesadifferent datastructurecalled attributelists, which are extracted column-
wise from original relation and are composed of three columns: <attribute value, class
value, transaction-id>. Thetransaction-id columnisused to track wheretherecordsare
to be partitioned. An attribute list is created for each attribute except the classifying
attribute. Though the in-memory structure “classlist” istaken out, it needs a hash tree
for partitioning non-splitting attributelists. Both SL1Q and SPRINT arestill multi-pass
algorithmsfor large datasetsdueto the necessity of external sorting and out-of-memory
structures such as attribute lists.

Surgjitetal. (Surgjit Chaudhuri, Fayyad & Bernhardt, 1999) giveascalableclassifier
over a SQL database backend. They devel op middleware that batches query executions
and stagesdataintoitsmemory or local filestoimproveperformance. Atitscoreisadata
structure called count table or CC table, afour-column table (attribute-name, attribute-
value, class-value, count). The CC tableis sufficient for the computation of splits. The
classifier has the complete freedom of evaluating the CC tables of the nodes in the
decisiontreeinany order, not necessarily confined to breadth-first search or depth-first
search. Themiddlewareal so containsafile-splitting techniqueto accesslessdatafor the
lower-level nodes. The data mining client does not compute the CC tables. Instead, it
requests the middleware for this service, which further initiates SQL queries against
database backend without directly touching the physical data. In spite of these advan-
tages, thisclassifier may still need multiple passesfor theoriginal data. Ononehand, the
DBM S cannot guaranteeto scan only onceto evaluate the SQL querieswith UNIONs of
GROUP_BYs. On the other hand, the CC tables computed for a node are not useful
anymorein the computation of the CC tablesfor its descendants. In the computation of
CC tables, the original data records have to be accessed again and again no matter
whether they arein the server, in the memory, or in the local files of middleware.

Gehrkeet al. giveauniformframework based on AV C-group (adatastructuresimilar
to CC tablesbut an independent work) for providing scal able versions of most decision
treeclassifierswithout changing thequality of thetree (Gehrke, Ramakrishnan & Ganti,
1998). With usually much smaller sizesof CCtablesor AV C-group thantheoriginal data
or attributelistsin SPRINT, these two algorithms generally improve the mining perfor-
mance. However, they, together with all other classification algorithms (as far as we
know) including SL1Qand SPRINT, still needto physically access (sometimesin multiple
scans) the original data set to compute the best splits through CC table or AV C-group,
and partition the data sets into nodes according to the splitting criteria. Drastically
different from these algorithms, our cube-based decision tree construction does not
compute and store the F-sets (all the records belong to an internal node) to find best
splits, nor doesit partitionthedataset physically. Instead, we computethe splitsthrough
the data cubes, as shown in more detail below.

TheBOAT agorithm (Gehrke, Ganti, Ramakrishnan & L oh, 1999) usesan optimistic
approach to construct several levels of treesin two scans over the training data set. It
constructs adecision tree and coarse split criteriafrom alarge sample of original data
using a statistical technology called bootstrapping. In acleanup scan of data, discrep-
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ancies of the sample decision tree from the “real tree” are detected and corrected. For
continuous attributes, the confidence interval of the best split provides guidance in
obtaining an improved best split in the cleanup phase. BOAT is able to incrementally
update the tree when the original data set has insertions and deletions.

Anoverview of datamining from a statistics perspectiveisshownin Elder 1V and
Pregibon (1996). A naive Bayesian classifier (Duda& Hart, 1973) assumesclass condi-
tional independenceand hasclassifying accuracy comparableto decisiontreeclassifiers
(Han & Kamber, 2001). AutoClassis another Bayesian classifier (Cheeseman & Stutz,
1996). If the attribute values are interdependent to one another for agiven class value,
which isoften the casein many applications, Bayesian belief networks can betrained to
reflect the conditional probability distribution of theattributes (Heckerman, 1996). Chan
and Wong describe a method based on some concepts in statistics and information
theory and prove that it is better than traditional classification algorithms based on
decision trees (Chan & Wong, 1991). Other classification methods include back
propagation (Lu, Setiono & Liu, 1995), associationrulemining (Lent, Swami & Widom,
1997), k-nearest neighbor classifier (Duda& Hart, 1973), and so forth.

Sinceour new classifiersarebuilt ontop of thetechnol ogiesof OL APand datacube,
the performance of cube computation has a direct influence on these classifiers. Next,
we briefly introduce some of the cube systems and cube computation algorithms. To
computedatacubes, variousROLAP (rel ational OL AP) systems, MOLAP (multidimen-
sional OLAP) systems, and HOLAP (hybrid OL AP) systemsareproposed (Chaudhuri &
Dayal, 1997). Materialized viewsand indexing are often used to speed up the eval uation
of data cubes and OLAP queries.

Materializing all the aggregate GROUP_BY views may incur excessive storage
requirements and maintenance overhead for these views. A view selection algorithm
proposed by Harinarayan et al. (Harinarayan, Rgjaraman & Ullman, 1996) usesagreedy
strategy to chooseaset of viewsover thelatticestructureunder the constraint of acertain
spaceor acertain number of viewsto materialize. Agarwal et al. (1996) overlap or pipeline
the computation of the views so that the cost of the processing treeisminimized. Aside
from scheduling the order of computing viewsarethe choicesof using sorting or hashing
methods for the nodes in the processing tree. For sparse data, Zhao et al. proposed the
chunking method and sparse data structure for sparse chunks (Zhao, Deshpande &
Naughton, 1997).

For dimensionswith small cardinalities, bitmapindexingisvery effective (O’ Neil,
1987). It is suitable for ad-hoc OLAP queries and has good performance due to quick
bitwise logical operations. However, it is inefficient for large domains. In this case,
encoded bitmap (Chan & loannidis, 1998) or B-trees (Comer, 1979) can be used. Other
work related toindexing includesvariant indexes (O’ Neil & Quass, 1997), joinindexes,
and so forth.

Rather than computing all the datacubes, Beyer and Ramakrishnan (1999) devel op
the BUC (bottom-up cubing) algorithm for cubing only on group-bys that use clause
HAVING COUNT(*) > X, where X isgreater than somethreshold. BUC buildscubesin
abottom-up fashion and employstheapriori property similar to association rulemining
(Srikant & Agrawal, 1996) to eliminate non-frequent cubecells. However, thisalgorithm
may still need multiple passesanditisnotincrementally updateable. Johnson and Shasha
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(1997) propose cube trees and cube forests for cubing. We have developed a dynamic
multidimensional data structure called Statistics Tree (ST) to compute data cubes
involving aggregation (Fu& Hammer, 2000; Hammer & Fu, 2001). Inthenext section, we
will present these structures and related algorithms briefly.

STATISTICSTREES

Though much progress hasbeen made, efficient computation of datacubesremains
avery challenging problem because of theimmense sizes of datawarehouses, the curse
of dimensionality (many dimensions with large domain sizes), and the complexity of
queries. In addition, the administration (including computation, indexing and mainte-
nance) of alarge number of separate materialized views or multidimensional arraysis
indeed a complex task that we desire to simplify. Another main drawback of ROLAP
algorithmsisthat they are often multi-pass for large data sets. All of these challenges
and dilemmas motivate us to develop a different evaluation strategy. We developed a
dynamic multidimensional datastructurecalled Satistics Tree(ST) (Fu& Hammer, 2000).
Due to the large sizes of data warehouses, analytical processing usually focuses on
summary information. Therefore, we only retain the aggregations of the cubes instead
of the detailed records, which greatly reduced space and time costs. We call the OLAP
gueriesthat only involveaggregationscube queries. An ST isamulti-way, balanced tree
whose |eaf nodes contain the aggregates for a set of records consisting of one or more
attributes. L eaf nodesarelinkedtofacilitate storageand retrieval. Each level inthetree
(except the leaf level) correspondsto an attribute. Aninternal node has one pointer for
each domain value, and an additional “star” pointer represents the entire attribute
domain. Internal nodes contain only pointers. Initially, the valuesin the |eaf nodes are
set to zero or undefined.

Populating the tree is done during aone-time scan of the data set: for each record,
thetreeis partially traversed based on the attribute values in the record; the leaf nodes
at the end of the path are updated using the aggregation function (e.g., incremented by
one in the case of the count function).

Figure 1 depicts a simple statistics tree corresponding to a data cube with three
dimensionsx,, X,, X, having cardinalitiesd, =2, d,= 3, and d = 4 respectively. Thecontents
of thetree are shown after inserting therecord (1,2,4) into an empty tree. Theleaf nodes
store the results of applying the aggregation function count to the data set. The update
pathsrelating to the samplerecord are shown as solid thick linesin Figure 1. Noticethat
other aggregate functions such as sum can also be similarly implemented.

Afterthe ST treeisinitialized, and all the datacubeshave been computed and stored
initsleaves, thesystemisready to evaluate cube queriesissued by the users. CQL (cube
guery language) concisely specifies any subset of the full data cube that is composed
of al the core cube cells. A core cube cell is a multidimensional rectangle with each
attribute having anon-star value. A CQL expression returns an aggregated valuefor the
covering cube cells. It is of form: aggr ™ ¢(constraint; ...; constraint), whereaggr is
theaggregate operator: for exampl e, count, sum, min, max, avg, and so forth, and measure
is the measure of the data cube to track, for example, sales. There are three types of
constraintsfor adimension: (1) asingle value including the special star value meaning

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



194 Fu

Figure 1. Statistics Tree after Processing Input Record (1,2,4)

Level 1

Level 2

. Leaf Nodes -~

ALL; for examplefamily car asthe car type, (2) arange; for example[20, 30] asageof a
customer, and (3) apartial set; for example{family car, truck} .

Cubequeriesare evaluated by traversing part of the ST. Starting from theroot, one
can follow all the pointers corresponding to the constrained attribute values specified
in the query for the dimension of that node, to the next level nodes. Recursively
descending level by level, eventually we reach the leaves. All the valuesin the fall-off
leaves are summed up as the final answer to the input query.

I n processi ng ad-hoc combinationsof dimensional constraints, wediffer from most
existing algorithms, which only optimize certain group-by queries. Traditionally, the
viewsrepresented asnodesinaview latticestructure are computed in atop-down fashion
from one another. We compute collectively all the data cubes at the same time.
Moreover, all the data cubes are packaged together into one compact data structure —
ST. Thissignificantly simplifiesthe management of all the otherwise separate cubes or
views. ST can be regarded as asuper view. It isnot only space efficient, fast, compact,
and interactive but also incremental ly maintainabl e, self-indexing, and scalable.

If some dimensions have hierarchiesin them, for example, day-month-year for the
time dimension, we have optimized the computation of datacubesthat havean arbitrary
combination of different hierarchy levels. Though the constraints at high hierarchical
levelsin the query can be rewritten into those at the finest levels and the query can be
evaluated by the ST at the finest levels (we call it the base tree), it is more efficient to
compute and materialize moreadditional STs(we call them derived trees; together with
thebasetree, wecall themafamily of ST trees) for these queries. Thederivedtreescontain
the same dimensions of the base tree, but are at high hierarchy levels and much smaller
thanthebasetreedueto smaller cardinalitiesfor high-level attributes. Thel/O operations
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of retrieving the cubes from disks are greatly reduced. We have designed algorithmsto
choose candidate trees to materialize, derive them from the base tree, and select the
proper treesinthefamily to evaluatetheinput query. In addition, CQL should also make
some minor adjustmentsto accommodate hierarchy level information. Specifically, the
constraints should also specify which dimension and which level of the dimension for
thesel ected val ues. | nterested readersmay refer to Hammer and Fu (2001) for moredetails.

For dimensionswithlargecardinalities, we have designed new algorithmssuitable
for sparse data (Fu, 2004). STs are static structures, meaning that the shape of the tree
isset and will not change by inserting more records once the number of dimensionsand
their cardinalitiesaregiven. The ST hasexactly (v+ 1) pointersfor aninternal node, where
visthecardinality of the attribute corresponding to thelevel of thenode. Thevaluesare
contiguous from O to v-1. Thereisaserious problem with this static ST structure: when
many dimensions have large cardinalities the ST may not fit into memory! This often
happensin applications. Tofix this, we devel op anew datastructure called SST (sparse
statisticstrees) and the related algorithm to eval uate data cubes. SST isvery similar to
ST but the pointersarelabel ed with attribute val uesinstead of i mplied contiguousval ues.
When anew record isinserted into the SST, attribute values are checked al ong the paths
with the existing entriesin the nodes. If not matched, new entrieswill be added into the
nodeand new subtreesareformed. Figure2 showsan SST after inserting first two records
(5,7,30) and (2, 15, 6). The paths accessed or newly created whileinserting the second
record are shown in dashed lines.

If the number of recordsislarge in the training data set, at some point during the
insertion process, SST may not fit into memory anymore. A cutting phase is started,
which deletesthe sparseleavesand savesthem ondisk for | ater retrieval toimprovequery
accuracy. While evaluating a cube query after SST initialization, wefirst check thein-

Figure 2. SST Example

|
|«
|

(2] [ [2] [2] [2] [2] [a] [2] [a][2] [2][2]
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Figure 3. An Architecture of Data Warehouse with DBMS API

| Database API / File System|

filtering

Data Warehouse

‘ Extraction, Transformation, Loading (ETL) ‘

memory tree to quickly return a good approximation. If more accurate answers are
required, we then retrieve the related leaves stored on disk.

ARCHITECTURE

Different fromtransactional processing systems, for example, commercial DBMS,
OLAPanddatamining aremainly usedfor analytical purposesat theorganizational level.
A datawarehouse containsdataextracted, cleaned, integrated, and loaded from multiple
sources. “ A datawarehouseisasubject-oriented, integrated, time-variant, and nonvol a-
tile collection of data in support of management’s decision making process” (Inmon,
1996). Thefollowing is ageneral architecture for a data warehouse withaDBM S API
interface.

There are some advantages of deploying data analysison datawarehousesinstead
of directly onoperational databases. First, dataare clean and consistent acrossthewhole
organization. Secondly, we can also use the existing infrastructure to manipulate and
manage large amounts of data. Thirdly, the data warehouse DBMS can choose any
interested subset of datato mine on, implementing an ad-hoc mining flexibility. Further-
more, our cube queries cannot return the specific detailing records themselves that
satisfy certain constraints. In this case, DBMSisstill necessary though OL AP and data
mining algorithms can give “big picture” information and interesting patterns. OLAM
(onlineanalytical mining) systemintegrates OL AP with datamining and mining knowl-
edgein multidimensional databases. A transaction-oriented commercial DBM Saloneis
not up to data mining and evaluating complex ad-hoc OLAP queries efficiently and
effectively because DBMS have different workloads and requirements; for example,
concurrency control and recovery. Weneed special OL AP servers(or datacubeservers)
and special datamining modulesto answer some OL AP queriesand datamining queries
moreefficiently. A natural solution isthen to integrate these three systemstightly. Figure 4
isour proposed architecture for such an integrated system.
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Figure 4. System Architecture that Integrates DBMS, OLAP, and OLAM

Result Error SQL CcQL DM QL
GUI API

’ Parser

Visualizer

4‘ OLAP }— ST trees

i

Database APl / File System ‘

Theundirected linesrepresent bi-directional information flows, except thetopline
representing GUI API. Users can submit SQL, CQL, and DMQL (data mining query
language) queries through a common GUI API interface. The parser parses the user
inputs and dispatches to the corresponding DBMS, OLAP, and OLAM engines if no
syntactic errors are detected. Otherwise, the error messages are returned. Related
metadatainformationisstored and will be used later by thedataprocessing engines. The
running resultsfromthe enginescan berepresented in variousformatssuch asdiagrams,
tables, and so forth through a visualizer.

In addition to mining directly on databases or files, the OLAM engine can also be
built ontop of OL AP engines, whichisthemain topic of thischapter. The OLAP, or data
cube server, instructs a loader to construct STs from databases or files so that later on
thecubequeriesareevaluated using theinitialized STs(or SSTs), whichissignificantly
faster than using DBM S servers (Hammer & Fu, 2001).

After the ST isinitialized, the data cubes can be extracted from theleavesto derive
classification models. Next, weintroduce astatistical model for pattern detection, which
helps classification.

CUBE-BASED PATTERN

DETECTION CLASSIFICATION
Pattern Detection Using Chi-Square Test

Givenatraining dataset with N records, each of which hasd predictor attributesA,,
AL A andtheclassifying attribute B, supposethat they areclassified into C known
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O, = total number of recordsthat belongto L,
and havevaluea;, for A,

Oy = \li:lopk
O, = C_ o pk
Z O <
=0,,0,, /N’
(04 —Ey)
pk Epk
Yy =@-0,, /N)1-0O,, /N')
= ka
N

pk

cIassest, p=12,..., CandthatAJ. havaaIues{ajk| k=1,2,..,V,j=12,...,d}. Let
us define:

Thisisunder theassumption that beingamember of L_isindependent fromwhether
A=a,E, . Isthe expected total. A chi-squaretest cantell |fA isdependent on the class
Iabels Ifstatlstlc

Ou —En)’
X2=2p’k( pkE pk) >de0(2’

pk

where d = (C-1)(V-1), and « is a significance level, then with (1-c) confidence A is
dependent on the class labels. Though the chi-square test can tell if the whole attribute
is dependent on the class labels, it does not tell whether arecord with a certain value,
say A= a,, isclassified to L.To this latter end, we need statistics such asZ,.

Using the statistic X ,, the maximum likelihood estimate of its variance is Yo
(Haberman, 1973) and Z, has a normal standard distribution. If Z,> 1.96, we can
conclude with 95% confidencethat therecord with A = a, will be classified to class L
if Z, < -1.96, and that record should be classified to aclass other than L ; otherW|se
kn0W| ng that A=a, does not provide us enough information about wheti;er it should
be classified to L.

To determine the class label of afuturerecord, one can first retain the Z oS whose
absolute values are above 1.96. The classification rules are of the form:

If arecordwithAJ =8, thenitisinL_withacertainty W(class= Lp/class:tLp | A= ajk).
Theweight evidence measure W can be defined by the difference of mutual information
I(class = L ajk) and I(cIass;tLp | A= ajk):
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Pr(L, lay)

Pr(L,)
0, /0,
O, /N
W(Class=L,/Class#L, |a;)
=1(Class=L,:a;)—I(Class= L, :a;)

I(L,:a,)=log

=log

Mutual information I(class= L : a,) between L_and a, measures the decrease of
. . p Tk P jk
the uncertainty about classifying the record to L, givenA =a,.
Without the a priori knowledge of the correlation of the attributes, the weight of
class membership prediction by all the attribute valuesisthe sum of the weight of each
attribute:

\
W, =) W(Class=L,/Class=L, |a,)

=L

The predicted class|abel of anincoming record isthe one with the maximum total
weight max {Wp}. This method can deal with noisy data. In addition, arecord can be
classified into multiple classes with a different strength of evidence. More details are
givenin Chan and Wong (1991).

Extraction of Statistics and Classification

Given the two-order statistics, for example, O o Wecan classify objects using the
above method. Fortunately, all the O b S needed are already stored as some of theleaves
of therelated ST. To find the val ues of Opk, first we construct a CQL expression with all
constraints being star “*” values. The components corresponding to A and the
classifying attribute B are replaced with a, and p respectively. The modified CQL
expression is then used to traverse the ST. Starting from the root, follow the pointer
correspondingtothefirst valueto thenodeonthenext lower level. Repeating the process
will reach the leaf that holdsthe O, value. If the ST is stored on adisk, we will usethe
CQL expressiontolocatethepositionof O, andretrieveit. OnceO o sareextracted, other
variables can be computed and the record is classified as above.

NAIVE BAYESIAN CLASSIFICATION
USING STATISTICS TREES

We also build a classifier that combines the techniques of the Naive Bayesian
classification algorithm and data cubing using STs. Naive Bayesian classification is
based on Bayes theorem:
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(L, )= PATLIPL,)
P(A)

where A= (a, a,..., a, ) isthe observed data sample, and P(Lp | A) isthe probability

(also known as posterior probability) that A belongsto class L. Thetarget class should

be the one with the largest P(Lp | A). Sincethe denominator P(A) isthe same, we only

need to maximize the numerator. Under the assumption of class conditional indepen-

dence:

PAIL,) =[TP(A =a, IL,)

j=1

P(A —a,|L,) = =
] ] P (e}

p+

0,,
P(L,) =

Sample A belongsto Lpif

P(AIL,)P(L,) 2 P(A| Ly )P(L,),
for V1<q<C,q#p

As shown, O s can be extracted directly from the ST and other variables can be
computed according to the previous formulas. Both the cube-based pattern detection
classifier and the cube-based Naive Bayesian classifier are based on statistics theory.
Their statistics can besimply extracted from STs. Computing all the cubesintheform of
ST treesmay bean over-Kkill, but they arefree handy information as part of theanal ytical
system to construct efficient classifiers.

CONSTRUCTION OF

DECISION TREES USING DATA CUBE

A General Decision Tree Construction Template

Indecisiontreeclassification, werecursively partition thetraining dataset until the
recordsin the sub-partitions are entirely or mostly from the same classes. The decision
tree model issimple, easy to understand, and relatively fast to build compared to other
methods (Quilan, 1993). When the data cubes have been computed, in this section we
will design a new decision tree algorithm that builds a tree from data cubes without
accessing original training records.

Theinternal nodesin adecision tree are called splits, predicatesto specify how to
partition the records. The leaves contain class |abels into which the records satisfying
thepredicatesintheroot-to-leaf pathsare classified. We consider binary decisiontrees,
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though multi-way treesareal so possible. Thefollowingisageneral template for almost
all decision treeclassification algorithms:
Partition (Dataset S)

If (al recordsin S are of the same class) then return;

Compute the splits for each attribute;

Choose the best split to partition Sinto S, and S,;

Partition(S));

Partition (S,);

o, wWNPE

Aninitial call of Partition (training dataset) will setup abinary decisiontreefor the
training data set. Our algorithm called cubeDT (cube-based decision tree) differsinthe
way of evaluating splits and partitioning from all existing decision tree algorithms of
whichweareaware. Beforethe evaluation of the splits, thedomain val ues of thetraining
records are all converted into integers starting from 0. For continuous attributes for
example, the attribute values are replaced by the indexes of the intervalsto which they
belong. The ordinal and categorical attribute values are just simply converted into
integers. The conversions can be done during the scanning of original training dataand
the computation of the data cubes using the methods from above.

Computing the Best Split for the Root

We use agini-index to computethe splitsat theroot of the decision tree asfollows:

C-1
gini(S):l—Z pjz,where p; isthe frequency of class jinS

=0

p; =count(B=j)/n,n=|S|

gini(s) =% gini(s) +nT12 gini(S,),if Sis partitioned into S, and S,,n, =|S, |,n, =IS, |

A splitfor continuousattribute A isof form value(A)<v, wherevisthe upper bound
of someinterval of index k (k= 0, 1, ..., V-1, where V isthe total number of interval for
A). To simplify, let us just denote this as A<k.

The following algorithm evaluates the best split for attribute A:

1  ¥[j]=0,forj=0,1,...,C-1; CountSum=0;

2 minGini =1; minSplit=0;

3. fori=0toV-1do

4 countSum « countSum + count(A=i);

5. n,= countSum; n, =n-countSum;

6. squaredSumL , squaredSumH = 0;

7. forj=0toC-1do

8 X[j1=x[j] + count(A=l; B =j); y = count(B=j) —x[j];
9. squaredSumL < squaredSumL +(x[j] /n,);
10. squaredSumH <« squaredSumH-+(y /n,)%
11 gini(S,)) = 1- squaredSumL ;

12. gini(S,) = 1- squaredSumH;
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13. gini(S) =n,gini(S)/n+n,gini(S,)/n;
14. ifgini(S) <minGinithen
15. MiniGini =gini(S); minSplit=i;

Lines 1 and 2 initialize temporary variables countSum and array x, and current
minimal gini index minGini anditssplit position miniSplit. Lines3through 15 evaluateall
possible splits A<i (i=0, 1, ..., V-1) and choose the best one. Each split partition data
set Sinto two subset S = {rin S| r[A]<i} and S, = S-S, Line 4 tries to simplify the
computation of thesizeof S, that is, count (A<i) by prefix-sum computation. Similarly,
array X[ j] isused to compute count (A<i; B=j) for eachclassj (j =0, 1, ..., C-1) inlines
land8.

For categorical attributes, thesplitsareof form A e T, whereTisasubset of A. Any
subset of A isacandidate split. The size of T:

n, = count(A ¢ T), and n= n-n,
p, = count(Ae T, B=j)/n

Knowing how to computethesevariables, we can similarly computethegini(S) for
each split and choose the best one, as we did for continuous attributes. The final split
for the root isthen the split with the smallest gini index among all the best splits of the
attributes.

Partitioning and Computing Splits for Other Internal

Nodes

Thebest split computed aboveisstoredintheroot. All other algorithmsat thispoint
partition the data set into subsets according to the predicates of the split. In contrast,
cubeDT does not move data around. Instead, it just virtually partitions data by simply
passing down the split predicates to its children without touching or querying the
original datarecordsanymoreat thisphase. Theremoval of the expensive processof data
partitioning greatly improves the classification performance.

The computation of splitsfor an internal node other than the root is similar to the
method in the previous section except that the split predicates along the path from the
node to the root are concatenated as part of constraintsin CQL. For example, suppose
atable containing customer information hasthree predictor attributes: age, income, and
credit-report (values are poor, good, and excellent). Therecords are classified into two
classes: to buy or not to buy a computer. To compute the splits for income attribute, at
the root node A, the split is of form: income <v, and n, = count( income <v). Suppose
thebest split of A turnsout tobe*age< 30,” and now weare computing splitsfor income
attribute at node B. Notice that value n, = count (income < v; age < 30), and n, =
count(age < 30) — n,.

Atnode C, n, = count (income <v; age> 30), and n, = count(age > 30) —n,. All
other variables are adjusted accordingly to compute the splits. Suppose that after
computation and comparisonthebest splitat B is“income< $40,000”. Thediagram shown
in Figure 5 givestheinitial steps of evaluating splits of nodes A, B, and C.
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Figure 5. Example of Computina Splits of Non-Root Internal Nodes

Income <= $40K

/N

EVALUATION OF THE NEW CLASSIFIERS

In comparison with classifiers based on decision trees such as D3, the classifier
in has better classification accuracy. Our classifier will have the same accuracy but
directly extract statisticsfrom computed data cubesinstead of computing from original
data, thusproviding classificationfor free. Studiesshow that the performance of anaive
Bayesian classifier iscomparablewith decisiontreeand neural network classifiers(Han
& Kamber, 2001). In comparison with other data cube computation algorithms such as
Bitmap and BUC, our cubing algorithmshavebetter performance (Fu& Hammer, 2000).

Based on these studies, we naturally conclude that our statistical classifiers have
the same or better accuracy but are much faster than decision tree classifiers such as ID-3,
Bayesian classifiers, and neural network classifiers. Our cube-based decision tree
construction algorithm has the same quality of SLIQ, SPRINT, and BOAT but is
significantly faster due to direct computation of splits on data cube without actually
partitioning and storing the F-sets.

CONCLUSIONS AND FUTURE WORK

In summary, in this chapter we propose new classifiers that extract some of the
computed data cubes to set up statistical and decision tree models for classification.
Once the data cubes are computed by scanning the original data once and stored in
statistics trees, they are ready to answer OLAP queries. The new classifiers provide
additional “free” classification that may interest users. Through the combination of
technol ogies from data cubing and classification based on statistics and decision trees,
we pave theway for integrating datamining systems and data cube systems seamlessly.
An architecture to achieve this important integration has been proposed.

There is a clear trend of integrating DBMS, OLAP, and data mining into one
comprehensive system that can deal with all kinds of queries. Inindustry, the data cube
and datamining functionalitiesare usually provided by the third partieswho build their
productsontop of DBM Ssystems. Our research goesonestep further tointegrated them
together more tightly.

Our proposed classifiers based on statistics assume class conditional indepen-
dence or do not use the prior knowledge concerning the interrelation of the attributes.
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We will continue this research on the design of new classifiers that take advantage of
correlation information of the attributes. We also plan to design other efficient data
mining algorithmsfor data cubes.
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Chapter X

Data Cleansing
and Validation for
Multiple Site Link
StructureAnalysis

Mike Thelwall
University of Wolverhamption, UK

ABSTRACT

A range of techniques is described for cleansing and validating link data for use in
different types of Web structure mining, and some applications are given. The main
application area is Multiple Site Link Structure Analysis, which typically involves
mining patter ns fromthemed coll ections of Websites. Theimportance of data cleansing
and validation stems from the fact that Web data are typically very messy. It involves
extensive duplication of pages and page components, which when analyzing raw Web
data may give meaningless results.

INTRODUCTION

Hyperlinks are important for their use in navigation within a site, and Web usage
mining algorithms have been built to cluster site users based upon navigation patterns
(Hafri etal., 2003) andto createsitelink structuresfrom Web server logs(Wu & Ng, 2003).
Linksarealso used for directing visitorsto other sites, however, and links on other sites
similarly provide a potential source of new visitors. Inter-site links, the focus of this
chapter, are now routinely exploited by Web applications for a variety of purposes,
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including building search engineindexes, ranking search results, identifying clusters of
topic-related pages, and extracting information about the behavior of Web authors. Such
isthe importance of linksthat there isasignificant body of work that chooses them as
the objectsof study, for modeling their creation or for analyzing the structures produced
by them (Barabési, 2002).

Thischapter coverstwo different Web structure mining approaches, link topol ogy
mining and link URL mining, which use different raw data and methods. Link topology
mining treats the Web as a graph with the pages as nodes and the links as either edges
(directionless) or arcs(preservingthelink direction), discarding all information about the
content of the pagesthemselves. For link URL mining, thetopology isused in conjunc-
tion with the URL s of the source and target of each page, allowing the mining of more
concretelinking patterns. Typical outputsincludeinformation about theinterconnectivity
of setsof Websitesor their linking practices. Both typesof link mining can beused either
on their own or in conjunction with other approaches to solve specific problems such
as Web topic identification.

Thetechniquesdescribedinthischapter areprimarily useful for anew type of Web
structure mining, Multiple Site Link Structure Analysis, although they also have
potential usesfor Web Information Retrieval (IR). Web IR applicationsof link URL mining
and link topol ogy miningincludeheuristicsto rank pagesor cluster them by connectivity
patterns, aswell asto identify site typesfrom their link structures alone. Multiple Site
Link Structure Analysis (MSLSA) istheanalysisof thelink structure of acollection of
Websites. The emphasisison afinite collection of sites: more than one site but not the
whole Web. The collection would typically have a unifying theme such as UK univer-
sitiesor U.S. libraries. Thefollowing areillustrative of thetypesof problemsthat might
trigger an MSL SA investigation.

. What are the patterns of interlinking and clustering of the Websites of different
nations/industry sectors/groups of countries?

. Which countries/types of site/sites do the Websites within a given nation/
industry/ sector/group of companies tend to link to?

. Which Websitesout of agiven set appear to be having themost (link based) impact
on the Web?

These questions can be useful for avariety of different interest groups, including
Website managers. On alarger scale this includes managers with the responsibility to
ensurethat collectionsof sitesareeffective, fromthelevel of thesitesof alargecompany
or university to the national level. The techniques are also being investigated on an
international scale for the European Union (www.webindicators.org).

The objective of this chapter is to present a state-of-the-art summary of data
cleansing and validation techniquesfor link topology mining andlink URL mining, mainly
for MSLSA but alsofor Web IR. A range of types of application techniqueswill also be
given. The choice of cleansing and validation as the focus of the chapter is due to the
problematic nature of data collection and interpretation on the Web. Data cleansing is
important because of the many types of problems in raw Web data, including the
existence of duplicate sites. Datavalidation is critical for MSLSA (but not Web IR) in
order to be able to interpret findings. Current research suggests that the statistical
techniquesthat can successfully analyzelink structuredatawill vary by the scope of the
study and so it will not be fruitful to go into the details of individual case studies here.
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An important theme that runs throughout the chapter is the application of Alternative
Document Models, which systematically aggregate collections of Web pages for data
cleansing and to allow different simultaneous scales of analysis.

BACKGROUND

A number of research areas have produced information about hyperlinks that is
relevant to Web structure mining and this section offersabrief review of three of them.
Moreinformation can also be found in the Web structure mining section of Kosalaand
Blockeel (2000), and the link structure analysis overviews of Henzinger (2001) and
Chakrabarti etal. (2002).

M odels of Web Growth

The most fundamental link structure research has evolved from theoretical physi-
cists' abstract mathematical models for network growth. Whilst early work tackled a
variety of kinds of networks simultaneously (Watts & Strogatz, 1998), later studies
specialized to the Web. The main finding wasthat the Web does not grow at random but
that new links tend to get connected to pages that are already major sources or targets
of links. This‘rich getsricher’ effect creates a scale-free network (Barabasi & Albert,
1999; Barabasi et al., 2000). One consequence for thewhole Web isthat thedistribution
of linksisnot uniformor normal, but exhibitsapower law, so that asmall number of pages
have a huge number of links. When this phenomenon was further investigated, it was
found to vary by pagetype (Pennock et al., 2002), with some groups, such as university
home pages, deviating significantly from apower law with alessuneven spread of links.
Until recently, mathematical models have not incorporated factors that are known to
effect the propensity to link between Websites such asgeographical distance (Thelwall,
2002c¢), but still usefully illustrate general patterns.

Animportant implication of thisresearch isthat Web mining algorithms must not
be based upon assumptions that ‘average’ linking behavior can be expected; instead,
anomalies such asindividual pages with huge numbers of links are endemic.

Link Structuresin the Web

A strand of computer scienceresearch has studied theinternal link structure of the
Web graph from atopological perspective. In some analyses the direction of the links
arepreserved, in othersnot. Broder et al. (2000) dissected two large AltaVistacrawls of
theWeb from 1999, each of about 200 million pagesand 1.5 billionlinks. They found that
if the direction of the links wasignored then 90% of the pages were connected together
in one huge component. At the center were a quarter of the pages, named the Strongly
Connected Component (SCC), which was a set such that starting at any page and
followinglinksintheir original directionwouldyieldthewhol eof therest of the SCC. Half
of therest of the pages could either trace alink path into the SCC, or could belinked to
by apath from the SCC, only following linksin the correct direction. Theresults do not
cover the‘whole’ Web, only AltaVistacrawls, and presumably most pagesin the crawl
have been found by following links, withaminority found by user submission of URLSs.
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Neverthel ess, the highly interconnected nature of the core of the Web can be seen. This
phenomenon is a natural result of the power law of Web linking and in particular the
existence of afew extremely highly interconnected sitessuch as'Y ahoo! that can connect
otherwise disparate pages. Research into the Web graph has spawned specialist
workshops on the topic and a similar exercise on academic Websites (Thelwall &
Wilkinson, 2003b). Although the original purpose of the research wasto optimize Web
crawler designtheresultsare useful background for Web link algorithmsin general, and
cluster mininginparticular.

Link Analysis for Information Retrieval

Althoughthelink structure of the Web has been important since the creation of the
first crawlers such as the World Wide Web Worm, link structure analysis came into
existenceasaresult of two algorithmsdesigned to rank pagesin responseto user queries:
Google s PageRank (Brin & Page, 1998) and Kleinberg's (1999) HITS. The success of
Googlein particular seemsto have given riseto expectationsthat links could profitably
be used in Web Information Retrieval algorithms.

PageRank is an algorithm that assigns a global importance rating to Web pages
based upon link structures alone. The underlying principleisthat more important Web
pages will be more frequently linked to. Early search engines relied upon the contents
of pages to judge their relevance to a user’s query. This is error-prone, however,
particularly for popular queries. For example, it would be difficult to find authoritative
pages for ‘Netscape based upon contents alone since so many contain the word
‘Netscape,” but the Netscape home pagewould haveavery high PageRank since so many
pageslink toit. Link based rankingisproblematic, neverthel ess, because sitehome pages
aremorefrequently linked to than the pages contai ning useful information and somelinks
are moreinfluential than others— for example, Y ahoo! linkswould be amorereliable
quality indicator than those from obscure personal home pages. PageRank avoidsthese
problems to some extent by recursively incorporating the importance of links in its
calculation. Nevertheless, it cannot get around the problem that almost all links between
different sites seem to be created unsystematically and so small differences in link
counts, for examplebetween0and 1, areunreliablequality indicators. Asaconsequence,
subsequent research has found at most minor improvementsin Web IR algorithmsfrom
theincorporation of links (Hawking et al., 2000; Savoy & Picard, 2001).

DATA COLLECTION METHODS

Web Crawlers

Web mining applicationsneed acarefully conducted datacollection stage. Theuse
of acrawler to gather datais an obvious choice, whether a personally designed version
orapublicly availableonesuchasHarvest-NG (http: //Webhar vest.sour ceforge.net/ng/). The
practicalities of crawling the Web will depend upon the scale of the investigation,
because of the resources that will be consumed (storage space, CPU time and network
bandwidth). For aninvestigation of moderate size small test crawls can be used to judge
whether a full-scale crawl would be practical. For basic crawler coverage issues see
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Thelwall (2001a, 2002a), and for design issues there are standard textbooks (Heaton,
2002; Pallman, 1999).

Web crawling for datamining hasitsown uniqueset of problemsrelated to accuracy
and coverage. The problem of accuracy hastwo components: finding all relevant pages
and not recording multipl e copiesof the samepage. Crawlerswork by following linksand
sowill misspagesonasitethat arenot linked. Lawrenceand Giles (1999) term the pages
that can be found by following links from the home page the “ publicly indexable set,”
making it clear that complete site coverageisnot claimed. Notethat crawlersarelikely
tomisssomelinksthat human users can see, such asthose embedded in JavaScript, Java
or Shockwave.

Theproblem of duplicate pagesisinasensemoretroublesomebecauseitispartially
avoidable and so crawlers should be designed to compare all fetched pages and discard
duplicates. Thiscan be madefeasiblefor large crawlsby cal culating numerical key codes
from the text of each page and comparing the numbers, at least initially, instead of the
whole pages (Heydon & Najork, 1999). This strategy should catch most casesin which
pagesare duplicated, with the exception being pages contai ning dynamic elementssuch
as text hit counters. A common source of duplicate URLs s the situation in which the
home page of adirectory can beretrieved either by name or by specifying the directory
root.

Mirror sites can present a problem of coverage rather than accuracy becausein a
typical Web structure mininginvestigation thewhole Webwill not becrawled and sothe
original sites of some mirror sites may not beincluded. Asaresult, heuristicsor human
judgments may be needed to decide whether a given set of pages should be ignored as
amirror siteor not. Inuniversity Webs, for example, itiscommonto find several copies
of Sun’s Java documentation. It is undesirable to crawl such duplicated sets of pages
sincean analysisof their linkswould giveinformation about the original creatorsrather
than the new hosts. Fortunately, Sun’s Java documentation has a standard set of URL
structures and so regular expressions can be built to avoid crawling them. Other mirror
sites can also be found either after the crawl at the anomaly identification stage or by
human monitoring of the crawl, or checking of itsresults. A regular expression list for
URL sthat should not be crawled isagood idea, not just for software documentation but
also for other undesired types of pages, such as automatically generated online Web
server logs. It may also be desirable to ban e-mail archives, Web discussion lists and
bulletin boardssimply becausethey represent adifferent kind of communication medium
than Web pages.

If human monitoring of crawlsisemployed then the operator can compileabanned
list for each site to supplement the generic regular expressions applied to all sites.
Examplesof these can befound at the Cybermetricsdatabasesite (cybermetrics.wlv.ac.uk/
database).

Commercial Search Engines

It ispossibleto obtain summary data about the whole Web (or at |east the portion
crawled) by sending queriesto commercial search engines. The advanced interfaces of
many allow queries specific to links, such asonefor all pagesthat link to agiven URL.
At the time of writing, AllITheWeb and AltaVista allowed the most flexible queries,
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including the use of Boolean operators. For example, tofind all pagesinthe.edudomain
that link to Cambridge University the request would be;

domain:edu AND link:cam.ac.uk

This can be used either to obtain an approximate count of the number of pages
involved, or to get the URL sof thefirst 1,000 by successivequeries. Asasimpleexample
of how thiscould be used for data mining purposes, for agiven Website asearch engine
could be used to count the number of pages that link to it from the .com, .edu and .mil
domains, and for aset of universitiesthesethreeinlinkscounts could be compared across
the set, patterns identified and outliers noted. Note that the results will not be perfect
for two reasons. First, AltaVista uses heuristics to guess at the results to avoid a huge
amount of processing. Second, the link command would match cam.ac.uk anywherein
alink URL, and not necessarily just the domain name. As aresult of these and other
problems (e.g., Bar-1lan, 2001), care should be taken in interpreting the results. Search
enginesarenot anideal sourcefor academicresearchinparticular becausetheir coverage
andreporting algorithmsare outside of the publicdomain. Thereislittlechoice, however,
for any applicationsthat require information that can only be obtained from very large
Web crawls.

Search engines tend to have allowabl e usage policies that do not allow enquiries
from automated processes. In the case of Google an alternative isavailable through the
GoogleAPI (http://www.google.com/apis/), although thishasamaximum requestslimit
per day. Nevertheless, the restrictions mean that it may not be possible to use search
engines as part of afully automated data mining exercise.

Existing Data Sour ces

There are anumber of places on the Web that supply data sets from Web crawls.
These sources may be useful for testing algorithms, or in some circumstances for the
actual datato be used, avoiding the need for direct crawling. Perhapsthe best known are
TREC Web collections(trec.org) whichincludetheHTML of large coherent setsof Web
pages, although they are designed for Web Information Retrieval algorithm evaluation
purposes(Hawkingetal., 2001). The 18Gb collectionfor 2003wasacraw! of 125million
pages from the .gov domain (es.cmis.csiro.au/TRECWeb/). The TREC dataare sold on
storage media such as DVDs.

The Internet Archive (www.archive.org) hosts a huge database of large-scale
crawls of the Web and allows researchers access to its raw data and borrowed time on
computers for processing. Thisis a logical alternative to commercial search engine
databases because although its coverage may not be the largest or freshest, researchers
can gain direct access to the data through writing their own software. Compared to the
TREC datathe coverageis also much larger.

One Website contains a set of files containing the link structure (only) of national
systems of university Websites (cyber metrics.wlv.ac.uk/database/). Thefilesare of up
to 2Gb in size and can be used for the testing of algorithms without the need for either
acrawler or text parsing softwareto extract raw link structure data. See also the WeblR
site resource list (www.webir.org/resources.html).
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DATA CLEANSING

Web linksare problematic asadata source when attempting to obtain ameaningful
interpretation. For instance if twice as many Web pagesin France link to the UK than
Germany then thiscould betaken as evidence of acloser online connection with the UK
than Germany. But thiscould be afaulty diagnosisif technical factorshaveinflated one
count, andalso ‘ onlineconnection’ isquitevague: what precisely should beinferred from
the value of link counts? These key problems will be addressed in this section and the
next two.

There are many potential causes of inflated link counts. Since the Web is unregu-
lated, there is nothing to stop an individual author from creating millions of pages that
link towherever they choose. Somemay do thisasapart of an attempt tofool theranking
systems of search engines. In other cases links may be replicated throughout a site for
perfectly innocent reasons, perhaps in a navigation bar to acknowledge the Website's
design company. Neverthel ess, both cases are undesirable when counting links because
to compare two link counts, each link in both should ideally have been created with a
similar level of care, and for similar reasons. But if one count contains mostly those
created by individual sand another mostly replicated linksthen it would be meaningless
to compare them. For asmall-scale link counting exerciseit may be possibletovisit all
linksand employ amethod to manual ly weed out the undesired ones, but onalarger scale
thiswill betoo time consuming. Asaresult much link mining research has been devoted
to designing data cleansing measures to minimize the impact of spurious links.

For link URL miningitisimportant to distinguish between different typesof links.
Any link between a pair of pagesisaninlink for the target page and an outlink for the
source. The same terminology can be extended to sites and other identifiabl e entities so
that siteinlinks, for instance, arelinkstargeted at any pagein asitefrom any page outside
of the site.

Alternative Document Models

Datacleansingfor link URL miningismainly concerned with eliminating duplicate
or similar links. One technique for this is to change the method of counting so that
replicated linksin asite areignored. The new counting methods, known as Alternative
Document Models(ADMs), employ content unitsof different sizes(Thelwall, 2002¢; see
also Bharat, Chang, Henzinger & Ruhl, 2001). Although theindividual Web pageisthe
natural unit of informationontheWeb, itisartificial and arbitrary. For example, oneauthor
may place an entire book online in a single huge page, whereas another could split a
similar oneintothousands of individual section-based pages. Moreover, itiseasy to use
authoringtoolsto replicatefeatures of aWeb pagethroughout asite, so that the different
pageswould only be partially unique entities. An alternative to the pageisto aggregate
all pages into coherent multiple page ‘ documents’ and to use these as the basic units.
Theimplicationof thisfor link counting woul d bethat duplicatelinksto or from the same
document could be ignored, even if source and/or target URL s were not identical.

LetaURL instandard form be http://sd/pf wheref isthefile name (if any), pisthe
path (if any), d isthe site specification part of the domain name and stherest (if any).
Thesitespecification part isthecanonical domainnameat thelevel sold by domain name
registrars. For .com sites this will be the second level domain, for example, sun.com,
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whereas for UK sitesthiswould be the third level domain, for example, sun.co.uk. The
spartistypically only www., or otherwise specifiesthe subsite. Here are two examples.

http://www.scit.wlv.ac.uk/ukinfo/map.htm
s=www.scit. d= wlv.ac.uk p = ukinfo/ f = map.htm

http://www.netscape.com/
S= WWW. d = netscape.com p & f are empty.

Theimportance of the ADMsisinidentifying when two links should betreated as
identical. If thereisalink from http://sd /p f, to http://s d,/p,f, and asecond link from
http://s,d,/p.f, to http://s,d./p,f, then the conditions below diagnose when these should
be regarded as duplicates.

. FileADMs =s_,,d =d_,p =p,andf =f_fori=0,1
. Directory ADM s =s_,,d =d_ ,andp, =p,,fori=0,1
. DomainADMs =s_,andd =d_, fori=0,1.

. SteADMs =s_,fori =0,1.

Example

Suppose that pages a.com/1.htm and a.com/2.htm contain two links each, one to
b.com/3.htmand oneto c.b.com/4.htm. Thenthefile ADM wouldrecord four linksfrom
sitea.comto siteb.com, thedirectory and domain ADMswould record two, and the site
ADM just one.

Hybrid ADMshave al so been employed, using adifferent onefor link sourcesand
targets (Thelwall & Wilkinson, 2003a), which can give better results for collections of
largesites. Theeffect of applyingthesite ADM isto count no morethan onelink between
any pair of sites, which should eliminate most cases of replicated links, but thismay be
too extreme, eliminating too many linksthat are not duplicatesor similar. For any given
data set the ADM to be used can be chosen in several different ways. TLD Spectral
Analysis, described later, is the generic method, but the results of the three sections
below can also help. For example, the ADM chosen could be the one that gives results
without anomalies, withthe highest correl ation with an external source, or which best fits
atheoretical model.

There are several problems and oversimplifications with the ADM definitions.

. I P addresses will need to be converted to domain names when possible.

. A policy should be adopted for port numbers and username-password pairs in
URLs, for example, ignoring them or treating them as one of the four URL
components used above.

. A policy should be adopted for malformed URLs — either to ignore them or to
employ an automatic correction heuristic.

. Non-standard URL s must be ignored or converted to standard form.

A final point on the use of ADMs s that they are only a heuristic and that along
with the elimination of replicated URL sthey will remove non-replicated onestoo, inan
indiscriminatefashion. Resultssupport their use, however (Thelwall, 2002; Thelwall &
Harries, 2003; Thelwall & Wilkinson, 2003a).
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Summary Statistics for Outlier Identification

Manual intervention and checking of dataislessappealing than afully automated
technique, such as the ADMs, but can be necessary. Since huge data sets may be
involveditislikely to beimpractical to manually check thewholedataset for anomalies
such asreplicated links and so software support will be needed. For example, summary
statistics can be calculated from the data set and used to help identify the largest
anomalies(Aguillo& Thelwall, 2003). These could be simplefrequency countsfor each
link target URL or ADM document. A set number of the most highly targeted URL scan
then bemanually investigated to seewhether they areanomalies. Thekinds of anomalies
that can be expected arereplicated linksin navigation barsand credit linksplaced in pages
by Web authoring software or Web design companies. A policy will beneeded for dealing
with the various types found that will depend upon the particular problem that is being
investigated by the research. If ADMs are being used then they should automatically
eliminatemost anomalies.

Example

Aninvestigationintolinksfrom Spanish university Websites (Thelwall & Aguillo,
2003) found that the third highest target of links (http://www.zope.org/credits) origi-
nated from asinglesitewithahuge number of automatically generated linksto thispage,
actually created by the Zope software used to construct the site. The 3,335 linksclearly
do not reflect a widespread interest in Zope by Spanish academics, just a single
application. The domain ADM successfully reduces these multiple links to a single
domainlink, abetter reflection of theimpact of Zope. Alternatively, the URL target could
have been removed as amanually identified anomaly.

Correlation with External Data

If there are expected values or trends for link countsfrom the datathen comparing
theactual datato the expected trend can be used toidentify anomalies (Thelwall, 2001b,
2002¢). For example, it may be expected that the number of links to each site is
approximately proportional tositesize. A graph of inlinksagainst size could then be used
toidentify unusual casesfor further investigation or standard statistical measurements
for outliers used such as Mahalanobis distance, which have the advantage of being
potentially fully automated. Thisprocedureissimilar tothat used intraditional statistics
when investigating a data set before applying a statistical test to it.

Example

A significant correlation between counts of links to UK universities per staff
member and the research ratings of the universities has been used as evidence that
researchandlink creationarerelatedin someway (Thelwall, 2002€). Onesmall institution
wasidentified asbeing an outlier becauseit conducted mainly types of research that did
not tend to use the Web.

Mathematical Modeling

Oneway toidentify outliersisto devel op aspecific theoretical model of linking for
the space and assess the extent to which the model fits the data. Although this could be
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achieved using the Web growth models described above, it can also be applied to
summary statistics.

The specifics of any mathematical model would depend on the collection of
Websites studied, but the general approach will beillustrated with the example of aset
of UK university Websites. A model that has been applied isto assume that the number
of links both to and from a university site should be proportional to its research
productivity (Thelwall, 2002b). As aresult, plotting link counts against the product of
theresearch productivitiesof thetwo universitiesshould giveastraight line. Theoutliers
will be points that do not obey the predictions of the model. A version of thiswas used
to demonstrate the existence of ageographic trend in the data (Thelwall, 2002c), which
could be used to build an improved model:

)“A,B = aA,BpApB

where 4, ; isthe expected number of links from university Ato university B, aA‘B isa
function of the distance between A and B, and p,, p, is the research productivity of A
and B respectively.

If amodel does fit the data then thisis also a step towards data validation, but if
areasonable model doesnot fitwell at all thenthismay indicateeither aproblemwiththe

data or an unreasonable theory.

Topological Cleansing

If link datafrom acrawl areto be used intopol ogical algorithmsthen datacleansing
specific to preserving topological structure is needed. In the crawling process the
duplication of pages should have been largely eliminated, but the links in other pages
can still point to the duplicates rather than the originals (if such a distinction makes
sense). |deally, atable of duplicate URL s can be built during the crawl and then applied
to thelinksin the link database so that no links are left pointing to a page that isnot in
the data set because of being judged a duplicate.

A particular duplication problemiscaused when asite hasduplicate domain names,
givingat least two URL sfor every page. In UK universitiesitiscommonto haveduplicate
short and long domain names, for example wlv.ac.uk and wolverhampton.ac.uk, and in
UK businessesitiscommon to haveaco.uk and acom domain name. Casessuch asthese
can be batch processed with regular expressions. Further issues rel ating to the concept
of the publicly indexable Web are discussed by Cothey (2003).

Other Approaches

There are some exampl es of studieswith different types of datacleansing. Broder
et al. (2000) explain that AltaVista' s standard crawl employs arange of (unpublished)
filters and heuristics in its operation, “to avoid overloading web servers, avoid robot
traps (artificial infinite paths), avoid and/or detect spam (page flooding), deal with
connection time outs”. Thisyields a partial crawl of the known URLSs. It is not known
whether thecrawlingincorporatesany kind of duplicateidentification. TheBroder et al.
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(2000) link typology analysis used AltaVista's database for a‘whole Web' study after
employing the heuristic that any page with at least five inlinks and not crawled by
AltaVista would be artificially added: those with less inlinks were experimentally
assessed as being likely to be an incorrect URL or missing page. Thistype of heuristic
isnecessary whenthecrawler itself isoutside of the control of theresearcher. See Cothey
(2003) for a further discussion of issues around crawling.

Others using search enginesfor raw data but without insider accessto the original
database need to know that AltaVista employs a second set of filters to its database
beforedeployingit. Thesearedesignedtoremoveduplicateand similar pages, eliminate
spam, and for other unspecified reasons(Broder et al., 2000). Arasu, Cho, Garcia-Molina,
Paepcke and Raghavan (2001) give a good survey of heuristics for page crawling, but
these arefor effective and efficient operation from aWeb IR perspective rather than for
accuracy.

Duplicateidentificationisaparticular problem for link topol ogy mining because of
the problem of deciding what to do with links to pages that have been removed as
duplicate. These appear to have been ignored in all reported cases so far, but alogical
alternativewould betoredirect themto original URLs. Thisdoes not seem to have been
doneinany publishedresearch, however. The TREC (2002) .gov test collectionincludes
atable of duplicate URLsto allow users to test different approaches for dealing with
duplication.

ADVANCED DATA CLEANSING:
TLD SPECTRAL ANALYSIS

This section describes a technique to select the best ADM to apply to a set of
Websiteswhen correlation and modeling techniquesare not available (Thelwall, 2004).
The approach is to make a series of theoretical assumptions about the links in the
Websitesstudied in order to devisegoodnessof fit teststoidentify thebest fitting ADM.
Thetestingiscentered around the problem of reporting summary statisticsfor the TLDs
of link targetsfromlinksoriginating fromthe Websitesbut can be used asadatacleansing
step prior to the application of other analyses, such asinterlinking pattern description.
The basic approach can be generalized to any link properties for which frequency
distributions can be cal culated.

The ITTD Model of Linking Behavior

The Independent TLD Target Distribution (ITTD) model is a set of assumptions
about linking behavior that can be tested in order to select the best fitting ADM for aset
of Websites. Itislikely that no ADM providesaperfect fit but itisstill useful to choose
the one that provides the best match across the whol e set. The approach will work best
if thesitesformacoherent group, such asuniversity Websitesin acountry or commercial
Websites from one industry sector, because it would be more reasonable to expect a
common pattern of linking behavior amongst similar sites. The following are the three
assumptions of the ITTD model.

1  Each Website is constructed from a finite collection of “documents,” however
defined.
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2 The TLDs of site outlinks obey a common probability distribution across the
documents of all the Websites.
3. The TLDs of the site outlinks are statistically independent of each other.

Based upon the above assumptions, if the documents in the sites are correctly
identified, thenthe proportion of linksfrom each Websiteinthe set that target each TLD
should be approximately the same. To test how well an ADM fitsaset of Websitesitis
therefore sufficient to compute these proportions across the set of Websites and then
use a measure of the extent to which they vary to assess goodness of fit.

Suppose that two Websites A and B link only to .com and .org sites. Let n,, n, be
thetotal number of outlinksfrom Aand B, and ¢, ¢, bethe number of linksto .com sites
from A and B respectively. Thelinksto .org siteswould therefore be the differencesn, -
¢, and n.-c,. Applying the ITTD model, all of these links are assumed to come from a
common distribution and we can estimate the probability that any link targetsa.comsite
by (c,+ c;) / (n, + n,). Theactual proportionsin each site, c,/n, and c,/n; arelikely to
beslightly different fromthis, but if themodel iscorrect and thetotal number of linksin
each siteis not small, then the difference should not be large. The key question is how
to measure the difference. One way is to calculate the probability of each site’s link
distribution being arandom sampl e from the distribution, with parameters estimated by
the aggregated data from all sites. Thisistheoretically appealing, if computationally
problematical for large sites, but is not practical because the results will be heavily
dependant upon the total number of documentsinvolved. Thismeansthat if two ADMs
were compared onthisbasisthentheoneat thelower level of aggregation would almost
certainly appear to belesslikely.

Goodness of Fit Tests

Thedifficulty inusing atheoretical probability model to pick thebest fitting ADM
means that a new procedure is needed. The purpose must be to pick an ADM that best
fitsthe TTD assumptionsinaway that doesnot intrinsically favor ADMswithasmaller
total number of documents, resulting from a higher level of aggregation. This leads
logically totestsof variability intheproportion of linksthat target different TL Dsacross
the sites in the set.

A simpletest is to calculate the proportion outlinks in each site that target .com
domains. The standard deviation of this set of proportions isthen asimple variability
statistic and alow value would mean that the sites targeted similar proportions of .com
sites, consistent with the ITTD assumptions. The ADM producing the lowest standard
deviation should be selected.

Example

To illustrate the calculations, Table 1 shows the calculations used to choose
between the file and domain ADM. The Domain ADM is selected because of itslower
standard deviation— there appearsto bean anomalously highlevel of linkingtothe.com
domainatthefilelevel fromsiteB, whichisthe cause of thepoor showing of thefile ADM.

An alternative test along the same lines is to select two groups of TLDs and
calculatefor each sitethe proportion of linkstargeting thefirst group out of just thelinks
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Table 1.
File ADM Domain ADM
Total site .com Proportion of | Total site| .com |Proportion of

Site outlinks outlinks .com links | outlinks | outlinks [ .com links
A 400 200 0.500 250 120 0.480

B 800 700 0.875 75 40 0.533

C 300 175 0.583 120 70 0.583
Standard

deviation 0.197 0.052

targeting the two groups. This could be repeated for multiple disjoint groups of TLDs,
calculating standard deviations for the proportions each timeto give independent tests
of goodness of fit. To illustrate the grouping approach, one link to {.net} could be
compared to those to {.gov, .mil, .org} so that for each site the proportion calculated
would bethe number of linkstargeting .net divided by the number of linkstargeting .net,
.gov, .mil or .org. Thisapproach depends upon sitesin thetest set being broadly similar
insize. Inparticular, siteswith very low numbersof links should beremoved becausethe
proportion of linksto any TLD will have amuch higher variability when based upon a
small number.

Ideally, results from any approach would point to the same TL D as being the best.
In practice, however, it is unlikely to be clear-cut. Application designers will need to
choose atest that works on their kind of data. Currently, no testing has been conducted
to compare approaches and select the best one. Note that all goodness of fit tests are
necessarily heuristic because, in addition to ADM sthemsel ves being simplifications of
Web publishing patterns, link creation is not an isolated activity: authors tend to
preferentially link to pages that are already linked to (Pennock et al., 2002). Hence
assumption 3in particular isunlikely to be valid in practice.

VALIDATION

Since Web dataaretypically very messy, itisdesirableto validateit in order to be
able to interpret results with some confidence. Some of the data cleansing techniques
described above are useful for this: particularly mathematical modeling and correlation
with external data sources. Both of these can, if successful, support the validity of
interpretationsof the data. For exampl e, studiesof inter-university linking have hypoth-
esized that counts of linksto auniversity should correlate with itsresearch productivity
and have successfully checked this (Thelwall, 2001b). Note that the reliability of such
as test may be undermined if the same correlation techniques are also used for data
cleansing.

Evenif theabovetechniquessupport thevalidity of thedata, random URL sampling
should also be undertaken as part of the validation process. By visiting a selection of
thelinksapattern may beidentified to hel p interpret link data. Previousattemptsat this
havefoundtheclassification of link typesvery difficult (Wilkinson, Harries, Thelwall &
Price, 2003), and so thisislikely to be time-consuming. This stage will probably need
manual intervention to classify the pages. An alternative approach that can be fully
automated isto apply aset of simplifying assumptionsto turntheclassification exercise
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into an automated content analysis (Neuendorf, 2002). The exact assumptions will
depend on the type of sites being investigated and the reason why they are being
investigated.

APPLICATION 1: MULTIPLE SITE LINK
STRUCTURE ANALYSIS-DESCRIPTIVE
STATISTICSFOR SETSOF WEBSITES

Thissection coverstechniquesfor describing sets of Websites and mining patterns
from them once the data have been cleansed and validated. The techniques described
areindicativeof therangeavailable, butindividual studiesarelikely torequireaselection
that depends upon their overall goals.

Summary Statistics
Someapplicationsof Web link mining simply requirethereporting and interpreta-
tion of summary statistics (Polanco et al., 2001; Thelwall, 2001bc, 2002cd; Thelwall &
Smith, 2002; Thelwall, Tang & Price, 2003). Thismay beparticularly applicabletovery
large Web spaces and an example of thisis a ‘health check’ for Spanish university
Websites (Thelwall & Aguillo, 2003). The kind of summary statistics that could be
reported include the following.
. Siteinlink counts, site outlink counts, either in normalized or raw form.
. A breakdown of site outlinks by top-level domain or by othersof the ADM levels.
. A compilation of the most frequently targeted documents in the sites, or by the
sites.

Thereporting of summary statisticswill be most useful if they can be compared to
similar numbers from another Web space. It may be possibleto design an investigation
with the aim of comparing two or more spaces.

Note that it should not be assumed that TLDs are accurate descriptions of sites;
for example, many .com sitesarenot commercial. Other TLDsaremorereliable, such as
.gov and .edu. If thisisaproblem then random sampling should be used to estimate the
percentage of documents in the category that match the apparent TLD content.

Interlinking Pattern Description

When dealing with arelatively small number of Websites, graphical or statistical
techniques can be employed to suggest link structure relationships between sites. For
asmall set of Websites, simple network diagrams can be used (Thelwall, 2001c). For
exampl e, thistechnique was used for the universities of 13 countriesinthe Asia-Pacific
region (Thelwall & Smith, 2002). Thecountrieswerearrangedinacircleandarrowsdrawn
between each pair with thickness proportional tothe (normalized or un-normalized) count
of linksfromthearrow source country toitstarget country. For clarity, aminimumwidth
threshold was chosen below which an arrow was not drawn. This procedure is best
carried out by amacro drawing language for speed and precision. In the above example
Visual Basicfor Applicationsin Corel Draw 7 wasused. Itisuseful to produce morethan
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onediagramif theareasarenot of asimilar size. A raw link count versionisuseful togive
an overall perspectiveon link ‘traffic’. Normalization can be achieved by dividing link
counts by the size of the source space, the target space or both. Each gives a different
perspectiveonthe data. If search enginesare used for raw datathen the advanced search
facilitiesallow mining of related information such aslinguistic patterns(Thelwall, Tang
& Price, 2003).

Pathfinder network scaling may beappropriatewhen there aretoo many sitesto use
network diagrams. In other cases standard statistical clustering techniques can be
employed, such as multi-dimensional scaling, cluster analysisand factor analysis. The
success of each one will be dependent upon the underlying structure of the actual data
set. They have all been applied to a set of university Websites with partial success
(Polanco et al., 2001; Thelwall, 2002d), but problems were caused by overlapping
geographic and research productivity trendsthat made all three techniquesnot ideal. In
cases such as these, alternative techniques such as mathematical modeling or simula-
tions may be needed.

The raw data for a clustering exercise can be direct link counts, colink counts or
coupling counts. Two documents are coupled if they both link to the same documents,
and colinked if a document links to both of them. A coupling (or colink) count is the
number of documents that couple (or colink) them. A high count is an indicator of
similarity in either case. Itisnot clear yet whether counts of colinks, links, or couplings
are consistently superior to the others as similarity measures (Thelwall & Wilkinson,
2004).

APPLICATION 2: WEB IR

Web structure mining algorithms have significant uses as part of larger Web IR
applications, with the primeexamplebeing Google' sPageRank. For Web IR applications
the validation stage is not necessarily a precursor to the application: typically the
validation stagewill comeafterwardsintheform of eval uating theresultsof thealgorithm
on atest set. The data cleansing stage will also need to be fully automated to give an
efficientalgorithm.

Inthenext subsection atopological clustering procedurewill be described in detail
but firstan overview will begiven of alink URL mining method to categorizesites(Amitay
etal.,2003). Thealgorithmisdesignedtoidentify thetypeof asitefrom eight categories
using only link structures, including statistics such as page inlink and outlink counts.
Therationalefor thealgorithmisthat different sitetypeswill havedifferent characteristic
link signatures. Rule mining based upon atest set was used to create decision rules to
choose categories for sites.

Topological Community Mining

Documentsneed to be clustered onthe Web for applicationsincluding information
retrieval and interface design. Clustering is normally achieved using the text of Web
pagesonly, or withtheaid of link structures. Thevector spacemodel can be used for text
based clustering, for example (Baeza-Y ates& Ribeiro-Neto, 1999). Kleinberg’' s(1999)
HITSalgorithm, and later improvements(e.g., Kitsuregawaet al ., 2002) usetext and links.
A topological clustering algorithm that only uses link structure is likely to be less
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effective than a combined one, but can be useful for Information Retrieval as part of a
multi-layered approach, and for other applicationswhereitisthelink structureitself that
is of interest. The terminology community identification can be used for topological
cluster mining to indicate that the clustering is based upon connections rather than any
measures of document content similarity.

Topological clustering for huge Web spaces has become possible through the
development of a new fast algorithm, the Community Identification Algorithm (CIA)
(Flakeetal., 2002). Fundamental tothe CIA istheideathat Web pages may form natural
communitiesbased upon link structuresal one, whereacommunity is, |oosely speaking,
acollection of pagesthat connect better to each other than to therest of the Web. Broder
et al. (2000) showed that the Web is highly connected and so it would not be effective
to equatetheterm community with the connected components of theWeb. Analgorithm
must be used that is ableto identify agroup of documents as acommunity even though
they also link to other pages outside of the group.

The CIA solvesthe problem of finding acommunity that contains agiven seed set
of documents by formulating it as a maximal flow problem, which is solved using an
existing fast algorithm (Ford & Fulkerson, 1956). Let G beadirected graph and E aseed
set of nodes. Thetask isto find asubgraph E' withE c E' ¢ G suchthat E’ isin some
sense well connected to the seed set relative to the rest of the graph.

Toimplement thealgorithm, thegraph G isextended by adding linksintheopposite
directiontoall existinglinks, whenthisdoesnot causeduplication. Thisresultsinagraph
that is symmetrical in the sense that between any pair of nodesthereiseither no link or
twolinks, oneineachdirection. All linksarethen given aflow capacity k. Artificial source
and sink nodes are then added to the graph with links added from the source to each
community member in E and given an infinite capacity, and links added from each node
intheoriginal Gtothesink and givenacapacity of 1. Applyingthemaximal flow algorithm
to the network produces a minimum cut, which splits the nodes of G into two, with one
part containing all thosefrom E. Thesizeof E’ ispotentially dependent on the parameter
k, with larger values giving bigger communities, but in the nature of the algorithm E’
should always be well connected to E. If k is greater than the number of arrowsin the
network then all nodes connected to any node in the initial community will find
themselvesinthe community calculated by the CIA, but if k = 1 then the algorithm will
return only the original community.

In order to mine information from the link structure of alarge area of the Web we
need to repeatedly apply the CIA, since each application yields only one community. It
isalocal rather than global clustering approach. Theproblemisinchoosing the seed sets,
the parameter k and a method for combining the results. The easiest choice of seed set
isasingle Web document, repeati ng theal gorithm for each document in the set, allowing
systematic coverage of thewhole space (Thelwall, 2003). It woul d be possibleto extend
this with other systematic choices of seed set, for example all linked pairs of nodes, if
computing resourcesareavailable, but single seed nodesaretheminimumfor systematic
coverage.

Theparameter kcan bevariedin order toidentify an appropriatevaluefor the needs
of theminingtask. For examplek=2, 4, 8, 16, 32 would givearange of averagecommunity
sizes. It might befound that 8isthe most effective, for example. Low valueswill tend to
produce very small communities whereas large values will tend to produce at |east one
very big community, and so amiddle valueislikely to be needed.
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The result of applying the algorithm for one value of k and all seed setswill be a
list of communities. Somewill beidentified only once, whereasothersmay beidentified
multiple times from different seed sets. A graph of the sizes of the communities found
will be useful to visualize the spread so that the results of different k values can be
compared. Thecommunitiesidentified arelikely tooverlap and soitismost useful where
thisisnot aproblem. For example, if the question wasto find all documents that could
possibly be regarded as being in the same community as a given one then this could be
the union of all communities containing it, with duplication not being an issue.

The CIA can be applied to any ADM level and so the same clustering can be
conductedfor files, directories, domainsand sites. For agiven document, thecommunity
structure of higher-level aggregation documents containing it can also be reported and
compared. This has been termed alayered approach: simultaneously identifying struc-
tures in different aggregation levels of the Web.

FUTURE TRENDS

Much of the Web link analysis described here has been concerned with data
cleansing and validation. Most research has focused on university Websites, although
the European Union has financed a project that includes creating indicatorsfor science
policy makers based upon link statistics (www.wiserweb.org). Another project funded
by the Canadian Social Sciencesand HumanitiesResearch Council isattemptingtoderive
businessintelligence from link structures. Thisisnow the major challenge: to develop
viable applications. The purpose of the analyses could be to identify trends, report
summary statistics, identify outliers, or to cluster the documentsin the space. The use
of theWeb is so widespread, and with so much commercial content, that thereisalot of
scopefor different datamining applications. Full-scale applicationswill haveto tackle
the problem of datacleansing, and the amount of humaninvolvement required to execute
this stage effectively. The extent and role of interaction in data mining generally isa
controversial issue (Ankerst, 2002) and although the data cleansing techniques can be
fully automated in principle, for example using the spectral analysis technique to
automatically identify the correct ADMs, it remains to be seen whether this will be
effectivein practice.

A second challenge is to incorporate link algorithms such as the CIA into IR
systems. Purelink based algorithms need to be used in conjunction with text-based ones
and it remainsto be shownthat thetwo can be effectively merged together. Additionally,
themost effectiveway of incorporating CIA resultsneedsto beidentified. In particular,
which k values and which ADMs produce the most useful communities?

CONCLUSIONS

This chapter has described techniques for mining the link structure of the Web
based exclusively on the links themselves, either for incorporation in Web IR applica-
tionsor to report on an aspect of the link structure of agroup of sites: summarizing link
countsor link target types, or describing interlinking patterns. The focus of the chapter,
however, hasbeen datacleansing and validation, asaresult of raw Web link datatypically
being messy and problematic to interpret.
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The key tool for many of the techniques is the Alternative Document M odel
concept, a set of heuristics for grouping pages into larger multiple-page documents.
ADMsareneeded in datacleansing to provideamechani smto remove anomalies caused
by multiplelinkscreated for acommonreason. They also provideadifferent perspective
on a Web space, even when they are not used for validation.

The future for link URL mining and link topology mining is in developing new
applications and a coherent set of analysis techniques to exploit the advances already
made. The research area is small at the moment but successful new applications,
particularly thosewith acommercial context, will allow it to grow.
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Chapter XI

Extracting and
Customizinglnformation
Using Multi-Agents
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UAE University, United Arab Emirates

ABSTRACT

Rapidly evolving network and computer technology, coupled with the exponential
growth of the services and information available on the Internet, has already brought
usto the point where hundreds of millions of people should have fast, pervasive access
to a phenomenal amount of information, through desktop machines at work, school and
home, through televisions, phones, pagers, and car dashboards, from anywhere and
everywhere. The challenge of complex environments is therefore obvious: softwareis
expected to do more in more situations, there are a variety of users (Power/Naive,
Techie/ Financial/Clerical, ...), thereare avariety of systems (Windows/NT/Mac/Unix,
Client/Server, Portable, Distributed Object Manager, Web, ...), there are a variety of
interactions (Real-time, Data Bases, Other Players, ...), and there are a variety of
resour ces and goals (time, space, bandwidth, cost, security, quality, ...). To cope with
such environments, the promise of information customization systems is becoming
highly attractive. In this chapter we discussimportant problemsin relationship to such
systems and smooth the way for possible solutions. The main idea is to approach
information customization using a multi-agent paradigm.
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INTRODUCTION

The recent proliferation of personal computers and communication networks has
astrong scientific, intellectual and social impact on the society.

Using a computer network, geographically distributed people can communicate,
coordinate, and collaboratetheir work effortsacrosstimeand spacebarriers. Thequality
of the results of exploiting thistechnology depends on how well individual knowledge
can be communicated among the members; that is, how well members can gather the
appropriate set of knowledge. Thechallengefacedisthereforehow toturnthe scattered,
diverse knowledge available into awell-structured knowledge repository. The general
framework for thisisthat of knowledge management, which is suggested as a method-
ology for creating, maintaining and exploiting aknowledge repository (Drucker et al.,
1998; Liebowitz and Wilcox, 1997; Schreiber et al ., 2000).

The recent popularity of the World Wide Web (Web) has provided a tremendous
opportunity to expedite the dispersement of various information creation/diffusion
infrastructures. The mass of content available on the Web raises important questions
over its effective use. With largely unstructured pages authored by a massive range of
people on adiverse range of topics, simple browsing has given way to filtering as the
practical way to manage Web-based information. Today’ sonlineresourcesaretherefore
mainly accessible via a panoply of primitive but popular information services such as
search engines.

Search engines are very effective at filtering pages that match explicit queries.
Unfortunately, most people find articulating what they want extremely difficult, espe-
cially if forced to usealimited vocabulary such askeywords. Theresultislargelists of
search results that contain a handful of useful pages, defeating the purpose of filtering
inthefirst place.

Search engines also require massive memory resources (to store an index of the
Web) and tremendous network bandwidth (to create and continually refresh the index).
Thesesystemsreceivemillionsof queriesper day, and asaresult, the CPU cyclesdevoted
tosatisfyingeachindividual query aresharply curtailed. Thereisnotimeforintelligence.
Furthermore, each query isindependent of the previous one and no attempt is made to
customize the responses to a particular individual.

What isneeded are systemsthat act ontheuser’ sbehal f and that can rely on existing
information servicesthat do the resource-intensive part of thework. These systemswill
be sufficiently lightweight to run on an average PC and serve as personal assistants.
Since such an assistant has relatively modest resource requirementsit can reside on an
individual user’s machine, which facilitates customization to that individual. Further-
more, if the assistant resides on the user’s machine, there is no need to turn down
intelligence. The system can have substantial local intelligence and information
customization becomes possible.

The work described here discusses some ideas aiming at improving the reduction
of information overflow, which is so common today in Web search results. It should be
understood inthebroader framework of Web mining. Web miningincludesthediscovery
of document content, hyperlink structure, access statisticsand other interesting connec-
tions of information on the Web. It isinterdisciplinary in nature, spanning across such
fields as information retrieval, natural language processing, information extraction,
machine learning, database, data mining, data warehousing, knowledge management,
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user interface design, and visualization. Web mining ismoving the World Wide Web to
amoreuseful environmentinwhich userscan quickly and easily find theinformation they
need (Scime, 2004).

Themainideain thisresearch project isto do information customization based on
a multi-agent approach. In the following we will discuss some important points in
relationship with information customization, modeling user’ sinterest and task context,
and multi-agent systems, and then describe an application example (see also Hamdi,
20033, 2003b, 2003c).

BACKGROUND

Sincethe beginning of recorded history, people have been fascinated with theidea
of non-human artificially intelligent embodied creatures acting as assistants. People
have, for example, often embraced the romantic dream of robots as butlers who would
someday putter about the living room performing mundane household tasks. Though
automata of various sorts have existed for centuries, it isonly with the development of
computers, control theory, and artificial intelligence (Al) since the 1950s that anything
resembling autonomous assi stants/agents has begun to appear.

Alan Turing, famous for his work on computability (Turing, 1937), posed the
guestion, “Can machines think?” (Turing, 1959, p. 433). His test, in which a person
communicates via a teletype with either a person or a computer, became known as the
Turingtest. The Turing test requiresaconversational computer to be capable of fooling
a human at the other end. It is the Turing test that inspired the birth of the artificial
intelligence community in the 1950s. At that time, and after some work with neural
networks (deemed a failure at the time due to the difficulty of learning weights), Al
researcherswerefocusing on symbolic search-based systemsand on exploring heuristic
searchto provelogictheorems. Initial successesthusled to heuristic search of symbolic
representati ons becoming the dominant approach to Al. The 1960s saw much progress.
LISP (McCarthy, 1960) was just invented and the course was set for representing the
worldwith symbolsand usinglogicto solve problems(McCarthy & Hayes, 1969). Atthe
same time, the General Problem Solver (Newell et al., 1959) which, given a suitable
representation, could solve any problem, was created. Problems solved werein simple,
noise and error-free symbolic worlds, with the assumption that such solutions would
generalizetoallow larger, real-world problemsto betackled. Researchersdid not worry
about keeping computation on a human time-scale, using the increases in hardware
performanceto constantly increase the possibl e search space size, thus solving increas-
ingly impressive problems. During the 1970s, search became well understood (Nilsson,
1971). Symbolic systems still dominated, with continuing hardware improvements
allowing steady, successful progress. Robotswere created, for example Shakey (Nilsson,
1984), that lived in special block worlds, and could navigate around and stack blocks
sensibly. Such simplified worlds avoided the complexity of real-world problems. The
assumption underpinning all the symbolic research, that simple symbolic worldswould
generalizetothereal world, wasabout to befound wanting. Inthe 1980s, expert systems
were created to try to solve real problems. It has been realized that “common sense”
(McCarthy, 1983) was required in addition to specialized domain knowledge to solve
anything but simplemicroworld problems. A sub-field of Al, knowledgerepresentation,

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Extracting and Customizing Information Using Multi-Agents 231

came into being to examine approaches to representing the everyday world. Unfortu-
nately, the idea of “common sense” proved impossible to represent, and knowledge-
based systems were widely viewed to have failed to solve real-world problems. At the
sametime, the back-propagation algorithm (Rumelhart et al ., 1986) caused aresurgence
of interest in connectionist approaches, previously deemed afailure. Thelate 1980sand
early 1990s saw the decline of search-based symbolic approaches. Researchersfocused
on the creation of embodied, grounded systems using the “world asits own best model”
(Brooks, 1991, p. 583). Thishad someinitial successes; however, ittoofailedto scaleup
toreal-world problemsof significant complexity. Connectionist approacheswereaided
by new parallel hardwareintheearly 1990s, but the complexity of aparallel architecture
led such systemsto fail in the marketplace. Towards the end of the 1990s, knowledge
engineering, widely seen as costly and hard to re-use, was superseded by machine
learning techniques. Pattern-learning algorithms(Mitchell, 1997) could classify suitable
domains of knowledge with as much accuracy as manual classification. Hybrids of
traditional and embodied Al started to appear as new approaches. The dream of indirect
human computer interaction (Kay, 1990; Negroponte, 1970) coupled with early ideason
intelligence (Minsky, 1986) led to the new field of agent-based computing. Experiments
withinterfaceagentsthat |earned about their user (M aes, 1994), and multi-agent systems
in which simple agents interact to achieve their goals (Wooldridge & Jennings, 1995)
dominated the research. Such agent systemswere all grounded in the real world, using
proven Al techniques to achieve concrete results.

Thegauntlet thrown down by early researchershasbeen variously taken up by new
ones in distributed artificial intelligence, robotics, artificial life, distributed object
computing, human-computer interaction, intelligent and adaptiveinterfaces, intelligent
search and filtering, information retrieval, knowledge acquisition, end-user program-
ming, programming-by-demonstration, and agrowing list of other fields.

Information Customization

The impact of the digital computer and the changing role of information are
becoming obvious. The rapid evolution of technology and the changes being wrought
are exciting and announce the coming of the information revolution. New terminol ogy
and metaphors have appeared in rapid succession: Cyberspace, the information super-
highway, and softbots are just some examples.

A magjor part of theinformation revol utionisthelnternet. Thereissuddenly so much
information that is potentially visible through the computer screen. The range and
diversity of theseonlineresourcesare what maketheresearch significant and interesting.
Coping with the characteristics of openness (the sum of knowledge present cannot be
characterized) and frequent change marks a change for artificial intelligence (Al)
systems. Al researchers are now more than interested observers. These resources
(online resources) represent a complex and dynamic environment and are a wonderful
experimental test-bed for investigating artificial intelligence issues such asintelligent
search, knowledge representation, and so forth. Conversely, effective utilization of the
resourceswill requireintelligence.

Building software that can interact with the range and diversity of the online
resourcesisachallenge, and the promise of Information Customization (IC) systemsis
becoming highly attractive.
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| C systemsaredifferent from conventional search enginesor database systems. Not
all informationiseasy tofind. Most people using, for example, the Internet to search for
specific information report some frustrating experiences. From the user’ s perspective,
two problemsfrequently arise when using the search engine. First, the words might not
match exactly and hence nothing is returned by the search engine. Second, and much
more common, is that too many URL s are returned by the search engine. Furthermore,
each query is independent of the previous one. No attempt is made to customize the
responses of the search engine to a particular individual. The result is homogenized,
| east-common-denominator service and no personalization is possible.

Evenwhentherelevantinformationiseasy tofind, it will be perhapsboring and time-
consuming for the user to perform this task and it would be wonderful if an IC system
couldidentify and present theinformationwithlittleor no user intervention. The system
should also be able to update the presentation as new information becomes available.
Thiswill releasetheuser from continual ly observing theresources. Thisraises, of course,
guestions about robustness and persistence of the system.

Important Characteristics of IC Systems

IC systemstend, by their very nature, to be distributed — theidea of acentralized
| C system isan oxymoron. Distributed systems have long been recognized as one of the
most complex classes of computer systems to design and implement. A great deal of
research effort has been devoted to understanding this complexity, and to developing
formalismsandtool sthat enableadevel oper to manageit (Andrews, 2000). Despitethis
research effort, the problemsinherent in devel oping distributed systems can in no way
be regarded as solved. So, in building an IC system, it isvital not to ignore the lessons
learned from the distributed systems community. The | C system devel oper must there-
fore recognize and plan for problems such as synchronization, mutual exclusion for
shared resources, deadlock, and livelock.

I C systems are often expected to be adaptive. Adaptive software is software that
adapts, with little or nointervention by aprogrammer, to changesin the environmentin
which it runs. Such an adaptive solution will be able to add feedback for performance
characteristics and allow the program to make choices autonomously. As aresult, the
system is able to change its behavior based on its previous experience.

We also expect an | C system to act even if all the details are not specified, or the
situation changes. Thisistheproperty of autonomy; thatis, thesystemisableto exercise
control over itsown actions. Other considerations such as pro-activeness (the program
does not simply react in response to the environment) and mobility (where the program
runs) are also of importance.

Finally, an I1C system, in order to be accepted, should be robust; that is, aworking
system, accessible seven days aweek, twenty-four hoursaday. Speed is al so expected:
virtually all widely used systems begin transmitting useful (or at least entertaining)
information within seconds. Of course, there should be an added value when using IC
systems:. any increase in sophistication had better yield a tangible benefit to users.

Modeling Users and Tasks

An IC system is software that acts, in accordance with a user’s preferences, in an
environment. In reality, different users have different preferences, the environment is
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constantly changing, and the target is really a cloud of related products. One should
therefore expect continual change and the solution is to design a flexible, evolvable
system, and makeit easy for end-usersto make changes (notethat it ishard to stop them
from making bad changes).

User modeling (Kobsa, 1990) comesin two varieties, behavioral and knowledge-
based. Knowledge-based user modeling is typically the result of questionnaires and
studies of users, hand-crafted into a set of heuristics. Behavioral models are generally
the result of monitoring the user during an activity. Stereotypes (Rich, 1979) can be
applied to both cases, classifying the users into groups (or stereotypes), with the aim
of applying generalizations to people in those groups.

Torealize an IC system acting in accordance with a user’s preferences, one may
hope that the designers choose the best choices to meet the specification. However, in
reality, much information is lost during design: Making goals Boolean is an arbitrary
process, specificationiswarped to match theachievable, designrational eisleftinformal
orislost, and there is often aneed to start all over in anew environment. The solution
istherefore to capture how much criteria are worth and | et the program make the best
choices, given aparticular environment and criteria.

The typical user profiling approach for IC systems is therefore behavior-based,
using abinary or amulti-classbehavioral model representing what usersfindinteresting
and uninteresting. Machine learning techniques are then used to access potential items
of interest in respect to the behavioral model.

According to the machinelearning paradigm (see Mitchell, 1997 for acomprehen-
siveintroductionto machinelearning), ageneral inductive processautomatically builds
an automatic document (the term document refers here to any source of information
availableto the user) classifier by learning, from a set of pre-classified documents, the
characteristics of the categories of interest. The general inductive process (also called
the learner) automatically builds aclassifier for acategory c, by observing the charac-
teristics of a set of documents manually classified under ¢, or “not classified” under c
by a domain expert; from these characteristics, the inductive process gleans the
characteristics that a new unseen document should have in order to be classified under
c.. Inmachinelearning terminology, theclassification problemisanactivity of supervised
learning, sincethelearning processis* supervised” by the knowledge of the categories
and of the training instances that belong to them. The advantages of this approach are
an accuracy comparableto that achieved by human experts, and a considerabl e savings
intermsof expert labor power, sincenointerventionfrom either knowledge engineersor
domain experts is needed for the construction of the classifier or for its porting to a
different set of categorieswhentheclassifier isported to acompletely different domain.

There are a lot of effective machine learning algorithms based on two or more
classes. Thetrain-and-test approach, for example, relieson theavailability of aninitial
corpus of documents pre-classified under a set of categories. A document is apositive
example of a category if it is classified under this category. Otherwise it is a negative
example of that category. Once aclassifier has been built it is desirable to evaluate its
effectiveness. In thiscase, prior to classifier construction theinitial corpusissplitinto
two sets, not necessarily of equal size: a training (and validation) set used for
inductively building the classifier by observing the characteristics of these documents;
and atest set used for testing the effectiveness of the classifier. Each document in the

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



234 Hamdi

test set isfed to the classifier, and the classifier decisions are compared with the expert
decisions. A measure of classification effectivenessisbased on how often the classifier
decisions match the expert decisions.

Analternativeisthek-fold cross-validation approach (Mitchell, 1997), inwhich k
different classifiersarebuilt by partitioningtheinitial corpusinto k disjoint setsand then
iteratively applying the train-and-test approach on pairs consisting of one of those
disjoint sets as test set and the remaining documents in the corpus as training set. The
final effectivenessfigureisobtained by individually computing the effectivenessof each
classifier and then averaging theindividual resultsin some way (see Sebastiani, 2002).

Systems based on behavioral models and employing a learning technology are
classified according to the type of information required by the learning technique and
the way the user model is represented. Algorithms requiring an explicit training set
employ supervised learning, whilethosewithout atraining set use unsupervised learning
techniques(Mitchell, 1997). Therearethreegeneral waystolearn about the user: monitor
the user, ask for feedback or allow explicit programming by the user. Monitoring the
user’'s behavior produces unlabelled data, suitable for unsupervised learning tech-
niques. Thisis generally the hardest way to learn, but is also the least intrusive. If the
monitored behavior is assumed to be an example of what the user wants, a positive
example can beinferred. Asking the user for feedback, be it on a case-by-case basis or
viaaninitial training set, produces|abel ed training data. Supervised | earning techniques
can thus be employed, which usually outperform unsupervised learning. The disadvan-
tageisthat feedback must be provided, requiring an investment of an often significant
effortinthe system by theuser. User programminginvolvestheuser changing thesystem
explicitly. Programming can beperformedinavariety of ways, from complex programming
languages to the specification of simple cause/effect graphs. Explicit programming
requires significant effort by the user.

Modeling the user’ s changing interest and task contexts by creating adaptive user
profiles will help in capturing worthy criteria and solving the problem of information
customization by linking these semantic aspects (often formulated in human terms) into
queries (syntactic structures).

User profiles are of great importance for information extraction and information
customization since they are essential for deciding what kind of information is needed,
wherethisinformation can befound, how thisinformation can beretrieved, and how this
information should be presented to the user. User profiles will therefore have a great
influence on the solution to be adopted for implementing an | C system. In our case they
will have a strong impact on the multi-agent system to be created.

Agent and Multi-Agent Approaches

A convenient metaphor for building software to interact with the range and
diversity of online resources is that of an agent. An agent is a person or program that
performs sometask on your behalf. We would liketo have a program that navigatesthe
online resources to find the specific information that is strongly suspected to be there.
Y ou care about the result, and are happy to delegate the process to an assistant. Y ou
expect an agent to act even if all the details are not specified, or the situation changes.
Y ou expect an agent to communicate effectively with other agents.
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Agents can be viewed as a new model for developing software to interact over a
network. Thisview has emerged because of the predominance of networksintheworld.
Information, knowledge, and electronic resources in general, are distributed across a
network and programs and methods are needed to access them and present them in a
customized manner. Using agents adds a layer of abstraction that localizes decisions
about dealingwithlocal peculiaritiesof format, knowledge conventions, and soforth, and
thus helps to understand and manage complexity. Agents should therefore be seen as
an abstraction that appearsto provideapowerful way of conceptualizing, designing, and
implementing a particularly complex class of software systems.

Agents can be thought of as a natural extension to object-oriented programming.
Objects not only provide data encapsulation, but they also provide a modular way of
modeling asystem in terms of its entities and the interactions among those entities. On
the other hand, objects are passive entities; they change their state only in response to
method invocations (i.e., member function calls), and they have no control over when
those invocations will occur. In contrast, agents are active and self-motivated. Each
agent hasits own thread of control, and runsindependently of the other agents. Agents
interact among themsel ves by sending and receiving messages, but the messagesare not
in the form of function calls. It is possible to multicast a message to a group of agents,
and each recipient agent is free to ignore a message or deal with it at alater time.

Whiletheoriginal work on agentswasinstigated by researchersintent on studying
computational modelsof distributedintelligence, anew waveof interest hasbeen fueled
by two additional concernsof apractical nature: simplifying thecomplexitiesof distrib-
uted computing and overcoming the limitations of current user interface approaches.
Both of these can essentially be seen as a continuation of the trend toward greater
abstraction of interfaces to computing services. On the one hand, there is a desire to
further abstract the details of hardware, software, and communication patterns by
replacing today’s program-to-program interfaces with more powerful, general and
uniform agent-to-agent interfaces; on the other hand thereisadesireto further abstract
the details of the human-to-program interface by delegating to agents the details of
specifying and carrying out complex tasks. Harrison et al. (1995) arguethat whileitistrue
that point solutions not requiring agents could be devised to address many if not all of
theissuesraised by such problems, the aggregate advantage of agent technology isthat
it can address all of them at once.

Multi-agent systemsare systems composed of multipleinteracting agents, inwhich
each agent is a coarse-grained computational system in its own right. The hypothesis/
goal of multi-agent systemsiscreating asystem that interconnects separately devel oped
agents, thus enabling the ensemble to function beyond the capabilities of any singular
agent in the set-up. To arrive at a multi-agent solution, concepts such as those found
in object-oriented computing, distributed computing, expert systems, and so forth are
necessary but do not suffice because distributed computing modulesare usually passive
and dumb. Also, their communicationsare usually low-level while multi-agent systems
require high-level messages. Lastly, and importantly, multi-agent systems applications
requireacooperation-knowledgelevel, whilethese systems (as obj ect-oriented comput-
ing, expert systems, etc.) typically operate at the symbol and knowledgelevels(Newell,
1982).
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The approach of multi-agent systems seemsto be a suitable framework for devel-
oping | C systems since many of the properties of |C systems or requirements on these
systems such as being autonomous, in that they are able to exercise control over their
actionsand act without user intervention, being adaptive (learning), inthat they areable
to changetheir behavior based on their previous experience, and being proactive (goal -
oriented), inthat they are ableto takeactionsthat involveresourceidentification, query
formulation and refinement, retrieval, and information organization for their users,
coincide with those required on multi-agent systems and on agent-based systems in
general.

When speaking about agents and the properties of agents, some further clarifica-
tions are necessary. One should normally avoid prescriptive arguments about how a
word should be used. Russell and Norvig (1995) put it thisway: “ The notion of an agent
ismeant to be atool for analyzing systems, not an absol ute characterization that divides
the world into agents and non-agents” (p. 33). The only conceptsthat yield sharp edge
categories are mathematical concepts, and they succeed only because they are content-
free. Agents“live” inthe (real) world, and real-world conceptsyield fuzzy categories.

Eventhoughthereisno generally agreed upon clear-cut definition for agents, most
proposed definitions are based on either the assumption that “ agents act or can act” or
on the assumption that “agents act in place of another with permission” (the latter is
based on the former). Most agent criteria are therefore often related to the following
points:

. An agent is part of and situated in an environment.

. An agent senses and acts autonomously.

. No other is required for input/output.

. An agent has its own agenda (event driven or program).
. Acting may affect later sensing.

. An agent acts continually (over a period of time).

Because the class of systems satisfying such criteria seems to be too large, the
following agent properties are often needed for classification purposes (Franklin &
Graesser, 1997):

. Reactive (sensing and acting): responds in a timely fashion to changes in the
environment.

. Autonomous: exercises control over its own actions.

. Goal-oriented (pro-active, purposeful): does not simply act in response to the
environment.

. Temporally continuous: is a continuously running process.

. Communicative (socially able): communicateswith other agents, perhapsinclud-
ing people.

. Learning (adaptive): changes its behavior based on its previous experience.

. Mobile: able to transport itself from one machine to another.

. Flexible: actions are not scripted.

. Having character: believable “personality” and emotional state.

For a more thorough discussion of agent-based systems and their properties see

Bradshaw (1997b), Franklin and Graesser (1997) and Stuart (2000).

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Extracting and Customizing Information Using Multi-Agents 237

Furthermore, and asrational eand justification for deciding to adopt an agent-based
solution, an IC system is an inherently distributed system. This means that a system of
multiple, interacting, autonomous agents is a natural model of the way the resources
invoked by thel C system aredistributed. Inadditiontothis, thereare specific advantages
with respect to the |C system as opposed to more traditional distributed information
systems. With reference to the presentation of information to the user, agents are
appropriate because: (1) theautonomy of the agent enabl esit to encapsul atetheinterests
of aparticular user and tailor its responses to reflect those interests; (2) the fact that an
agent can anticipate the user’'s needs means that it can act to identify pertinent
information of which the user may be unaware; and (3) an agent is able to exploit user
profileinformation to performitstask more suitably.

Agents are also appropriate because they have the ability to manage scarce
resources, and because they allow existing systemsto be integrated in acomparatively
clean and straightforward manner. For existing systemsto be made avail ableto the user,
they must provide an interface that is consistent with other resources, and that supports
the flexible interaction required. Such resources may be “wrapped up” as agents to
providethisflexibleand consistent interface (Genesereth & Ketchpel, 1994; Jenningset
al.,1993).

A final advantage in the use of agents is their ability to record, maintain and
communicateinformation about the system, aswell astheinformationwithinthesystem.
In particular, to satisfy a user’s request, the agents within the system must maintain a
record of theinformation repositoriesand softwaretool savailable, and how appropriate
they arefor varioustasks. This mediation of system information isuseful for any large,
distributed information system, and itisespecially useful if theavailability of resources
may change over time, whichisthecasein | C systems. Wiederhold (1992) proposed the
concept of a mediator in information system architectures as a way of managing the
volume of information within such systems. Put simply, a mediator is an agent that
devel opsand maintainsan abstraction of theinformation or resourceswithinthe system.

Web Mining

Given the vast and ever-growing amount of information available in the Web and
thefact that search enginesdo not seem to help much, how doesthe average user quickly
find what he or sheislooking for?

Asmentioned earlier, | C systemsseem to betheappropriate solution. Theapproach
is to personalize the Web space — create a system that responds to user queries by
potentially aggregating information from several sourcesin amanner that isdependent
on the user’s identity.

Existing commercial systems seek to do some minimal personalization based on
declarativeinformationdirectly provided by theuser, such astheir zip code, or keywords
describingtheir interests, or specific URLS, or even particular piecesof informationthey
areinterestedin (e.g., pricefor aparticular stock). More elaborate solutions are eagerly
awaited from applying new information customization techniques; that is, developing
specific |C systems specialized on the Web — Web mining systems.
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Current Web mining research aims at creating systemsthat (semi-) automatically
tailor the content delivered to the user from aWebsite. Thisisusually done by mining
the Web — both the contents, aswell asthe user’ sinteraction (Cooley etal., 1997). Web
mining, when looked upon in datamining terms, can be said to have three operations of
interests — clustering (finding natural groupings of users, pages, €tc.), associations
(which URL stend to berequested together), and sequential analysis (the order inwhich
URL stendtobeaccessed). Asinmost real-world problems, the clustersand associations
in Web mining do not have crisp boundaries and often overlap considerably. In addition,
bad exemplars(outliers) andincompletedatacan easily occur inthedataset, duetoawide
variety of reasons inherent to Web browsing and logging. Thus, Web mining and
personalization require modeling of an unknown number of overlapping sets in the
presence of significant noiseand outliers, (i.e., bad exemplars). Moreover, the data sets
inWeb mining areextremely large. The Web containsamix of many different datatypes,
and so in a sense subsumes text data mining, database data mining, image mining, and
so on. The Web contains additional data types not available on a large scale before,
including hyperlinks and massive amounts of (indirect) user usage information. Span-
ning across all these data types there is the dimension of time, since data on the Web
change over time. Finally, there are datathat are generated dynamically, in responseto
user input and programmatic scripts.

TominedatafromtheWebisthereforedifferent from mining datafrom other sources
of information. Interesting resultsare expected from novel mixingsof thesedifferent data
typesto achieve novel goals. Also, any discussion of datamining fromthe Web requires
adiscussion of issues of scale (Hearst, 1997). In addition, scal able robust techniquesto
model noisy data sets containing an unknown number of overlapping categories should
bedeveloped (Krishnapuramet al., 2001).

CASE STUDY: E-LEARNING

Having decided on a research direction, the following question emerges. What
constitutesagood domain and problem? Thekey characteristic of aninterestingdomain
is that there are a variety of resources in differing formats but there is some common
overall structure. Too much structure reducesthe problem to known methods. Too little
structuremakestheproblemvery difficult. Having structureisuseful to guidethe search
and identification of relevant information.

Wewill illustrate our ideas using an example consisting of an e-learning application.
Inthisapplication astudent registered in many courses seeks course materialsfrom the
sites (of different natures) of different lecturers. These diverse resources can be
physically distributed. They are also dynamic so that course materials can be added,
updated or deleted. The student profile, which contains the courses being attended
currently by the student, the courses already attended by the student, and possibly other
additional information, changes also over time because the student can, for example,
leave a course or register in anew one (and have in thisway another different profile).
This means that the customized presentation of information for the student should be
updated continuously asnew information becomesavailable. Thishappenswith no user
intervention using an autonomous multi-agent system.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Extracting and Customizing Information Using Multi-Agents 239

The Bee-Gent System

Asasolutiontothe problemsof network communication, we use Bee-gent (Bonding
and Encapsulation Enhancement Agent) (Kawamura et al., 2000), a communication
framework based on themulti-agent model. The Bee-gent framework iscomprised of two
types of agent. “ Agent Wrappers' are used to agentify (i.e., provide an agent interface)
existing applications, while*“Mediation Agents” support inter-application co-ordination
by handling all communications. The mediation agents move from the site of an
applicationto another, wherethey interact with the agent wrappers. The agent wrappers
themselves manage the states of the applications they are wrapped around, invoking
them when necessary.

The Bee-gent system has many desirable features. The mediation agent manages
the coordinating interactions of the various applicationsin aunified manner. It is easy
to maintain consistency because it is not necessary to divide and distribute the
coordinating interactions on the basis of each individual application, and therefore
development is simplified. It is also easy to modify the system configuration and the
coordinating interactions because these interactions are encapsul ated.

When the mediation agent migrates it carries its own program, data and current
state. Frequency of communication is reduced compared to a purely message-based
system and network loads are decreased largely because communication links can be
disconnected after launch of the mediation agent. Processing efficiency is improved
because the mediation agent communicates with the applications locally.

The agent wrappers provide the common interfaces. Application interoperability
increases and thereforeit is easier to build open systems. L arge-scal e system devel op-
ment becomes easi er because procedures for handling application co-ordination do not
have to be known explicitly. Applications are agentified by the agent wrappers. It is
possibleto protect information in asuperior manner and to control processprioritiesby
autonomously dealing with requestsfrom the mediation agents. Flexibleinteractionsthat
change according to the situation are possible because the agentified applications and
the mediation agents communicate using the ACL (Agent Communication Language).

The methods of information exchange and communication are highly suited to
Internet and Web computing. Migration and communication of the mediation agents
adopt the HTTP protocol. Bee-gent adopts XML/ACL (eXtensible Markup Language)
asthe representation format of the agent communication language ACL. XML/ACL is
likely to become highly popular as an information representation format.

Implemented Example

The implemented sample provides a service to a student that checks whether
lecturersareoffering information that matchesthe profile of the student and informsthe
student of the information found. The process flow of thissampleisshownin Figure 1.

The components of the system are (the terms “ Student” and “ TeacherX” are used
just as names for the different applications (active parts, i.e., agents) in the system in
order to distinguish between them. It should therefore be understood that humans are
not being conceived as part of the system):

. Student (USR).
. Teacher1(T1).
. Teacher2(T2).
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Figurel. Process Flow through a Multi-Agent System for Extracting Information.
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Thestudent (USR) andthethreeteachers(T1, T2, T3) inthisexamplearetechnically
applications, each of them existing within an agent wrapper; that is, they represent
different agents of the system (Figure 1). The student uses a Graphical User Interface
(GUI) to update hisor her profile and search for information matching that profile. The
agent wrapper for the user application (USR) createsamediation agent (Searcher), which
travels to the three agent wrappers of the teacher applications to retrieve the needed
information.

The behaviors of the agent wrappers that wrap the applications and the mediation
agent aredefined by interaction protocols. Theinteraction protocol sconsist of the states
of the components, the transitions, the message exchanges and the migration of the
mediation agent. An agent wrapper or a mediation agent in a given state performs the
action whose precondition coincides with the current state. The state of the agent
changes to the next state according to a transition rule. An interaction protocol is
therefore defined by specifying the preconditions of the possible states, the actions and
the transition rules.

Each of theagents (mediation agent or agent wrappers) isimplementedin Javawith
a class that represents the agent body and a set of classes that represent the different
states (each class defines a state). The behaviors of an agent are specified on the basis
of the current state and the state transition rules. First, one should list all the names of
the states the agent can enter. Next, define the class for each state. Then specify the
actions to be executed in the state (consisting of the agent’s own processes and the
interactions with other agents). Also, one hasto specify the next states the agent enters
according to theresult of the action executions. An agent usually startsitsactivity from
an “INIT” state and terminates all its action executionsin an “END” state.

Themediation agent realizesservicesby interacting with theagent wrappersonthe
basis of conversations (sending and receiving XML (eXtensible Markup Language)
messages by invoking a method called sendXML()).
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The application T1 in the example was in reality a Web page that contains
information published by the first teacher (Teacherl). This page containsalink called
“Courses’ that pointsto another page that was structured as follows: the page contains
alist of all the course names that are given by the corresponding teacher, together with
four additional linksunder the name of each course: Syllabus, Cour seNotes, Old Exams,
Other Information. The role of the agent wrapper for this application wasto follow the
link “ Courses,” tolook up thecoursenamesfor whichinformationisrequired, andfinally,
to return the information about each of these coursesin form of four URLSs: onefor the
Syllabus, one for the Course Notes, one for the Old Exams, and the last one for Other
Information.

The second teacher (Teacher 2) isasomewhat conservative one and takes no stock
in Web pages. He is maintai ning a simpl e database about the courses heis offering. The
information contained in the database is as follows: for each course, the name of the
course, ashort syllabusintextual form, and the FTP address of azipped file (the zipped
filecontainscoursenotes, slides, old examsand any other kind of additional information
that concerns the course) are stored. The application T2 is therefore a database
application for answering queries about the courses offered by Teacher 2.

The third teacher (Teacher 3), unlike Teacher 2, is very active in research in the
domain of agents. He hasjust finished arecent agent project and heisproud of presenting
his agent that suppliesinformation about the courses heis offering in acustomized and
pretty manner. Theapplication T3isthereforeanintelligent agent offering information
about the courses given by Teacher 3.

Theapplication USR intheimplemented exampl e givesthe student the opportunity
to update hisprofile, toinitiate aquery to look up information that is of interest to him,
andfinally, to seetheresult returned by the system or follow thereturned URL sto obtain
moredetails.

Inthisway the student isabl e to obtain up-to-date information at any time without
needing to consult all the sites of the different instructors. The student needs only to
initiate a query and the system will do the rest.

The agent wrapper of the application T1 wasimplemented asfollows:

. Search the Web page of the teacher for the link courses.

. Open the Web page corresponding to that link.

. For each “course name” for which information is searched (needed) do the
following:

e Search this Web page for the “course name” (the “course name” is extracted
automatically from the student profile by the agent wrapper for the user
application (USR) and communicated to the agent wrapper of the teacher
application (Web page of the teacher) by the mediation agent, as shown in
Figurel).

 |If the “course name” was found, then: search the Web page for four links:
Syllabus, Course Notes, Old Exams, Other Information, occurringimmediately
after the“ course name” and return the corresponding URLs, together with the
“coursename;” thatis, storethem temporarily bef ore communicating them back
to the mediation agent.

. Report all the information found to the mediation agent.
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Theagent wrapper for theapplication T2 isresponsiblefor starting the application
according to the conditions of the application, transforming requests for information
about the courses(thisinformationiscommunicated by the mediation agent) into queries
to the database system, collecting the results of the queries, and finally replying these
results to the mediation agent. The results consist of the syllabus for each course in
textual form, followed by a FTP address where a zipped file containing course notes,
slides, old exams and any other kind of additional information that concernsthe course
can be downloaded.

Even though thereisno need for wrapping the application T3 sinceitisalready an
agent, the mediation agent should be able to invoke and to benefit from the services
offered by theagent T3; that is, there should be some way of understanding between the
mediation agent and the agent T3. In this case, this is the responsibility of the agent
wrapper for T3.

In our example, the resources invoked by the system (Web page of Teacher 1,
database system of Teacher 2, and intelligent agent of Teacher 3) wereasshown in Figure 2.
The profileof each student consisted of the student’ sname, id, and names of the courses
inwhichthestudentisregisteredinthecurrent semester, in additionto other information
concerning his or her study. One of the students, for example, was registered in the
current semester inthecourses*” Artificial Intelligence,” “Compiler Design,” and“ Data-
base Systems”. By clicking on the icon “Search Info” on the user screen a search is
initiated by the multi-agent system and finally the information found by the system is
displayed on the user screen. The information consists in this case of the following:

. Four URLs for Syllabus, Course Notes, Old Exams, Other Information for the
course“Artificial Intelligence” given by Teacher 1.

. A pretty collection of information (proposed by agent T3) about the course
“Artificial Intelligence” given by Teacher 3.

. Four URLs for Syllabus, Course Notes, Old Exams, Other Information for the
course “Compiler Design” given by Teacher 1.

. A short syllabus in textual form for the course “Database Systems” given by
Teacher 2, followed by the FTP address of a zipped file containing additional
information about the course.

. A pretty collection of information (proposed by agent T3) about the course
“Database Systems” given by Teacher 3.

The student can see the corresponding information immediately or follow the
different links, and as sketched in the exampl e, the student needs only to state what he
or she wants. In this case the student wants information about the courses he or sheis
registered in for the current semester; this is reflected by the student’s profile. The
system is responsible for deciding which resources to invoke. In this case the system
will consult the Web page of Teacher 1, the database system of Teacher 2, and the
intelligent agent of Teacher 3. In general, however, there should be some strategy for
discoveringthelocation of potentially useful information; for example, anong thewhole
Weh, among areasonabl e part of the Web, among aset of databases, or among any other
heterogeneous set of resources. The system is also responsible for the how to invoke
the resources once found. In this case, each of the resources (the Web page of Teacher 1,
the database system of Teacher 2, and the intelligent agent of Teacher 3) is invoked
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(searched, queried, or conversed) by the agent wrapper, which is created manually (by
the programmer). Themediation agent, also created manually, travel sbetween the agent
wrappers transporting queries and collecting answers to the queries. In general, how-
ever, the creation of the mediation agent and the agent wrappers, that is, the creation of
the whole multi-agent system, should be automated. The multi-agent system to be
created depends on the resources to be invoked, their locations and the profile of the
student. The automation task may therefore be very difficult: the resources can be
numerous and may have very different formats (they may be unstructured Web pages,
databases, agents) and thiscomplicatesthe creation of the agent wrappers (how to wrap
an unknown application), aswell asthe creation of the mediation agent (which routeto
taketo navigateto the different agent wrappers, how to communicate with the different
agent wrappers).

Of course, thesysteminitscurrent stateisstill simple and there are many waysfor
improvement. These are discussed in the following section.

Discussion

In the following we focus on three interesting points. Thefirst point concernsthe
identification of relevant information from dynamic resources with little or no user
intervention; that is, identification of the application or the sitethat may helpinfinding
the relevant information. In the current system this issue is hard-coded into the
architecture of the system. In general, however, heuristics (semantic aspects) extracted
from common senseknowledge, for exampl e, by imitating humans(i.e., makean explor-
atory study to investigate the activities of humans asthey try to identify sites (applica-
tions, Websites) that may be useful, (i.e., contain useful information)) can be incorpo-
rated into the systemto help locate thessites. Theideaof incorporating “ common sense”
isnot new. It goesbhack tothe 1980s, asartificial intelligence researcherswere examining
approachesto representing theeveryday world (seefor exampleMcCarthy, 1983). Similar
ideaswere also investigated in Sterling (1997).

Inaddition, theuser interaction can beexploited tolabel theinformation (aspositive
and negative examples) for learning purposes. The system asks its users to label its
answers as correct or not (suitable or not). The feedback it receives from its users can
be used to continually improveits performance. It might be used astraining datafor an
algorithm that attemptsto learn the conventions underlying the resource (application or
site) placement. Thiscan bedoneinasimilar way asdiscussed in Shakeset al. (1997).

Incorporating such|earning capabilitiesisof great importance, especially because
people may find articulating what they want hard, but they are very good at recognizing
it when they seeit. Thisinsight leads to the utilization of relevance feedback, where
people rate applications or sites as interesting or not and the system tries to find those
that match the interesting examples (positive examples) and do not match the not
interesting examples (negative examples). With sufficient positive and negative ex-
amples, modern machine learning techniques can classify new sites with impressive
accuracy.

A long-termaim, therefore, will consist of automating the creation of themulti-agent
systemthat implementsthe | C system, that is, making it possibletowrap each application
or site that was identified to be appropriate (by observing the user activities, learning,
or using any other suitable method) and changing the mediation agent appropriately.
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Figure 2. Resources Invoked in the Implemented Example
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Thesecond point concernsthe customized presentation of current information, that
is, presenting theinformation really needed by the user. In the current system thisissue
is hard-coded into the mediation agent. In general, however, task context and user
preferences (interests), which are modeled in form of user profiles, can be used to
automate query formulation. User profiles are semantic aspects expressed in human
terms. Queries are syntactic structures. An appropriate method should be devel oped to
link themtogether. A long-termaim, therefore, will consist of automating the creation of
the mediation agent from the user profile.

Thethird pointistightly related to thetwo previous onesand concernsthe creation
of the profile of the user, which is of great importance for knowing which kind of
information is needed by the user, where this information can be found, and how this
information can beretrieved. In the current system thisissue is mastered mainly by the
user (student), who is responsible for changing his or her profile. In general, however,
automationisalso possibleinthiscase (even partially), especially inthe part concerning
the user preferences in which machine learning techniques can be applied. The acqui-
sition of user profiles by unobtrusive monitoring of browsing behavior and application
of supervised machinelearning techniqueswith an appropriate representation to extract
user preferences can be explored. This can, for example, be done in a similar way as
discussed in Stuart et al. (2001), where research papers published online are recom-
mended to researchers who need to know about new papers in their general field of
interest, and older papersrelating to their current work. The success of the acquisition
of user profiles using machine |earning techniques depends of course on the domain of
application.

Systems working on a person’s behalf and incorporating these capabilities will
enforce a powerful abstraction: a person is able to state what he/she wants (or at |east
is able to recognize what he/she wants when he/she sees it), and the IC system is
responsible for deciding which resources to invoke in response and how to do so.

Such asystem isableto use software toolsand services on aperson’ s behalf. Tool
useisoneof the hallmarksof intelligence (Etzioni, 1997). Inmany cases, | C systemsrely
on the same tools and utilities available to human computer users.
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CONCLUSIONS

In this chapter we were able to demonstrate an example of how the multi-agent
paradigm can be used to approach asol ution for the problem of informati on customi zation.
Many of my students have had the opportunity to run the system and test it. It was
interesting to observe that the most fascinating point for them was to see the system
presenting the information found in asomehow customized manner for each individual
student. The exampleis simple but the results are encouraging and future work will be
focused on improving the system and studying how such simple examples built with
insight should|ead toidentification of key difficulties, useful abstractionsand ageneral
method for solving the problem and revelation of the issues.

In general, at an early stage of research aswe are currently at with 1C systems, an
experimental approach that eschewsformalism and modelsin favor of building systems
is preferred. It is necessary to have real examples of systems to think about. Having
gathered enough experience with useful 1C systems, the challengewill beto makethem
moreintelligent by inventing new Al techniquesand extending familiar ones. Thisshould
be done while keeping the IC systems usable and useful.

RELATED WORK

Because of the information overload problem created by the unstructured nature
of the Web, the trend to useintelligent agents as a promising solution for assisting and
facilitating the processes of information extraction and information customization was
increasinginrecentyears. Brown et al. (1995), Etzioni and Weld (1995), Hermans (1996)
and Oliver (1996) arejust someexamples.

Theintelligent agent’ srolesnormally revolve around satisfying user demands for
information. Ingeneral, the agentsinvolved take onthetask of gatheringinformationto
meet avariety of user needs. InBrownet al. (1995), for example, itissuggested that amore
comprehensive framework would include both supply and demand agents. Supply
agents provide information to demand agents. Specifically, supply agents effectively
configure information for information consumers. Demand agents search for needed
information.

Theseagentsaretypically designed to search the Web for information to meet user
goals. There are several types of these agents being developed in recent times. One
example is Internet SoftBot, which was developed at the University of Washington
(Etzioni & Weld, 1995). Softbot isaprototypeimplementation of ahigh-level assistant.
In contrast to systems for assisted browsing or information retrieval, the Softbot can
accept high-level user goals and dynamically synthesize the appropriate sequence of
Internet commands to satisfy those goals (Etzioni & Weld, 1995). A third type of agent
may exist, called abroker agent, which matches supply agent capabilities with demand
agent needs (Brown et al., 1995).

Agentscould also play variousrolesin an agent-enabled system architecture. Some
could act intherole of intelligent user interface managers, drawing on the resources of
other agentsworking behindthescenes(Arensetal., 1991; Browneetal., 1990; Kay, 1990;
Neal & Shapiro, 1994; Sullivan & Tyler, 1991). Such agentswouldwork inconcertto help
coordinate the selection of the appropriate display modes and representations for the
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relevant data(Bradshaw & Boose, 1992), incorporating semantic representations of the
knowledgeinthedocumentsto enhancenavigation andinformationretrieval (Boy, 1992;
Bradshaw & Boy, 1993; Gruber et al., 1992; L ethbridge & Skuce, 1992; Mathe & Chen,
1994). Because the layout and content of the views would be driven by context and
configuration model srather than by hand-crafted user-interface code, significant econo-
mies could be realized as the data and software components are reused and semi-
automatically reconfigured for different settings and purposes. Some agents might be
represented explicitly to the user as various types of personal assistants (Maes, 1994).
Ideally, each software component would be “agent-enabled;” however for practical
reasons components may at timesstill rely on traditional inter-application communica-
tion mechanisms rather than agent-to-agent protocols.

Thoughresearchinthedomain of intelligent agentshad been ongoing for morethan
twenty years, agentsreally becameabuzzword in the popular computing press (and al so
withintheartificial intelligence and computing communities) around 1994. During that
year several key agent-related publications appeared. A report entitled “Intelligent
agents: Thenew revolutionin software” (Guilfoyle & Warner, 1994) wildly specul ated
onmarket sector total sfor agent softwareand productsby theyear 2000. Thefirst of now
several special issues of the Communications of the ACM on agents appeared in 1994
anditincluded articleslike" Agentsthat reduce work and information overload” (Maes,
1994) and “ How might peopl einteract with softwareagents” (Norman, 1994). Thenthere
was aBytearticle on“ The network with smarts’ (Reinhardt, 1994). Indeed, during late
1994 and throughout 1995 and 1996, there was an explosion of agent-related articlesin
the popular computing press. It isno coincidence that thisexplosion coincided with that
of theWeb. Thefield hasclearly matured sincewiththe publication of certain key papers
and books, including Wool dridgeand Jennings(1995), Nwana(1996), Bradshaw (1997a),
Jenningsand Wool dridge (1998) and Nwanaand Azarmi (1997), amongst others. Several
annual and biennial conferencesnow gracethearea, including thelnternational Confer-
ence on Multi-Agent Systems (ICMAS), the International Conference on the Practical
Application of Intelligent Agents and Multi-Agent Technology (PAAM), and the
International Conference on Autonomous Agents (AA). ICMAS, PAAM and AA held
their first conferences in 1995, 1996 and 1997 respectively. These conferences and
numerous other agent-oriented national and international workshops, many agent
special issues of journals, agent books, agent standardization initiatives such as FIPA,
the Journal of Autonomous Agents and Multi-Agent Systems (JAMAS), the book
“Readingsin Agents’ (Huhns& Singh, 1998), initiativessuch asthe AgentLink Network
of Excellence, and so forth all bear testimony to aquickly maturing area.

Despite the narrow scope of early agent research, a fair number of useful agent
systems have been developed. In contrast to former days, information haslong lost its
automatic association with text. In addition to text there are graphics, image, speech,
video, and mixturesof all theseinformationtypes. These“new” information typesgain
significancenot only ineveryday lifebut al so withinthe prof essional realm of enterprises
that are faced with today’s information flood. As a consequence, the methods and
algorithmsdevised inthe early days of agents haveto bereconsidered, adapted, or even
re-developed. New agent methods and algorithms are now emerging because of the
efforts of both IT professionals in companies and agent researches in academia. The
agent systems emerging must have the ability to copewith hypermediainformation, for
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example, hypertextsand amultitudeof different media. Theprobleminenterprisesisoften

that it is unknown at the time of purchasing or devising new systems what kind of

information must be considered and — aboveall — inwhat formthisinformation will be
availablewhen theagent systemisin operation. Animportant problemistherefore: how
agent systems can be used to find and deal with unknown information.

Some current agent research work is therefore focusing on issues such as:

. Adaptive choice of and balanced access to sources. the emphasis here is on
collaborative learning of how to select information sources/search engines based
ontheprincipleof maximum expected utility and onimproving resource utilization
and global performance (load balancing) (Sen et al., 1999).

. Cooperative and adaptive distributed data mining: the emphasis here is on
collaborativelearning of how and whento apply methodsfor knowledgerepresen-
tation and discovery in distributed information sources (Romaniuk, 2000).

There are also many other problemsthat arise when using agentsto implement |C
systems. The major problem of Internet and Web, namely the huge amount of heteroge-
neous information sources consisting of large volumes of (non-, semi-) structured,
volatile(danglinglinks, relocated), redundant (mirrored, copied) data, causesan “infor-
mation overload” of the user. This complicates the process of searching for relevant
information (“ needle-in-the-hay-stack”) and the process of coping with system, struc-
tural and semantic heterogeneity (Sheth et al., 1999).

Theimpact of heterogeneity and globalization oninformation overload issketched
by the following problems and steps towards solving them:

. How to reconcile differences in data structure: reconcile different data models,
content representation (schematic).

. How to deal with semi-structured or unstructured data: define appropriate wrapper
and translator.

. What about mediadata?: extract and correl ate various heterogeneousaudio, video
and image data.

. How to cope with differences in underlying terminologies. choose and map
different domain ontologies used to describe content of information sources
(semantics).

. How to reconcile contextual heterogeneity: differentiate between implicitly as-
sumed contextual interpretations.

. How to cope with differences in query languages: use specific languages and
operationsfor retrieving information.

. How to properly model content of sources: different levels of abstraction of
information modeling at sources.

. How to query and fuse content from sources: identify/focus and keep track on
which source has what subset of relevant information and combine partially
relevant information from sources.

. How to discover relevant information resources: determine and keep track of
relevant information sources, formulate appropriate requests to (potentially
millions of) sources.

For these reasons, a framework that offers not only basic agent functionality but
also the thread of control and the structure of the yet unknown agent application to be
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devised should be devel oped. Thisframework should allow agreat deal of flexibility to
asystem devel oper and provide, at the same time, maximum support.

User modeling istypically knowledge-based or behavior-based. Knowledge-based
approaches engineer static models of users and dynamically match usersto the closest
model. Behavior-based approachesusethe user’ sbehavior itself asamodel, often using
machine learning techniques to discover useful patterns of behavior. User modeling
changed inthe 1990s, moving from the static hand-crafted representations of the 1980s
to dynamic behavior-based models. There are al so approachesthat try to bring together
ideas from knowledge-based and behavior-based modeling to address the problem
domain by allowing domain knowledge to be used when constructing the user profile.
Kobsa (1990) provides a good survey of user modeling techniques.

Another important pointinrelationship with 1 C systemsconcernstheir eval uation.
Evaluation of 1C systems and real-world knowledge acquisition systemsin general, as
Shadlbolt (1999) discusses, isbothtricky and complex. A lot of eval uationsare performed
with user log datasimulating real user activity or with standard benchmark collections.
Although these evaluations are useful, especially for technique comparison, they must
be backed up by real- world studies so we can see how the benchmark tests generalize
tothereal-world setting. A comparison of IC systemsisalso difficult sincethereareno
widely used standards for reporting results. Where machine learning techniques are
employed, standard tests such as precision and recall provide useful metrics for
comparing learning algorithms. However, the best test of an IC system’ sability to help
auser isauser trial. Unfortunately, user trialsintheliterature do not fol low aconsistent
methodology. These problems are al so seen in the more general agent domain, whereit
has yet to be conclusively demonstrated if people really benefit from such information
systems (Nwana, 1996).

FUTURE DIRECTION OF WORK

The next step for this work is to focus on automating the creation of the student
profile and then on automating the multi-agent system; that is, creating the mediation
agent directly from the student profile and knowing which sites should be wrapped by
agent wrappers, also based on the knowledge contained in the student profile, and
creating theagent wrappers. In afirst step, theautomation of the student profilecreation
may be done partially by adopting a behavioral user model based on monitoring the
student and asking the student for relevance feedback. The statistical information
generated by these approachesisthen fed to some form of machinelearning algorithm.
Inthisway it will be possibleto capturethe student preferencesconcerning thesitesthat
should be visited for collecting information. This will help in generating the agent
wrappers of the multi-agent system. It will also be possible to capture the student
preferences concerning thetypeof information that shoul d be extracted from thosesites.
Thiswill help in generating the mediation agent.

Theideaof building aprofilethat isunderstandabl e by the users coul d be extended
to actually visualizing the knowledge contained withinit. Thiswill allow the system to
engage the user in dialogue about what exactly the user isinterested in. The knowledge
elicited from thisdialogue should allow further improvementsto the system. Addition-
ally, visualizingtheprofile knowledgewill allow usersto build abetter conceptual model
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of the system, helping to engender afeeling of control and eventually trust inthe system
and improved user understanding.
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ABSTRACT

Thischapter presentsa new approach to clustering graphs, and appliesit to Web graph
display and navigation. The proposed approach takes advantage of the linkage
patterns of graphs, and utilizes an affinity function in conjunction with the k-nearest
neighbor. Thischapter usesWeb graph clustering asanillustrative example, and offers
a potentially more applicable method to mine structural information from data sets,
with the hope of informing reader s of another aspect of datamining and itsapplications.

INTRODUCTION

A graphissuitablefor World Wide Web (WWW) navigation. Nodesin agraph can
be used to represent URL sand edges between nodes represent links between URLs. We
can look at the entire cyberspace of the WWW as one graph — a huge and dynamic
growing graph. It is, however, impossible to display this huge graph on the computer
screen.

Most current research interests are moving towards using “ site mapping” methods
(Chen, 1997; Maarek & Shaul, 1997) inan attempt to find an effectiveway of constructing
astructured geometrical map for asingle Website (alocal map). Thiscan guidethe user
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through only avery limited region of cyberspace, and does not help the user in his/her
overall journey through cyberspace.

Huang et al. (1998) proposed an online exploratory visualisation approach, which
provides amajor departure from traditional site-mapping methods. Thisapproach does
not pre-definethe geometrical structure of aspecific Website (apart of cyberspace), but
incrementally cal culates and maintai nsthe visualisation of asmall subset of cyberspace
online corresponding to the change in the user’s focus. In other words, following the
user’s orientation, a sequence of Web sub-graphs is automatically displayed with the
smooth animation. Thisfeatureenablestheuser tologically exploretheentirecyberspace
without requiring the whole structure of cyberspace to be known.

Inreal applications, graphsmay be hugeintermsof the number of nodesand edges.
Many graph drawing algorithmshave been devel oped (Battista, 1998), but most of them
have difficulty dealing with large graphs with thousands of nodes. Clustering graphsis
one efficient method to draw large graphs even though other techniques exist, such as
fisheye view, hyperbolic geometry (Burchard, 1995) and distortion-oriented presenta-
tion (Leung & Apperly, 1994). A clustered graph can significantly reduce visual
complexity by replacing aset of nodesin acluster with one abstract node. Moreover, a
hierarchically clustered graph can find superimposed structures over the original graph
through a recursive clustering process.

The Web graph hasrecently been used to model the link structure of the Web. The
studies of such graphs can yield valuable insights into Web algorithms for crawling,
searching and discovery of Web communities. This chapter proposes a new approach
to clustering the Web graph. The proposed algorithm identifies a small subset of the
graph as “core” members of clusters, and then incrementally constructs the clusters
using aselection criterion. Two qualitative criteriaare proposed to measure the quality
of graph clustering. We have implemented our algorithm and demonstrated a set of
arbitrary graphs with good results.

This chapter is organized as follows. The next section introduces the background
of our prototype system of Web navigation using graph layout. We then discuss some
issueson graph clustering, followed by our approach described in detail. We present an
empirical evaluation of a set of arbitrary graph clustering by using our approach.
After the applications are briefly provided, this chapter ends with the summary of
our work.

BACKGROUND
Examples of Web Graph Displays

Wefirst haveaquick look at our Web graph display system. Our system can ensure
that any online Web sub-graph, as shown in Figure 1, has no overlapping node images
and fitsin thewindow. Three kinds of modesfor the user’ sinteraction are provided. In
the mode LayoutAdjust, the user can adjust a Web sub-graph layout. If the user clicks
anode in the Web sub-graph, the sub-graph of this node switches between invisibility
and visibility. Figure 2 showstheresult after the user clicksthe nodes - Phone, Fax and
Teaching in the graph shownin Figure 1. If the user clicksthese nodes again, their sub-
graphswould becomeinvisible(i.e., they would disappear, asshowninFigure1). Inthis
way the user can make a node’ s sub-graph visible or invisible by direct manipulation.
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Figure 1. A Web Sub-Graph Display

When a node’ s sub-graph becomes visible, our system checks whether this new
sub-graph overlaps any part of the current display graph. If so, those overlapping parts
of the sub-graph become invisible automatically. Given that the node with the label
Researchis clicked, the sub-graph associated with this node appears and the sub-graph
associated with the node Teaching automatically disappears, as shown in Figure 3.

EachnodeintheWeb graphislinkedtoaURL. For example, thenodewiththelabel
Computer Graphicsislinked to the Website of the unit 66333 - Computer Graphics. The

Figure 2. Some Sub-Graphs become Visible after the User’s Interaction
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Figure 3. A Sub-Graph becoming Visible Makes Another One Invisible
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detailed Web page content associated with anodein aWeb sub-graph will be displayed
by easily clickingthisnodeinthe ShowPage mode. Figure4 showstheresult of theuser’s
selection of the node with the label Computer Graphicsin the ShowPage mode.

Inthethirdinteraction mode, called the Navigation mode, triggered by clickingthe
right mouse button, the user can change the focused node to traverse another Web sub-
graph. With the current focused node Wiley in the Navigation mode, if the user clicks
the nodes Links and then its child node CNN, a Web sub-graph corresponding to this
new current focused node CNN will be presented asindicatedintheleft window in Figure
5. A Web sub-graph can keep track of the user’s navigation by recording the history
nodes visited, two nodes — Wiley and Links in the above navigation, for example.
Further, all other nodes linking to the CNN nodein the Website are dynamically added
inthisway: our system analysed thesourceHTML fileof the CNN Websiteand extracted
all the hyperlinked URL sin thisfileto generate those new nodesin the Web sub-graph.
The system can navigate from one Website to another in the same way.

Theuser canreadily switch between thethreeinteraction modes. If the user within
the ShowPage modeclicksthenode CNN, the CNN Web page appears (Figure5). Atthe
same time, the user can aso change to the LayoutAdjust mode by clicking the left mouse
button.

Our online Web sub-graph isformed dynamically on the basis of the user’ sfocus.
When the user changes the focus (i.e., click a node in the Navigation mode), the Web
sub-graph is updated by dropping old nodes and adding new ones. Thisis similar to
driving acar: new views arrive in the front and old views vanish in the back.

Automatic Graph Layout Techniques
The automatic graph layout techniques used in our system can ensure that a Web
graph layout fitsin the display window and has no overlaps.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Web Graph Clustering for Displays and Navigation of Cyberspace 257

Figure 4. A Web Page Corresponding to a Node is Shown
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Themost difficult editing functionfor aWeb graphislayout — assigning aposition
for each nodeand acurvefor each edge. Theassignment must be chosento maximizethe
readability of theresulting picture. A good layout islike a picture — worth a thousand
words, while a poor layout can confuse or mislead the user. This problem is called the
graph drawing problem — how to create anice layout automatically. Automatic layout

Figure 5. Another Website and Its Web Graph
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can release the user from the time-consuming and detail-intensive chore of generating
areadable diagram. However, most existing systemsthat incorporate diagrams such as
CA SE toolsdo not support automatic layout. Thediagram layoutsinthese systemshave
to be adjusted manually by the user using the mouse.

Most classical graph drawing algorithms (Battista, 1998) produce aesthetically
pleasing abstract graph layouts. These algorithms can be applied to draw practical
graphsaslong asthenodestakevery little space. Thereasonisthat such algorithmswere
oftenoriginally designed for abstract graphsinwhichthenodesoccupy littleor no space.
Theimagesof nodesin graph applicationscan, however, berepresented ascircles, boxes,
diamonds or other shapes, and may contain aconsiderable amount of text and graphics.
Moreover, the nodes are used to represent sub-graphs in some systems (Eades, 1990;
Huang, 1998), and may be quite unpredictablein their sizes and shapes. Applying such
algorithms to practical graphs may therefore result in overlapping nodes and/or edge-
nodeintersections. Algorithmsthat exemplify thisproblem can befoundin Eades (1991)
and L ai (2002). Producing diagramsthat are symmetric and well spread out, theseclassical
algorithmshavegreat potential for wideuse of visualisation of network structures, if we
canremovetheprobably produced overlapping nodesof nontrivial sizeinsuchdiagrams.

Weareinterestedinthe problem of how to display diagrams, namely how tolay out
practical graphs in applications. The term abstract graph layout refers to layout tech-
niques for abstract graphs where nodes are negligible in size, while the term practical
graph layout implies those for practical graphs where nodes vary in shape and size.

Our approach makesuse of existing classical graph drawingalgorithmsby applying
oneof themto apractical graph first. Some post-processes of avoiding overlaps of node
images and edge-node intersections by rearranging the graph layout are then employed
(Eades, 1991; Lai, 2002). Additionally, this approach to adjusting a graph layout can
preserve the mental map of the original graph (Eades, 1991; Misue, 1995).

The critical part of our approach is to remove overlapping nodes. We use the
techniques for removing overlaps of node images and edge-node intersections (Eades,
1991; Lai, 2002). We have experimented with these techniques using many sets of
overlapping nodes and found that it is quite effective.

When the number of nodes in a graph becomes large enough, the user cannot
perceiveall elementsat the sametime. Thisisanother importissueingraphlayout. This
problem can be solved by clustering the graph, which forms sub-graphs and sub-graph
nodes. One of these clustering techniques will be introduced in the following sections.

| SSUES ON GRAPH CLUSTERING

Generally speaking, the purpose of cluster analysis is to organize data into
meaningful groups. data objects in the same group are highly similar while those in
different groupsare dissimilar. Clustering isaprocess of finding such groups based on
chosen semantics. According to these semantics, two kinds of clustering approaches
can be roughly classified: content-based clustering and structure-based clustering.
Content-based clustering uses semantic aspects of data such as category labels. In
contrast, structure-based clustering takes advantage of structural information about
data. Moreover, structure-based clustering isdomain-independent; thusitissuitablefor
graphvisualization.
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During the clustering of a graph, a metric of the nodesin the graph is required to
measureitscomplexity. Based on thismetric, existing approachesof partitioning graphs
(ErezHartuv, 2000; Matula, 1969, 1970) canloosely bedivided into thefollowing groups:
connectivity based partitions, which use standard concepts from Graph Theory such as
components, cliques, and k-cores; distance partitions from selected subsets, which
utilize neighborhoods of “central” nodes; neighborhood based partitions, in which a
cluster is a set of units with similar neighborhoods such as degree partition, regular
partition, and colorings; and other approaches, such as eigen-vector methods. These
approaches have proven useful in graph partitioning. Some of these approaches cannot,
however, be directly applied into graph visualization because they depend on a good
initial embedding of agraph, the creation of whichisexpensive, particularly for alarge
graph.

Ingraphvisualization, anodestructural metricisusedindifferent forms. Onesimple
example of such a metric is the degree of a node, for example, the number of edges
connectedtothenode. A metric morespecifictotrees, called the Strahler metric, isapplied
totreegraphs, inwhich nodeswith the highest Strahler metric valuesgenerate askeleton
or backbone, whichisthenemphasized (M.I. Herman, 1998; M.S. Herman, 1999). Using
the distance metric, Botafogo et al. (1991) constructed a distance matrix that has asits
entries the distances of every node to every other node, to identify hierarchies in an
organization.

A clustered graph can be laid out more quickly than the original graph, as the
clustered nodesand edgesreducethegraph complexity. Relatively speaking, the storage
space of aclustered graphislessthan that of the original graph. Furthermore, clustering
nodes provides abasis for navigation and context clustering, whichisaccomplished by
three possible approaches (Kimelman, 1994):

i Ghosting: deemphasizing nodes, or relegating nodes to the background.
i Hiding: not displaying nodes with a metric under a cutoff value.

i Grouping: grouping nodes under a new supernode representation.

We propose a new approach to graph clustering and have devel oped an algorithm
for graph clustering. This algorithm identifies a small subset of the graph as “core”
members of clusters, and then incrementally constructs the clusters by a selection
criterion.

APPROACH TO GRAPH CLUSTERING

Todescribeour algorithmfor graph clustering, weprovidethefollowing definitions.

Definitions
Supposing a given Web graph G= (V, E) and an integer k, we partition G into
subgraphs G, G,, ..., G,, such that:

G=U",GandGNG=¢,i#]
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Anoptimization criterion of thispartition isthewell-known Minimum Cuts.

Givenasubset T of V, thecut §(T) induced by T isthe subset of edges (i, j) € E such
that |{i,j} N T} | =1. Thatis, o(T) consistsof all those edgeswith exactly one endpoint
inT.Actually, for eachedgeec E, if thereisanonnegative cost (or capacity) c,, the cost
of acut &(T) is then the sum of the costs of the edges in that cut:

c(8(M)= D.c

e=5(T)

The minimum cut isto find a cut with the minimum cost measured by the above
equation. Sinceall the costsin our Web graph are 1s, the minimum cut thusbecomesthe
problem of finding a cut with as few edges as possible in the graph.

A graph can be partitioned into different clustersin various ways. So we need a
guantitative function to measure the quality of clustering. In general, agood clustering
algorithm should produce clusters with high “homogeneity (or cohesion)” and low
“separation (or coupling)”. The nodesin a cluster are highly connected to other nodes
in the same cluster. At the sametime, the nodesin different clusters are separated with
aminimum cut.

To measure the homogeneity of a cluster, we use the following function:

2
e Sle | IC k1
2C)=|IC10C Dy g1 2.1)

1 IC, 1

According to the above function, if thenodesin C, are completely connected, then
thecluster C will have|C, |(|C-1) /2 edgesintotal and namely n7(C) = 1. Additionally, for
asingleton cluster |C, | =1, we also define the value of its homogeneity as 1.

Definition 1. Homogeneity of Clusters: Given agraph G= (V, E) and its subgraphs G,
G,, ..., G,, then the average homogeneity of all clustersin Gis:

C. (@)=~ S0
u( )—EZH( )

where |§ isthe number of clustersin G, | C | the number of nodesin the cluster
C., and n(C) determined by equation (2.1).

Obviously, the value range of homogeneity is [0, 1]. Observe that the bigger the
value of C, (G) is, the more cohesive the nodes in the clusters are.

To measure the degree of separation between two clusters, afunction is required
to accurately quantify the relative costs of the clustering. The sum of the edge costsin
aminimum cut between two clustersisrelated to the sizes of the separated clusters. For
this reason, a measurement of separation between two clusters can be given by:
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c(8(T)) 1
é(C.,C)= - c
R[N (oA BN e o? |Vleg;k;§ (2.2)

wherei #j andc,, isthe cost of theedge between nodesv, and v, with exactly one endpoint
inthecut set. Inour approach, wehavec, = lifthenodesv,andv, aredirectly connected.

For atotally unconnected graph, namely without a cost for any cuts, we have
o(C,, Cj) = Obased on the above function. Onthe other hand, if clusters C and Carea
completebipartitegraph whereevery pair of nodesin C and Care adjacent, thenwehave
8(C.C)=1

Definition 2. Separation of Clusters: Givenagraph G=(V, E) anditssubgraphsG,, G,,

..., G,, weusethearithmetic average asthe measurement of the separationsamong
the clusters:

c.(@)=1 Ys(c.C)

I<i, j<k;i#j
where n is the number of pairs of clusters whose member node(s) are directly
connected, 0 <n<k(k-1)/2and §(C,, C) isdetermined by equation (2.2).

Notethat thesmaller thevalueof C_(G) is, thelessthecost of the cut. With theabove
definitions, the graph clustering problem can be defined as follows.

Definition 3. MaximumHomogeneity of Graph Clustering: Given aconnected graph

G= (V, E) and an integer m, the G is partitioned into subgraphs G',, G',, -+, G' ,
inthel different ways. If the following conditions hold true:

(1) G=G'=U",G|
2 G NG| =9, for i=]j
(3 p=arg max{C, (G")}

@ o<c,(G')<1

ThenGP, GP,, -+, GP arecalled Maximum Homogeneity clusters of graph G.

Definition 4. Minimum Coupling of Graph Clustering: Givenaconnected graph G=(V, E)
andaninteger m,theGispartitionedintosubgraphsG',, G',, -, G' ,inthel different
ways. If the following conditions hold true:
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1) G=G=u"_G

=171

@G n G'J: o, fori#j

(3) p=arg min{Cy(G")}
(4) 0<C(G)<1

ThenG?, G°,, -+, G° arecalled Minimum Coupling of Graph Clustersof graph G.
Inwhat follows, afew definitions used in the following algorithms are provided:

Definition 5. Node degree: The degree of anode v in agraph denoted by deg(v) isthe
number of edgesincident with nodev. The sum of the degreesof Gis2|E|, thatis:

v
2. deg(v)) =2|E|

i=1

Since every edge has exactly two endpoints, the average degree of G
isu=Deg(G)=2|E|/|V].

Definition 6. Seed nodes: A set of nodeswhose degrees are greater than u + 7, denoted
by S, where 7is athreshold.

We usually define 7 as a value related to o because the standard deviation (a
statistics term) o is a measurement of how spread the distribution of the degreesis. In
the special case of afully connected graph, namely if the degree of every nodeis equal
to i, there will be no seed node. We can then start to construct the clusters from any
nodein G.

In order to introduce the k-nearest neighbor search, we define adistance function
asfollows:

Definition 7. Distance Function D(v,u): A function used to compute the distance
between nodesvand uwherevandue G. Itisactually the minimum length of all
pairs of pathsjoining them, which is equal to the number of edgesin the shortest
pathif such path exists, otherwise D(v, u) = «. The shortest path can be found by
using Dijkstra’ salgorithm.

Definition 8. K-nearest Neighbor Search: For aquery nodeqe G and aquery parameter
k, the k-nearest neighbor search returns a set k-NN(q) < G that contains at |east
k nodesin G, and in which the following conditions hold:

D(u,q) £D(w,q), Yue k-NN(q), Vwe G- k- NN(q), u=w

Consequently, theresult setis{we G — k- NN(v) | D(w, V) <k} . For example, 1-NN
(v) represents a set of nodes with which the node v incidents. Note that the node
visnot included in the set of k-NN(Vv).
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Definition 9. Affinity Function: Givenaconnected graph G=(V, E), theaffinity of node
v to Cluster C can be measured by:

f(v,C,k) = ICAK_NNM | \yhere v ¢ C

deg(v)

Obviously, wehave0<f(v,C, 1)< 1.

We will use these definitions to describe our algorithm in the following section.

Algorithm

Thealgorithm presented here hastwo steps: find the seed nodes (Figure 7) and build
acluster around each such noderecursively (Figure 8). It detects as previously defined
seed nodes the nodes whose degrees have greater than the average degree of the nodes
in the graph. These nodes are potentially used as initial members of different clusters
later. In some cases, two or more seed nodes are, however, densely connected and they
arenot far away inthe graph. Thissuggeststhey should bewithin one cluster. Two seed
nodes will be combined into one seed node, provided that they share the nodes of their
k-NN, and the number of the shared nodesis no less than half a degree of one of them.
Each member of thereduced seed node set isacore candidatefor each cluster. After this,
the algorithm begins with successively adding 1-NN nodes of seed nodes into corre-
sponding clusters, and then each newly added node in the clusters again expands
appropriatenodesinits 1-NN respectively and so on, until theaffinity criterion of anode
isnot satisfied. Each cluster acceptsanodeasitsnew member based on adefined affinity
function, which measures how the affinity of the node is relevant to existing member
nodesinthecluster. Specially, thevalue of anode affinity to acluster, formally defined
inDefinition 9, iscal culated by the number of the shared nodesin both 1-NN of the node
and the existing member nodes of the cluster. The clusters competitively choose anode
astheir new member accordingtotherule: thenodeiswiththehighest affinity toacluster.
If theaffinitiesof anodetoall theclustersareequivalent, thenodewill becomeasingleton
cluster. This procedure processes iteratively until no more nodes can be added to any
cluster by following the above rule. Finally, the remaining nodes not belonging to any
cluster must belong to chains. Such chainsarethen divided among their closest clusters,
or remain as independent singleton clusters.

Theneighboring nodesarefoundinanincremental mannerinour algorithm. Inother
words, having found the k nearest neighbours, the algorithm does not make a compu-
tation from scratch to obtain the set of k+ 1 nearest neighbour; instead it just continual ly
exploresthe additional neighbours of current clustered nodes. The incremental nearest
neighbor algorithm ranksthe next available unclassified nodesin termsof their affinities
to newly classified members of the clusters, and then a cluster chooses the node with
highest affinity asitsnew member. Theformal description of thealgorithmispresented
inFigure7 and Figure 8.
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Figure 7. An Algorithm to Find Seed Nodes

Input: graph G=(V,E); seed set: S« ¢;threshold: kand t
Output: S
Compute the degrees of nodesin G, deg(v).
Compute the average degree 1 and standard derivation of the degrees o
//Find the seed nodes S
for eachve V

if deg(v) > + 7 then

S« Su{v}

end if
end for
for S=¢then STOP
for eachve S

if max [ (k- NN(v) +{v}) N (k- NN(u) +{u}) B deg(u)/ 2 then
S« s\{u}

endif
end for

Thealgorithm can be summarized asfollows:

1  Identify asmall subset Swhose members have high degreesin G.

2 Removethe node(s) in Sthat is (are) highly connected to other node(s) and each
remaining node in Sis called a core candidate.

3 With acore candidate as its first member, each cluster incrementally classifies
available nodes that have the highest affinities to the existing members of the
cluster. That is, each member of each cluster continually absorbsthe nodesin its
1-NN until the expansion criterion is not satisfied.

Thetimecomplexity of thealgorithmisO (|S?).

EXPERIMENTS

We have implemented our algorithm in a prototype called PGD by using Java
programming language. In this section, we present the clustering results of a set of
arbitrary graphs by applying our approach, and discuss somefeatures. Notethat we will
use one node to represent all the member nodes in a cluster in the following clustered
figures.

The seed node set of Graph 1inFigure9Qis{v, v V,, V.t - Thenodev, haseven
affinities to other nodesv, v,, v, andv,, andthe nodev isthus a singleton C| uster. It
is actually also a bridge node between cI usters v, ,,V, ., Vv, ,, andv, ... Note that all
members in this seed node set are the core candidates for the corresponding clusters.

Graph2inFigure 10wasspecially designed for testing our algorithmfor dealing with
aremaining node chain during clustering. First, thenodesv,-v, andv,-v,, areconstructed
intotwoclusters C (v,-v,) andC, (v,-v,,). Thenodev,then aggregatesone member of its
1-NN, nodev

» iINto C, That s, thenode v, becomes anew member of C, However, the
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Figure 8. Algorithms to Aggregate Nodes by Local Search

/I Construct the clusters around core candidate nodes
Input: seed set S={s,,s,,...,S }
Output: clustersC (i=1,2,...,m)
for each se€ S
If1 NN(s) = 1_NN(sJ)(i #j=1,-.,m)then
C «C u{s} Ul-NN(s)
else
k=arg max{ f(L_NN(s),C 1}

C.«C u{s} Ul-NN(s)
end if

end for

fori=1ltom

foreachve V-C,

k = arg max{ f (v,C, 1)
if f(v, C,, 1) > 0.5then
C. «C u{v}
end if
end for
end for
/I Thisisan optional algorithm for handing the remaining node chain
for eachve V-C do

i :arg_Tigl{D(v,u) lue C}

C «Cui{vi
end for

node v,, cannot continually accept nodev,, intoits cluster C,, because only one node of
1-NN (v,,) (nodev,,) iswithin C,. This aggregation process thus stops at the node v,,
(Figure 10(b)) Additionally, theremaining nodechainv,-v, canbeoptionally combined
intoC,withtheoptional algorithm provided (Figure 10(c)). Or they just remain asdifferent
singleton clusters. Thisisreasonableinthat thenodesin C, and C,aredensely connected
whilethe nodesv,-v,, arerelatively not.

Graph3inFigure11showsdifferent clustered resultsof aremaining nodechainwith
different criteria. TheclustersC, (v,-v,) and C, (v,-v,) arefirstly built. (Nodev,hasmore
affinityto C, (v andv,) thanto C, (v,), sov,will be putinto C,) Then the remaining node
chainv,-v,, is generated. With the loose criterion:
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Figure 9. Initial and Clustered Graph 1

(a) Graph 1 (b) Clustered Graph 1

Figure 10. Initial and Clustered Graph 2

(a) Graph 2
(b) Clustered Graph 2 with a (c) Clustered Graph 2 without the
Remaining Node Chain Remaining Node Chain
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max{|1- NN(v) ~{u|ue C,} [} > deg(v)/2 -

nodes v,-v,, will beincrementally aggregated into C.:

Vo€ 1- NN(Vg) = Vo € 1- NN(v,) — v, € 1- NN(v,,) (Figure11(b)).

However, they will be singleton clusterswith astrict criterion:
max{|1- NN(v) n{u|ue C,} [} > deg(v)/2

Theresultisshownin Figure 11(c).

Figures 12 and 13 show another two examples of well-clustered Graphs 4 and 5 by
our approach.

In our experiments, the parametersare k=1, that is, 1-NN and 7 = 0. If we want to
reducethe number of clustersof agiven graph, for example, we should specify T = ¢, and
thenu+ 7 =3.569for Graph 3inFigure 11. Based on Definition 6, only thenodev, (Figure
11(b)) can be aseed node, and the nodesv,, v, and v, will be singletonclusters with the
loosecriterion.

Theexperimental resultsfor clustering arereportedin Table 1. Someparametersare
also illustrated in Figure 14. Our approach has fast running time, and can find a good
clustering solution.

RELATED WORK

Although there are numerous algorithms for cluster analysisin the literature, we
briefly review thosethat areclosely related to the structure of agraph, and comparethem
with our approach.

Figure 11. Initial and Clustered Graph 3

(b) Clustered Graph 3 with (c) Clustered Graph with the
(a) Graph 3 the Loose Criterion Strict Criterion
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Figure 12. Initial and Clustered Graph 4

(a) Graph 4 (b) Clustered Graph 4

Figure 13. Initial and Clustered Graph 5

(a) Graph 5 (b) Clustered Graph 5

Matuala (1969, 1970, 1972, 1987) used a high connectivity in similarity graphsto
cluster analysis, which isbased on acohesiveness function. The function defines every
node and edge of a graph to be the maximum edge-connectivity of any sub-graph
containing that element. The k-connected sub-graphs of the graph are obtained by
deleting all elements with cohesiveness less than k in the graph, where k is a constant
value. It is, however, hard to determine the values of connectivity in real clustering
applications with this approach.

Thereissomerecent work related to the clustering of agraph. TheHCSalgorithms
(Shamir, 2000) useasimilarity graph astheinput data, partitioning recursively acurrent
set of elements into two subsets. Highly connected sub-graphs are then identified as
kernelsthat are considered as clusters, if the number of their edges exceeds half that of
their corresponding nodes. Unfortunately the result of the clustering is not uniquely
determined. Using the same basic schemeasHCStoformkernels, the CLICK algorithm
(Shamir, 2000) buildson astatistical model, including thefollowing processing: singleton
adoption, a recursive clustering process on the set of remaining singletons, and an
iterativemerging step. The CAST (Amir Ben-Dor, 1999) startswith asingleelement and
usesasingleparameter t. Elementsareadded or removed fromthecluster if their affinity
islarger or lower than t, until the process stabilizes.
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Table 1. Parametersfor Clustering Graphs 1-5

Graph |1 2 3 4 5

M 12 16 11 12 18
DegG) | 3.294 | 3.875 2.363 3500 | 3.778
c 0470 | 1.668 1.206 0.978 | 0.808
€] 5 6 2 2 5 3 2
C.G |1 1 0.863 | 0511 | 0.873 | 0.933 | 0.642
C.(G) | 025 |0634 0018 |0042 | 0567 | 0.095 | 0.036

The features of our approach differ from previous work in the following aspects:

1  Our approach does not require the initial layout of a graph, and is suitable for
clustering any types of graphs, including tree graphs, since it is based purely on
the structure of agraph. Actually, the approach presented here is anovel method
of graph partitioning so that it can be applicable to graph partition as well.

2 Without the need to be specified in advance (does not like k-means), the number
of clusters is automatically detected on the basis of the distribution of node
degrees of a given graph.

3. Thenumber of clusterscan be easily adjusted by specifying different valuesof the
thresholds.

4. A proposed simple affinity function, as an expansion condition, is based on the
degree of a node. The clusters are gradually expanded by local search with k-
nearest neighbour. Essentially, the algorithm identifies the number of clusters at
a“global” level, and grows the nodes into the clusters by local search.

Figure 14. Quality of the Clustered Graphs

Quality of the Clustered Graphs
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5.

The definitions of homogeneity and separation are provided to formally measure
the quality of graph clustering.

APPLICATIONS

The WWW can be considered as a graph where nodes are static html pages and

edges are hyperlinks between these pages. This graph is called the Web graph. It has
been the subject of avariety of recent work aimed at understanding the structure of the
WorldWideWeb (Albert, 1999; Broder, 2000; Dill, 2001; Kleimberg, 1999; R. Kumar, 2000;
S.R. Kumar, 1999; Papadimitriou, 2001; Watts, 1998) .

1

The main findings about the WWW structure are as follows:

A power -law distribution of degrees (Albert, 1999; S.R. Kumar, 1999): in-degree
and out-degree distribution of the nodes of the Web graph follows the power law.
The probability that aWeb page hasin-degreei is proportional to 1/i*, where the
latest estimation for x is2.1. The out-degree of aWeb pageisalso distributed with
apower law with exponent roughly equal to 2.7. The average number of links per
page is about 7.

A bow-tie shape (Broder, 2000): the Web'’ s macroscopic structure, which can be
naturally brokenintofour pieces. SCC, aStrongly Connected Component (acentral
core), where all the pages can reach one another along directed links; IN, which
consistsof pagesthat can reach the SCC, but cannot bereached fromit; OUT, which
consistsof pagesthat areaccessiblefromthe SCC, but donot link back toit. Finally,
TENDRILS, which contains pages that cannot reach the SCC, and cannot be
reached from the SCC.

Theaveragepath length betweentwo Web pages: 16 (Broder, 2000) and 19 (Albert,
1999).

Small world phenomenon (Kleimberg, 1999; Watts, 1998): Six degreesof separa-
tion between any two Web pages. It is almost true in a strongly connected
component part of the Web graph if allowing traversal of both out-links and in-
links, but not true in general.

Cyber-communities(S.R. Kumar, 1999): groupsof individual swho shareacommon
interest, together withthe most popul ar Web pagesamong them. A bipartiteclique
in the Web graph can be interpreted as a core of such acommunity, defined by a
set of fans, all pointing to aset of authorities, and the set of authorities, all pointed
toby thefans. Thesizeof thebipartitecliquesisrelatively small, ranging fromthree
toten. Over 100,000 such communities have been recognized in asample of 200M
pages on a Web crawl.

Self-similarity structure (Dill, 2001): the Web shows a fractal structure in many
different ways. A graph can be viewed as the outcome of anumber of similar and
independent stochastic processes. At various scales, there are “ cohesive collec-
tions” of Web pages(for example, pageson asite, or pagesabout atopic) andthese
collectionsarestructurally similar tothewhole Web (i.e., they exhibit the bow-tie
structure and follow power-law of the in-degree and out-degree). The central
regionsof suchcollectionsarecalled“ Thematically Unified Clusters’ (TUCs), and
they provide the navigational backbone of the Web.
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Link analysisplaysanimport rolein understanding of the Web structure. Thereare
two well known algorithms for ranking pages. Page Rank (Page, 1998) and HITS
(Kleinberg, 1999).

The study of the Web graph isnot only fascinating initsown right, but also yields
valuableinsight into Web algorithmsfor crawling, searching and prediction of the Web
structure. TheWeb graphisactually aspecial caseof ageneral graph, and we can employ
some existing graph theoretic approaches to classify the Web graph.

Our approach isbased on the theoretical properties of agraph so that it potentially
haswideapplications. Hereweapply it to Web visualization. Inour prototypecalled PGD,
thereisaWeb crawler program that buildsthegraph of aWebsite, with astarting address:
http://www.it.swin.edu.au, and a depth: 5. The program applies a depth-first search
algorithm to explore the Web and create agraph as shown in Figure 15(a). Figure 15(b)
showsthelayout of its clustered graph applied by the proposed algorithm, where white
nodes are the member nodes of their black and nearby clustered nodes. Our approach
actually identifiesthe dense sub-graphsin the Web graph and then classifiesthem. From
the clustered Web graph, we reach the following conclusions:

1  Theclustered graph can reduce visual complexity. In large graphs, we will only
display theclustered nodesand rel ative edges. Although there are several existing
approachestolay out large graphs, such asHyperbolictree (Munzner & Burchard,
1995) and multilevel clustered graphs (Eades & Feng, 1997), our approach has a
feature of automatically clustering nodes based on the connectivity of a graph.

2 Thereisapossible Web community around the clustered node. We describe the
properties of the Web communities derived as two distinct types of dense sub-
graphs in Web graphs, where the link density is greater among members than
between membersand therest of the network (Flake, Lawrence, Giles& Coetzee,
2002). A Web community isaset of Web pages having acommon topic and so far
various graph theoretical approaches have been proposed to potentially extract
Web communities from the Web graph, such asHITS (Flake, Lawrence, Giles &
Coetzee, 2002), bipartitegraph (Kitsuregawa, 2001) and M aximum Flow algorithm
(Flake & Giles, 2002). All these approaches assume the dense part of aWeb graph
as a potential Web community. We can identify a Web community by analysing
the member nodes in the clusters in our approach.

3 Classification of Web pages. Hyperlinkscontain high-quality semantic cluestothe
topic of a Web page. Pages on the same or related topics tend to be linked more
frequently than those on unrelated topics (Chakrabarti, 1999).

SUMMARY

In this chapter, we have presented a new approach to clustering graphs. The
approach produced good resultsin our experimentsand applied into the visualization of
aWebsite. Our approachisagraph theoretic approach and it thus haswide applications.
For example, if theinput graphisasimilarity graph, wherenodescorrespondto elements
and edges connect elementswith similarity valuesabove somethresholds, it can beused
to classify the elements. The future improvements may use aweighted Web graph, and
thus consider clustering the weighted Web graph.
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Figure 15. Layout of the Clustered Web Graph

(b)
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ABSTRACT

Web usage mining hasbeen used effectively asan approach to automatic per sonalization
and as a way to over come deficiencies of traditional approaches such as collaborative
filtering. Despite their success, such systems, asin more traditional ones, do not take
into account the semantic knowledge about the underlying domain. Without such
semantic knowledge, personalization systems cannot recommend different types of
complex objects based on their underlying properties and attributes. Nor can these
systems possess the ability to automatically explain or reason about the user models
or user recommendations. Theintegration of semantic knowledgeis, infact, theprimary
challengefor the next generation of personalization systems. I n thischapter we provide
an overview of approaches for incorporating semantic knowledge into Web usage
mining and personalization processes. In particular, we discuss the issues and
requirements for successful integration of semantic knowledge from different sources,
such as the content and the structure of Web sites for personalization. Finally, we
present a general framework for fully integrating domain ontol ogies with Web usage
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mining and personalization processes at different stages, including the preprocessing
and pattern discovery phases, aswell asin thefinal stagewherethediscovered patterns
are used for personalization.

INTRODUCTION

With the continued growth and proliferation of e-commerce, Web services, and
Web-based information systems, personalization has emerged as a critical application
that isessential tothe successof aWebsite. Itisnow common for Web usersto encounter
sitesthat provide dynamic recommendationsfor products and services, targeted banner
advertising, and individualized link selections. Indeed, nowhere is this phenomenon
more apparent asin the business-to-consumer e-commerce arena. Thereasonisthat, in
today’ shighly competitive e-commerce environment, the successof asite often depends
onthesite' sability to retain visitors and turn casual browsersinto potential customers.
Automatic personalization and recommender system technol ogies have becomecritical
tools, precisely becausethey hel p engagevisitorsat adeeper and moreintimatelevel by
tailoring the site’s interaction with avisitor to her needs and interests.

Web per sonalization can be defined as any action that tailors the Web experience
to a particular user, or a set of users (Mobasher, Cooley & Srivastava, 2000a). The
experience can be something as casual as browsing a Website or as (economically)
significant as trading stocks or purchasing a car. Principal elements of Web personal-
ization include modeling of Web objects (pages, etc.) and subjects (users), categoriza-
tion of objects and subjects, matching between and across objects and/or subjects, and
determination of the set of actionsto be recommended for personalization. The actions
can range from simply making the presentation more pleasing to anticipating the needs
of auser and providing customized information.

Traditional approaches to personalization have included both content-based and
user-based techniques. Content-based techniques use personal profiles of users and
recommend other items or pages based on their content similarity to the items or pages
that arein the user’ s profile. The underlying mechanism in these systemsisusually the
comparison of sets of keywords representing pages or item descriptions. Examples of
such systemsincludeL etizia(Lieberman, 1995) and WebWatcher (Joachims, Freitag &
Mitchell, 1997). While these systems perform well from the perspective of the end user
who is searching the Web for information, they are less useful in e-commerce applica-
tions, partly due to the lack of server-side control by site owners, and partly because
techniques based on content similarity alone may miss other types of semantic relation-
ships among objects (for example, the associations among products or servicesthat are
semantically different, but are often used together).

User-based techniques for personalization, on the other hand, primarily focus on
the similarities among users rather than item-based similarities. The most widely used
technol ogy user-based personalizationiscollaborativefiltering (CF) (Herlocker, Konstan,
Borchers& Riedl, 1999). Given atarget user’ srecord of activity or preferences, CF-based
techniques comparethat record with the historical records of other usersinorder tofind
the users with similar interests. Thisisthe so-called neighborhood of the current user.
Themapping of avisitor record toitsneighborhood could bebased onsimilarity inratings
of items, accessto similar content or pages, or purchase of similar items. Theidentified
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neighborhood is then used to recommend items not already accessed or purchased by
the active user. The advantage of this approach over purely content-based approaches
that rely on content similarity initem-to-item comparisonsisthat it can capture “ prag-
matic” relationshipsamong itemsbased on their intended use or based on similar tastes
of the users.

The CF-based techniques, however, suffer from some well-known limitations
(Sarwar, Karypis, Konstan & Riedl, 2000). For themost part theselimitationsarerel ated
to the scalability and efficiency of the underlying algorithms, which requires real-time
computation in both the neighborhood formation and the recommendation phases. The
effectiveness and scalability of collaborativefiltering can be dramatically enhanced by
the application of Web usage mining techniques.

Ingeneral, Web mining can be characterized asthe application of dataminingtothe
content, structure, and usage of Web resources (Cooley, Mobasher & Srivastava, 1997,
Srivastava, Cooley, Deshpande & Tan, 2000). Thegoal of Web miningistoautomatically
discover local aswell as global models and patterns within and between Web pages or
other Webresources. Thegoal of Web usagemining, in particular, isto captureand model
Web user behavioral patterns. Thediscovery of such patternsfrom the enormousamount
of data generated by Web and application servers has found a number of important
applications. Among these applications are systems to eval uate the effectiveness of a
site in meeting user expectations (Spiliopoulou, 2000), techniques for dynamic load
balancing and optimization of Web servers for better and more efficient user access
(Palpanas& Mendelzon, 1999; Pitkow & Pirolli, 1999), and applicationsfor dynamically
restructuring or customizing a site based on users’ predicted needs and interests
(Perkowitz & Etzioni, 1998).

Morerecently, Web usage mining techniques have been proposed as another user-
based approach to personalization that alleviates some of the problems associated with
collaborativefiltering (Mobasher et al., 2000a). I n particular, Web usage mining hasbeen
usedtoimprovethescalability of personalization systemsbased ontraditional CF-based
techniques (Mobasher, Dai, Luo & Nakagawa, 2001, 2002).

However, the pure usage-based approach to personalization has an important
drawback: the recommendation processrelies on the existing user transaction data, and
thusitems or pages added to a site recently cannot be recommended. Thisis generally
referred to asthe“new item problem”. A common approach to resolving thisproblemin
collaborativefiltering hasbeentointegrate content characteristicsof pageswith theuser
ratings or judgments (Claypool et al., 1999; Pazzani, 1999). Generally, in these ap-
proaches, keywords are extracted from the content on the Website and are used to either
index pages by content or classify pagesinto various content categories. In the context
of personalization, thisapproach would allow the system to recommend pagesto auser,
not only based onsimilar users, but al so (or alternatively) based on the content similarity
of these pages to the pages the user has already visited.

Keyword-based approaches, however, are incapable of capturing more complex
relationships among objects at a deeper semantic level based on theinherent properties
associated with these objects. For example, potentially valuable relational structures
among objects such as relationships between movies, directors, and actors, or between
students, courses, and instructors, may be missed if one can only rely on the description
of these entities using sets of keywords. To be able to recommend different types of
complex objectsusing their underlying propertiesand attributes, the system must beable
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torely onthecharacterization of user segmentsand objects, not just based on keywords,
but at adeeper semantic level using the domain ontologiesfor the objects. For instance,
atraditional personalization system on auniversity Website might recommend courses
in Javato astudent, simply because that student has previously taken or shown interest
inJavacourses. Ontheother hand, asystemthat hasknowledge of theunderlying domain
ontology might recognize that the student should first satisfy the prerequisite require-
mentsfor arecommended course, or be ableto recommend the best instructor for aJava
course, and so on.

An ontology provides a set of well-founded constructs that define significant
concepts and their semantic relationships. An example of an ontology is a relational
schemafor adatabaseinvolving multipletablesand foreign keys semantically connect-
ing these relations. Such constructs can be leveraged to build meaningful higher-level
knowledge in a particular domain. Domain ontologies for a Website usually include
concepts, subsumption relations between concepts (concept hierarchies), and other
relations among concepts that exist in the domain that the Web site represents. For
example, the domain ontologies of a movie Website usually include concepts such as
“movie,” “actor,” “director,” “theater,” and so forth. The genre hierarchy can be used
torepresent different categoriesof movie concepts. Typical relationsin thisdomain may
include “ Starring” (between actors and movies), “Directing,” “Playing” (between the-
aters and movies), and so forth.

Theontology of aWebsite can be constructed by extracting relevant concepts and
relations from the content and structure of the site, through machine learning and Web
mining techniques. But, in addition to concepts and relations that can be acquired from
Web content and structureinformation, weareal so interested in usage-rel ated concepts
andrelationsinaWebsite. For instance, inan e-commerce Website, we may beinterested
in the relations between users and objects that define different types of online activity,
such as browsing, searching, registering, buying, and bidding. Theintegration of such
usage-based relations with ontological information representing the underlying con-
cepts and attributes embedded in asite allowsfor more effective knowledge discovery,
aswell as better characterization and interpretation of the discovered patterns.

In the context of Web personalization and recommender systems, the use of
semantic knowledge can lead to deeper interaction of thevisitorsor customerswith the
site. Integration of domain knowledge allows such systems to infer additional useful
recommendations for users based on more fine grained characteristics of the objects
being recommended, and provides the capability to explain and reason about user
actions.

Inthischapter we present an overview of theissuesrelated to and requirementsfor
successfully integrating semantic knowledgein the Web usage mining and personaliza-
tion processes. We begin by providing some general background on the use of semantic
knowledge and ontologies in Web mining, as well as an overview of personalization
based on Web usage mining. We then discuss how the content and the structure of the
site can be leveraged to transform raw usage data into semantically-enhanced transac-
tionsthat can be used for semantic Web usage mining and personalization. Finally, we
present aframework for moresystematically integrating full-fledged domain ontol ogies
in the personalization process.
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BACKGROUND
Semantic Web Mining

Web miningistheprocessof discovering and extracting useful knowledgefromthe
content, usage, and structure of one or more Web sites. Semantic Web mining (Berendt,
Hotho & Stumme, 2002) involves the integration of domain knowledge into the Web
mining process.

For the most part the research in semantic Web mining has been focused in
application areas such as Web content and structure mining. Inthis section, we provide
abrief overview and someexamplesof relatedwork inthisarea. Few studieshavefocused
on the use of domain knowledge in Web usage mining. Our goal in this chapter is to
provide aroad map for the integration of semantic and ontological knowledge into the
processof Web usagemining, and particularly, initsapplicationto Web personalization
and recommender systems.

Domain knowledge can be integrated into the Web mining processin many ways.
Thisincludes leveraging explicit domain ontologies or implicit domain semantics ex-
tracted from the content or the structure of documents or Website. In general, however,
this process may involve one or more of three critical activities: domain ontology
acquisition, knowledge base construction, and knowledge-enhanced pattern discovery.

Domain Ontology Acquisition

The process of acquiring, maintaining and enriching the domain ontologies is
referred to as“ ontology engineering” . For small Web siteswith only static Web pages,
itisfeasibleto construct adomain knowledge base manually or semi-manually. In Loh,
Wives and de Oliveira (2000), a semi-manual approach is adopted for defining each
domain concept as a vector of terms with the help of existing vocabulary and natural
language processing tools.

However, manual construction and maintenance of domain ontologies requires a
great deal of effort on the part of knowledge engineers, particularly for large-scale
Websites or Websites with dynamically generated content. In dynamically generated
Websites, page templates are usually populated based on structured queries performed
against back-end databases. In such cases, the database schema can be used directly
to acquire ontological information. Some Web servers send structured datafiles (e.g.,
XML files) tousersand let client-sideformatting mechanisms(e.g., CSSfiles) work out
thefinal Web representation on client agents. Inthiscase, itisgenerally possibletoinfer
the schema from the structured data files.

When thereisno direct source for acquiring domain ontol ogies, machine learning
and text mining techniques must be employed to extract domain knowledge from the
content or hyperlink structure of the Web pages. In Clerkin, Cunningham and Hayes
(2001), ahierarchical clustering algorithmisapplied to termsin order to create concept
hierarchies. In Stumme, Taouil, Bastide, Pasquier and L akhal (2000) a Formal Concept
Analysis framework is proposed to derive a concept lattice (a variation of association
rulealgorithm). Theapproach proposed in Maedche and Staab (2000) |earnsgeneralized
conceptual relations by applying association rule mining. All these efforts aim to
automatically generate machine understandable ontologies for Website domains.
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The outcome of this phase is a set of formally defined domain ontologies that
precisely represent the Website. A good representation should provide machine under-
standability, the power of reasoning, and computation efficiency. The choice of ontology
representation language has a direct effect on the flexibility of the data mining phase.
Common representation approaches are vector-space model (Loh et al., 2000), descrip-
tivelogics(suchasDAML+OIL) (Giugno & L ukasiewicz, 2002; Horrocks& Sattler, 2001),
first order logic (Craven et al., 2000), relational models (Dai & Mobasher, 2002),
probabilisticrelational models(Getoor, Friedman, Koller & Taskar, 2001), and probabi-
listic Markov models (Anderson, Domingos & Weld, 2002).

Knowledge Base Construction

The first phase generates the formal representation of concepts and relations
among them. The second phase, knowledge base construction, can beviewed asbuilding
mappings between concepts or relations on the one hand, and objects on the Web. The
goal of thisphaseistofind theinstancesof theconceptsandrelationsfromthe Website's
domain, so that they can be exploited to perform further data mining tasks. Learning
algorithms plays an important role in this phase.

In Ghani and Fano (2002), atext classifier islearned for each “ semantic feature”
(somewhat equivalent to the notion of aconcept) based on asmall manually label ed data
set. First, Web pages are extracted from different Websites that belong to a similar
domain, and then the semantic featuresare manually labeled. Thissmall |abeled data set
isfed into alearning algorithm as the training datato | earn the mappings between Web
objects and the concept labels. In fact, this approach treats the process of assigning
concept labelsasfilling “missing” data. Craven et al. (2000) adopt acombined approach
of statistical text classification and first order text classification in recognizing concept
instances. In that study, learning process is based on both page content and linkage
information.

Knowledge-Enhanced Web Data Mining

Domain knowledge enables analysts to perform more powerful Web data mining
tasks. Theapplicationsinclude content mining, information retrieval and extraction, Web
usage mining, and personalization. On the other hand, data mining tasks can also help
to enhance the process of domain knowledge discovery.

Domain knowledge can improvethe accuracy of document clustering and classifi-
cation and induce more powerful content patterns. For example, in Horrocks (2002),
domain ontol ogies are employed in sel ecting textual features. The selectionisbased on
lexical analysistools that map terms into concepts within the ontology. The approach
also aggregates concepts by merging the concepts that have low support in the
documents. After preprocessing, only necessary concepts are selected for the content
clustering step. InMcCallum, Rosenfeld, Mitchell and Ng (1998), aconcept hierarchy is
used to improve the accuracy and the scalability of text classification.

Traditional approaches to content mining and information retrieval treat every
document asaset or abag of terms. Without domain semantics, wewould treat “ human”
and “mankind” asdifferent terms, or, “brake” and “car” asunrelatedterms. InLoh et al.
(2000), aconcept isdefined asagroup of termsthat are semantically relevant, for example,
as synonyms. With such concept definitions, concept distribution among documentsis
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analyzed to find interesting concept patterns. For example, one can discover dominant
themes in a document collection or in a single document; or find associations among
concepts.

Ontol ogies and domain semantics have been applied extensively in the context of
Web information retrieval and extraction. For example, the ARCH system (Parent,
Mobasher & Lytinen, 2001) adopts concept hierarchies because they allow users to
formulate more expressive and less ambiguous queries when compared to simple
keyword-based queries. InARCH, aninitial user query isusedto find matching concepts
within aportion of concept hierarchy. The concept hierarchy isstored in an aggregated
form with each node represented as aterm vector. The user can select or unsel ect nodes
in the presented portion of the hierarchy, and relevance feedback techniques are used
to modify the initial query based on these nodes.

Similarly, domain-specific searchandretrieval applicationsallow for amorefocused
and accurate search based on specific relations inherent in the underlying domain
knowledge. The CiteSeer system (Bollacker, Lawrence& Giles, 1998) isaWeb agent for
finding interesting research publications, inwhich therelation “cited by” isthe primary
relation discovered among objects(i.e., among published papers). Thus, CiteSeer allows
for comparison and retrieval of documents, not only based on similar content, but also
based on inter-citation linkage structure among documents.

CiteSeer isan exampleof an approach for integrati ng semantic knowledge based on
Web structuremining. Ingeneral, Web structure mining taskstake asinput the hyperlink
structure of Web pages (either belonging to aWebsiteor relativeto thewhole Web), and
output the underlying patterns (e.g., page authority values, linkage similarity, Web
communities, etc.) that can beinferred fromthe hypertext co-citations. Another example
of such an approach is the PageRank algorithm, which is the backbone of the Google
search engine. PageRank uses the in-degree of indexed pages (i.e., number of pages
referring to it) in order to rank pages based on quality or authoritativeness. Such
algorithmsthat are based on the analysisof structural attributescan befurther enhanced
by integrating content semantics (Chakrabarti et al., 1998). Web semantics can also
enhancecrawling algorithmsby combining content or ontology with linkageinformation
(Chakrabarti, vanden Berg & Dom, 1999; Maedche, Ehrig, Handschuh, Volz & Stojanovic,
2002).

The use of domain knowledge can also provide tremendous advantages in Web
usage mining and personalization. For example, semantic knowledge may help in
interpreting, analyzing, and reasoning about usage patterns discovered in the mining
phase. Furthermore, it can enhance collaborative filtering and personalization systems
by providing concept-level recommendations (in contrast to item-based or user-based
recommendations). Another advantage is that user demographic data, represented as
part of adomain ontology, can be more systematically integrated into collaborative or
usage-based recommendation engines. Several studies have considered various ap-
proaches to integrate content-based semantic knowledge into traditional collaborative
filtering and personalization frameworks (Anderson et al., 2002; Claypool et al., 1999;
Melville, Mooney & Nagarajan, 2002; M obasher, Dai, Luo, Sun & Zhu, 2000b; Pazzani,
1999). Recently, weproposed aformal framework for integrating full domain ontologies
with the personalization process based on Web usage mining (Dai & Mobasher, 2002).
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WEB USAGE MINING
AND PERSONALIZATION

The goal of personalization based on Web usage mining isto recommend a set of
objectstothe current (active) user, possibly consisting of links, ads, text, products, and
so forth, tailored to the user’s perceived preferences as determined by the matching
usage patterns. Thistask isaccomplished by matching the active user session (possibly
in conjunction with previously stored profiles for that user) with the usage patterns
discovered through Web usage mining. We call the usage patterns used in this context
aggregate usage profilessincethey provide an aggregate representation of thecommon
activities or interests of groups of users. This processis performed by the recommen-
dation engine which is the online component of the personalization system. If the data
collection procedures in the system include the capability to track users across visits,
then the recommendations can represent alonger term view of user’ s potential interests
based on the user’s activity history within the site. If, on the other hand, aggregate
profilesarederived only from user sessions(singlevisits) containedinlogfiles, thenthe
recommendations provide a “short-term” view of user’s navigational interests. These
recommended objects are added to the last page in the active session accessed by the
user before that page is sent to the browser.

The overall process of Web personalization based on Web usage mining consists
of three phases: datapreparation and transformation, pattern discovery, and recommen-
dation. Of these, only the latter phase is performed in real-time. The data preparation
phase transforms raw Web |l og files into transaction data that can be processed by data
mining tasks. A variety of datamining techniques can be applied to thistransaction data
in the pattern discovery phase, such as clustering, association rule mining, and sequen-
tial pattern discovery. The results of the mining phase are transformed into aggregate
usage profiles, suitable for use in the recommendation phase. The recommendation
engine considers the active user session in conjunction with the discovered patternsto
provide personalized content.

Figure 1. General Framework for Web Personalization Based on Web Usage Mining
— The Offline Pattern Discovery Component
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Figure 2. General Framework for Web Personalization Based on Web Usage Mining
— The Online Personalization Component
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The primary data sources used in Web usage mining arethe server log files, which

include Web server accesslogsand application server logs. Additional datasourcesthat
are also essential for both data preparation and pattern discovery include the site files
(HTML, XML, etc.) and meta-data, operational databases, and domain knowledge.
Generally speaking, the dataobtai ned through these sources can be categorizedinto four
groups (see also Cooley, Mobasher, & Srivastava, 1999; Srivastavaet al., 2000).

Usage data: The log data collected automatically by the Web and application
servers represents the fine-grained navigational behavior of visitors. Depending
on the goals of the analysis, this data needs to be transformed and aggregated at
different levels of abstraction. In Web usage mining, the most basic level of data
abstractionisthat of apageview. Physically, apageview isan aggregate represen-
tation of acollection of Web objectscontributing to thedisplay onauser’ sbrowser
resulting fromasingleuser action (such asaclickthrough). These Web objectsmay
include multiple pages (such asin aframe-based site), images, embedded compo-
nents, or script and database queries that popul ate portions of the displayed page
(indynamically generated sites). Conceptually, each pageview represents a spe-
cific“type” of user activity on the site, e.g., reading a news article, browsing the
resultsof asearch query, viewing aproduct page, adding aproduct to the shopping
cart, and so on. On the other hand, at the user level, the most basic level of
behavioral abstraction isthat of aserver session (or simply asession). A session
(alsocommonly referredtoasa*“ visit”) isasequence of pageviewsby asingleuser
during asinglevisit. Thenotion of asession can befurther abstracted by sel ecting
asubset of pageviewsinthesession that aresignificant or relevant for theanalysis
tasksat hand. Weshall refer to such asemantically meaningful subset of pageviews
asatransaction. It isimportant to note that a transaction does not refer simply to
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product purchases, but it caninclude avariety of types of user actionsas captured
by different pageviews in a session.

. Content data: Thecontent datainasiteisthecollection of objectsand rel ationships
that are conveyed to the user. For the most part, this data is comprised of
combinations of textual material and images. The data sources used to deliver or
generatethisdataincludestaticHTML/XML pages, image, video, and soundfiles,
dynamically generated page segments from scripts or other applications, and
collections of recordsfrom the operational database(s). The site content dataal so
includes semantic or structural meta-data embedded within the site or individual
pages, such asdescriptive keywords, document attributes, semantictags, or HTTP
variables. Finally, the underlying domain ontology for the siteis also considered
part of content data. The domain ontology may be captured implicitly within the
site, or it may exist in some explicit form. The explicit representation of domain
ontologies may include conceptual hierarchies over page contents, such as
product categories, structural hierarchies represented by the underlying file and
directory structure in which the site content is stored, explicit representation of
semantic content and relationships via an ontology language such as RDF, or a
database schema over the data contained in the operational databases.

. Structuredata: The structure data represents the designer’ s view of the content
organizationwithinthesite. Thisorganizationiscaptured viatheinter-pagelinkage
structure among pages, as reflected through hyperlinks. The structure data also
includestheintra-page structure of the content represented in the arrangement of
HTML or XML tagswithinapage. For example, bothHTML and XML documents
can be represented as tree structures over the space of tags in the page. The
structure data for asiteis normally captured by an automatically generated “site
map” which representsthehyperlink structure of thesite. A site mapping tool must
havethe capability to captureand represent theinter- andintra-pageview rel ation-
ships. This necessity becomes most evident in aframe-based site where portions
of distinct pageviews may represent the same physical page. For dynamically
generated pages, the site mapping tools must either incorporate intrinsic knowl-
edgeof theunderlying applicationsand scripts, or must havetheability to generate
content segments using a sampling of parameters passed to such applications or
scripts.

. User data: The operational database(s) for the site may include additional user
profile information. Such data may include demographic or other identifying
information on registered users, user ratings on various objects such as pages,
products, or movies, past purchase or visit histories of users, as well as other
explicit or implicit representation of users' interests. Obviously, capturing such
datawould requireexplicitinteractionswith the usersof thesite. Someof thisdata
can be captured anonymously, without any identifying user information, so long
asthereistheability to distinguish among different users. For exampl e, anonymous
information contained in client-side cookies can be considered apart of theuser’s
profile information, and can be used to identify repeat visitors to a site. Many
personalization applications require the storage of prior user profileinformation.
For example, collaborativefiltering applications, generally, store prior ratings of
objectsby users, though, such information can be obtained anonymously, aswell.
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For adetailed discussion of preprocessing issues related to Web usage mining see
Cooley etal. (1999). Usagepreprocessing resultsinaset of npageviews, P={p,,p,,p,},
and a set of m user transactions, T = {t,t,--t }, where each t, in T is a subset of P.
Pageviews are semantically meaningful entitiesto which mining tasksareapplied (such
as pages or products). Conceptually, we view each transaction t asan |-length sequence
of ordered pairs:

t=((p, W), (P, W), -, (P!, W(p})),

whereeachp', = P, forsomejin{1,---,n}, andw(p!) istheweight associated with pageview
p' intransaction't, representing its significance (usually, but not exclusively, based on
timeduration).

For many data mining tasks, such as clustering and association rule discovery, as
well as collaborative filtering based on the kNN technique, we can represent each user
transaction asavector over the n-dimensional space of pageviews. Giventhetransaction

t above, the transaction vector t is given by: t=<vxfpl,vxip2,---,vv‘pn>, where each

W, =w(pj), for some j in {1,-,n}, if p, appears in the transaction t, and w, =0,

otherwise. Thus, conceptually, the set of all user transactions can be viewed asan mxn
transaction-pageview matrix, denoted by TP.

Given a set of transactions as described above, avariety of unsupervised knowl-
edge discovery techniques can be applied to obtain patterns. These techniques such as
clustering of transactions (or sessions) can lead to the discovery of important user or
visitor segments. Other techniquessuch asitem (e.g., pageview) clustering and associa-
tion or sequential pattern discovery can be used to find important relationships among
itemsbased on the navigational patterns of usersinthesite. In each case, the discovered
patterns can be used in conjunction with the active user session to provide personalized
content. Thistask is performed by a recommendation engine.

REQUIREMENTS FOR
SEMANTIC WEB USAGE MINING

Inthissection, we present and discussthe essential requirementsintheintegration
of domain knowledge with Web usage data for pattern discovery. Our focusis on the
critical tasksthat particularly play animportant rolewhenthe discovered patternsareto
be used for Web personalization. Asaconcrete example, in the last part of this section
we discuss an approach for integrating semantic features extracted from the content of
Web siteswith Web usage data, and how thisintegrated data can be used in conjunction
with clustering to perform personalization. I n the next section, we go beyond keyword-
based semanticsand present amoreformal framework for integrating full ontologieswith
the Web usage mining and personalization processes.
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Representation of Domain Knowledge

Representing Domain Knowledge as Content Features

One direct source of semantic knowledge that can be integrated into mining and
personalization processes is the textual content of Web site pages. The semantics of a
Websiteare, in part, represented by the content featuresassociated with itemsor objects
on the Web site. These features include keywords, phrases, category names, or other
textual content embedded as meta-information. Content preprocessing involves the
extraction of relevant features from text and meta-data.

During the preprocessing, usually different weights are associated with features.
For featuresextracted from meta-data, featureweightsareusual ly provided as part of the
domain knowledge specified by the analyst. Such weights may reflect the relative
importance of certain concepts. For features extracted from text, weights can normally
be derived automatically, for example as afunction of the term frequency and inverse
document frequency (tf.idf) whichiscommonly used ininformationretrieval.

Further preprocessing on content features can be performed by applying text
miningtechniques. Thiswould providetheability tofilter theinput to, or the output from,
other mining algorithms. For example, classification of content features based on a
concept hierarchy can be used to limit the discovered patterns from Web usage mining
to those containing pageviews about a certain subject or class of products. Similarly,
performinglearning algorithmssuch as, clustering, formal concept analysis, or associa-
tionrulemining onthefeature space canlead to compositefeaturesrepresenting concept
categoriesor hierarchies(Clerkin, Cunningham, & Hayes, 2001; Stummeet al ., 2000).

The integration of content features with usage-based personalization is desirable
whenweare dealing with siteswheretext descriptionsare dominant and other structural
relationships in the data are not easy to obtain, e.g., news sites or online help systems,
etc. This approach, however, isincapable of capturing more complex relations among
objectsat adeeper semantic level based on theinherent propertiesassociated with these
objects. To be able to recommend different types of complex objects using their
underlying properties and attributes, the system must be able to rely on the character-
ization of user segments and objects, not just based on keywords, but at a deeper
semantic level using the domain ontologies for the objects. We will discuss some
examples of how integrated content features and usage data can be used for personal -
ization later in this Section.

Representing Domain Knowledge as Structured Data

In Web usage mining, we are interested in the semantics underlying a Web
transaction or a user profile which is usually composed of a group of pageview names
and query strings (extracted from Web server logs). Such features, in isolation, do not
convey the semantics associated with the underlying application. Thus, it isimportant
to create a mapping between these features and the objects, concepts, or events they
represent.

Many e-commerce sites generate Web pages by querying operational databases or
semi-structured data (e.g., XML and DTDs), from which semantic information can be
easily derived. For Web sites in which such structured data cannot be easily acquired,
we can adopt machinelearning techniquesto extract semanticinformation. Furthermore,
the domain knowl edge acquired should be machine understandablein order to allow for
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further processing or reasoning. Therefore, the extracted knowledge should be repre-
sented in some standard knowledge representation language.

DAML+OIL (Horrocks& Sattler, 2001) isan exampleof an ontology languagethat
combinesthe Web standards from XML and RDF, with the reasoning capabilities from
adescription logic SHIP(DL). The combinations of relational models and probabilistic
models is another common approach to enhance Web personalization with domain
knowledge and reasoning mechanism. Several approachesto personalization have used
Relational Models such as Relational Markov Model (Anderson et al., 2002). Both of
these approaches provide the ability to represent knowledge at different levels of
abstraction, and the ability to reason about concepts, including about such relations as
subsumption and membership.

In Dai & Mobasher (2002), we adopted the syntax and semantics of another
ontology representation framework, SHOQ(D), to represent domain ontologies. In
SHOQ(D), the notion of concrete datatype is used to specify literal values and
individuals which represent real objects in the domain ontology. Moreover, concepts
can be viewed as sets of individuals, and roles are binary relations between a pair of
concepts or between concepts and data types. The detailed formal definitions for
concepts and roles are given in Horrocks & Sattler (2001) and Giugno & L ukasiewicz
(2002). Because our current work does not focus on reasoning tasks such as deciding
subsumption and membership, we do not focus our discussion on these operations. The
reasoning apparatus in SHOQ(D) can be used to provide more intelligent data mining
services.

Building “Mappings’ Between Usage-L evel and

Domain-Level Instances

During usage datapreprocessing or post processing, we may want to assign domain
semantics to user navigational patterns by mapping the pageview names or URLSs (or
gueries) to the instances in the knowledge base. To be more specific, instead of
describing auser’snavigational pathas: “a,, a,, ..., a” (wherea isaURL pointingto a
Web resource), we need to represent it using the instances from the knowledge base,
suchas: “ movie(hame=Matrix), movie(name=Spiderman), ..., movie(name=Xman).” With
the help of apre-acquired concept hierarchy, we may, for example, be ableto infer that
the current user’s interest is in the category of “Action& Sci-Fi.” We refer to this
“semantic” form of usage dataas“ Semantic User Profiles.” These profiles, inturn, can
be used for semantic pattern discovery and online recommendations. In the context of
personalization applications, domain-level (semantic) instances may also need to be
mapped back to Web resources or pages. For example, arecommendation engine using
semantic user profilesmay resultinrecommendationsintheformof amoviegenre. This
concept must be mapped back into specific pages, URLS, or sections of the siterelating
to this genre before recommendations can be relayed to the user.

Using Content and Structural Characteristics

Classification algorithms utilizing content and structural features from pages are
well-suited for creating mappings from usage data to domain-level instances. For
example, inCravenet al. (2000) and Ghani & Fano (2002) classifiersaretrained that exploit

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Integrating Semantic Knowledge with Web Usage Mining for Personalization 289

content or structural features (such asterms, linkageinformation, and term proximity) of
the pageviews. From the pageview namesor URL swe can obtainthe corresponding Web
content such asmeta-dataor keywords. With help fromtext classification algorithms, it
ispossibleto efficiently map from keywordsto attributeinstances (Ghani & Fano, 2002).

Another good heuristicsused in creating semantic mappingsisbased on theanchor
text associated with hyperlinks. If we can build the compl ete user navigational path, we
would beabletoacquiretheanchor text for each URL or pageview name. Wecaninclude
the anchor text as part of the content features extracted from the body of documents or
inisolation. However, whereas the text features in a document represent the semantics
of thedocument, itself, theanchor text representsthe semanticsof thedocument towhich
the associated hyperlink points.

Using Query Strings

Sofar, wehaveoverlooked theenormousamount of information stored in databases
or semi-structured documents associated with a site. Large information servers often
serve content integrated from multiple underlying servers and databases (Berendt, &
Spiliopoulou, 2000). The dynamically generated pages on such servers are based on
gueries with multiple parameters attached to the URL corresponding to the underlying
scriptsor applications. Using the Web server query string recordedintheserver logfiles
it is possible to reconstruct the response pages. For example, the following are query
strings from a hypothetical online bookseller Web site:

http://www.xyz.com/app.cgi ?action=viewitem& item=1234567& category=1234

http://www.xyz.com/app.cgi ?action= sear ch& sear chtype=title& searchstring=
web+mining

http://www.xyz.com/app.cgi?action=order & item=1234567& category=1234&
couponid= 3456

If thebackground database or semi-structured documentsare avail able, thenwe can
access the content of theinstancesin the response pages viathe name-value pairs from
the query strings. This enriches our knowledge base of user interest. In the above
bookseller Web site example, if wewere ableto access background database, wewould
be ableto get the content of item “ 1234567" in category “1234”. In this case, we could
have the book name, price, author information of thisitem. We could recommend other
books in the same content category or written by the same author. More generally, in
well-designed sites, thereisusually an explicitly available semantic mapping between
guery parameters and objects (such as products and categories), which would obviate
the need to reconstruct the content of dynamic pages.

L evels of Abstraction

Capturing semantic knowledge at different levels of abstraction provides more
flexibility both in the mining phase and in the recommendation phase. For example,
focusing on higher-level conceptsin a concept hierarchy would allow certain patterns
to emerge which otherwise may be missed due to low support. On the other hand, the
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ability to drill-down into the discovered patterns based on finer-grained subconcepts
would provide the ability to give more focused and useful recommendations.
Domainknowledgewith attributesand rel ationsrequiresthe management of agreat
deal more datathan is necessary in traditional approachesto Web usage mining. Thus,
it becomesessential to prune unnecessary attributesor relations. For example, it may be
possible to examine the number of distinct values of each attribute and generalize the
attributesif thereisaconcept hierarchy over the attribute values. In Han & Fu (1995) a
multiple-level association rule mining algorithmis proposed that utilizes concept hier-
archies. For example, the usage data in our hypothetical movie site may not provide
enough support for an association rule: “ Spiderman, Xmen — Xmen2”, but mining at a
higher level may result in obtaining a rule: “Sci-Fi&Action, Xmen — Xmen2”. In
Anderson et al. (2002) relational Markov models are built by performing shrinkage
(McCallumetal., 1998) between the estimates of parametersat all level sof abstractions
relative to aconcept hierarchy. If apre-specified concept hierarchy does not exist, itis
possible to automatically create such hierarchiesthrough avariety of machinelearning
techniques, such as hierarchical agglomerative clustering (Stummeet al., 2000).

Integration of Semantics at Different Stages of

Knowledge Discovery

The semanticinformation stored inthe knowledge base can beleveraged at various
steps in the knowledge discovery process, namely in the preprocessing phase, in the
pattern discovery phase, or during the post-processing of the discovered patterns.

Preprocessing Phase

The main task of data preprocessing isto prune noisy and irrelevant data, and to
reducedatavolumefor the pattern discovery phase. In M obasher, Dai, Luo, & Nakagawa
(2002), it was shown that applying appropriate data preprocessing techniques on usage
data could improve the effectiveness of Web personalization. The concept level map-
pingsfromthe pageview-level datato conceptscan also beperformedinthisphase. This
resultsin atransformed transaction datato which various datamining algorithms can be
applied. Specifically, the transaction vector t given previously can be transformed into

avector t'= <w§11 JWE e ,w;k > , Where each 0 is a semantic object appearing in one of

the pageviews contained in the transaction, and ng is aweight associated with that

object in the transaction. These semantic objects may be concepts appearing in the
concept hierarchy or finer-grained objects representing instances of these concepts.

Pattern Discovery Phase

Successful utilization of domain knowledgein thisphase requires extending basic
datamining algorithmsto deal withrelational datato concept hierarchies. Asanexample,
consider a distance-based data mining technique such as clustering. The clustering of
flat single-relation data (such as Web user transactions) involves the computation of
similaritiesor distanceamong transaction vectors. In such cases, normally simplevector-
based operations are used. However, in the presence of integrated domain knowledge
represented as concept hierarchies or ontologies, the clustering algorithmswill haveto
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perform much more complex similarity computations across dimensionsand attributes.
For example, evenif thetwo user transactions have no pageviewsin common, they may
still be considered similar provided that the items occurring in both transactions are
themselves“similar” based on some of their attributes or properties. Theintegration of
domainknowledgewill generate* semantic” usage patterns, introducing great flexibility
aswell aschallenges. Theflexibility liesin the pattern discovery being independent of
itemidentities. The challengeisinthe development of scalableand efficient algorithms
to perform the underlying computational tasks such as similarity computations. We
discuss this issue further below.

Post-Processing Phase

Exploiting domain knowledge in this phase can be used to further explain usage
patternsor tofilter out irrelevant patterns. One possibility isto first performtraditional
usage mining tasks on the item-level usage data obtained in the preprocessing phase,
and then use domain knowledgetointerpret or transformtheitemlevel user profilesinto
“domain-level usageprofiles’ (Mobasher & Dai, 2002) involving conceptsandrelations
intheontology. Theadvantage of thisapproachisthat we can avoid the scal ability issues
that can be endemic in the pattern discovery phase. The disadvantage is that some
important structural relationships may not be used during the mining phaseresultingin
lower quality patterns.

Aggregation Methods for Complex Objects

To characterize patterns discovered through data mining techniques, it isusually
necessary to derive aggregate representation of the patterns. An example of this
situation is clustering applications. In the context of Web user transactions, clustering
may result in agroup of sessionsor visitorsthat are considered similar because of their
common navigational patterns. The vector representation of these transactions facili-
tatesthe aggregation tasks: the centroid (mean vector) of the transaction cluster acts as
a representative of all of the transactions in that cluster. However, in the case of
semantically enhanced transactions, the aggregation may haveto be performedindepen-
dently for each of the attributes associated with the objects contained in the cluster.

For example, clustering may result in agroup of users who have all visited pages
related to several movies. To be able to characterize this group of users at a deeper
semantic level, it would be necessary to create an aggregate representation of the
collection of moviesin which they areinterested. Thistask would require aggregation
along each dimension corresponding to the attributes of “movie” instances, such as
“genre’, “actors”, “directors’, etc. Since each of theseattributesrequireadifferent type
of aggregation function depending on the datatype and the domain, it may be necessary
to associate various aggregation functions with the specification of the domain ontol-
ogy, itself. In the next section we present one approach for solving this problem.

Measuring Semantic Similarities

Measuring similarities (alternatively, distances) among objectsisacentral task in
many data mining algorithms. In the context of Web usage mining this may involve
computing similarity measures among pageviews, among user transactions, or among
users. Thisalso becomesacritical task in personalization: acurrent user’s profile must
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be matched with similar aggregate profil esrepresenting the discovered user pat-ternsor
segments. Asinthe case of theaggregation problem discussed above, when dealing with
semantically enhanced transacti ons, measuring similarities posesadditional challenges.
This is because the similarity of two transactions depends on the similarities of the
semantic objects contained within the transactions.

L et us again consider the static vector model for representing a Web transaction
t (or auser profile): t= (W W . W ) Computing similarity between two such vectors
is straightforward and can be performed using measures such as cosine similarity,
Euclidean distance, Pearson correlation (e.g., in casethewei ghtsrepresent user ratings).

When such vectors are transformed according to the underlying semantics, how-
ever, thecomputation of similaritieswill invol vethe computation of semantic similarities
among the concepts or objects, possibly using different domain-specific similarity
measures. Let A and B be two transformed transactions, each represented as a set of
semantic objectsin asite;

A={a,a,,a}andB={b, b, -, b}.

1’ 2!

The computation of vector similarity between A and B, Sm(A,B), is dependent on
the semantic similaritiesamong the component obj ects, SemSm(a, bj) . Forinstance, one
approach might be to compute the weighted sum or average of the similarities among
object pairs, such asin:

Sm(A,B) = ZaeAthssemgm(ay b)

|A[B]

In general, computing the semantic similarity, SemSim(a,b), isdomain dependent
and requiresknowledge of theunderlying structure of among objects. If both objectscan
be represented using the same vector model (e.g., pages or documents represented as
bagsof words), wecan computetheir similarity using standard vector operations. Onthe
other hand, if their representation includes attributes and relations specified in the
domain ontology, we need to first make sure that the objects can be classified under a
common ontol ogical schemaand then measuresimilaritiesal ong thedifferent dimensions
corresponding to each attribute. The notion of semantic matching among objects and
classeshasbeen asubject of considerabl e study recently (Rodriguez & Egenhofer, 2003;
Palopoli, Sacca, Terracina, & Ursino, 2003; Ganesan, Garcia-Molina, & Widom, 2003).

For example, such an approach was used in Jin & Mobasher (2003) in the context
of collaborative filtering with movies. In this work, association analysis was first
performed on the“genre” attributeto define agenre hierarchy. Furthermore, the* year”
attribute was discretized into intervals, while other attributes, such as “cast”, were
treated as a bag of words. These preprocessing steps allowed for the definition of
appropriate similarity measures for each attribute. Finally, the semantic similarity be-
tween two movies, i and j, was defined as a linear combination of attribute-level
similarities:

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Integrating Semantic Knowledge with Web Usage Mining for Personalization 293

SemSm(i, j) = o, *CastSm(i, j) +c, * DirectorSm(i, j) + ot *GenreSm(i, j) +...,
where, ¢, are predefined weights for the corresponding attributes.

Example: Using Content Features for Semantic Web
Usage Mining

As an example of integrating semantic knowledge with the Web usage mining
process, let us consider the especial case of using textual features from the content of
Web pages to represent the underlying semantics for the site. As noted earlier, each
pageview p can be represented as a k-dimensional feature vector, where k is the total
number of extracted features (wordsor concepts) fromthesiteinaglobal dictionary. This
vector can be given by:

p:<fW(p, f1)7 fW(pv f2)1"'1 fW(pv fk)>

where fw(p, fj) isthe weight of the jth feature in pageview p, for 1 < j < k. For the
whole collection of pageviews in the site, we then have an nx k pageview-feature
matrix PF={p,, p,, -, P.} -

There are now at least two basic choices as to when content features can be
integrated into the usage-based personalization process: pre-miningintegration or post-
miningintegration.

The pre-mining integration involves the transformation of user transactions, as
described earlier, into “content-enhanced” transactions containing the semantic fea-
tures of the pageviews. While, in practice, there are several ways to accomplish this
transformation, the most direct approach involves mapping each pageview in atransac-
tion to one or more content features. The range of this mapping can be the full feature
space, or feature sets (composite features) which in turn may represent concepts and
concept categories. Conceptually, thetransformation can beviewed asthemultiplication
of thetransaction-pageview matrix TP, defined earlier, with the pageview-feature matrix
PF. Theresultisanew matrix TF={t,, t,, .-, t }, whereeacht isak-dimensional vector
over the feature space. Thus, a user transaction can be represented as a content feature
vector, reflecting that user’ s interests in particular concepts or topics.

Various data mining tasks can now be performed on the content-enhanced trans-
action data. For instance, if we apply association rule mining to such data, then we can
get a group of association rules on content features. As an example, consider a site
containing information about movies. Thissite may contain pagesrelated to the movies
themselves, actors appearing in the movies, directors, and genres. Association rule
mining process could generate a rule such as: {“British”, “Romance”, “Comedy” =
“Hugh Grant”}, suggesting that users who are interested in British romantic comedies
may al soliketheactor Hugh Grant (with acertain degree of confidence). Duringtheonline
recommendation phase, the user’s active session (which is also transformed into a
featurevector) iscompared with thediscoveredrul es. Before recommendationsare made,
the matching patterns must be mapped back into Web pagesor Web objects. Intheabove
example, if the active session matches the left hand side of the association rule, the

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



294 Dai & Mobasher

recommendation engine could recommend other Web pages that contain the feature
“Hugh Grant”.

The post-mining integration of semantic featuresinvol ves combining theresults of
mining (performed independently on usage and content data) during the online recom-
mendation phase. An exampl e of thisapproach was presentedin M obasher et al. (2000b),
where clustering algorithms were applied to both the transaction matrix TP and the
transpose of the feature matrix PF. Since both matrices have pageviews as dimensions,
the centroids of the resulting clusters in both cases can be represented as sets of
pageview-weight pairs where the weights signify the frequency of the pageview
occurrence in the corresponding cluster. We call the patterns generated from content
data “content profiles’, while the patterns derived from usage data are called “usage
profiles’. Though they share the same representation, they have different semantics:
usage profilesrepresent a set of transactions with similar navigational behavior, while
content profiles contain groups of Web pages with (partly) similar content.

Specifically, given atransaction cluster (respectively, afeature cluster) cl, wecan
construct the usage (respectively, content) profile pr  asaset of pageview-weight pairs
by computing the centroid of cl:

pry ={( p,weight(p, pry)) | weight(p, pry) > u},

where:
. the significance weight, weight(p, pr), of the page p within the usage (respec-
tively, content) profile pr, is given by:

LS wp.y

weight(p, pry) =
|C| | s=cl
. w(p,s) istheweight of page p in transaction (respectively, feature) vector sin the
cluster cl; and
. the threshold u is used to focus only on those pages in the cluster that appear in
a sufficient number of vectorsin that cluster.

Each such profile, in turn, can be represented as a vector in the original
n-dimensional space of pageviews. Thisaggregate representation can be used directly
in the recommendation phase: given anew user, u who has accessed a set of pages, P,
so far, we can measure the similarity of P, to the discovered profiles, and recommend to
the user those pages in matching profileswhich have not yet been accessed by the user.
Notethat thisapproach does not distinguish between recommendati ons emanating from
the matching content and usage profiles. Also note that there are many other ways of
combining usage profilesand content profilesduring the onlinerecommendation phase.
For example, we can use content profiles asthe last resort in the situation where usage
profiles can not provide sufficient number of recommendations.
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A FRAMEWORK FOR
ONTOLOGY-BASED PERSONALIZATION

At aconceptual level, there may be many different kinds of objectswithin agiven
sitethat are accessible to users. At the physical level, these objects may be represented
by one or more Web pages. For example, our hypothetical movie site may contain pages
related to the movies, actors, directors, and studios. Conceptually, each of theseentities
represents a different type of semantic object. During a visit to this site, a user may
implicitly access several of these objects together during a session by navigating to
various pages containing them. In contrast to content features, ontological representa-
tion of domain knowledge contained in the site makes it possible to have a uniform
architectureto model such objects, their properties, andtheir relationships. Furthermore,
such arepresentation would allow for a more natural mapping between the relational
schema for the backend databases driving Web applications and the navigational
behavior of users.

Inthissectionwewill present ageneral framework for utilizing domain ontologies
in Web usage mining and personalization. Figure 3 lays out ageneral process for such
an integrated approach. In keeping with our earlier discussion, it is composed of three
main phases: preprocessing, pattern discovery and online recommendation. Each of
these phases must take into account the object properties and their relationships as
specified in adomain ontology.

We assume that the site ontology is already available (either specified manually,
or extracted automatically using ontology learning techniques). The goal of the prepro-
cessing phase is to transform users’ navigational transactions into “semantic transac-
tion” by mapping accessed pages and resource to concepts and objects of the specified
ontology. The goal of the pattern discovery phaseisto create aggregate representation
of groupsof semantic objectsthat areimplicitly accessed by similar users, thusproviding
asemanti c characterization of user ssgmentswith common behavior or interests. Finally,

Figure 3. A General Framework for Personalization Based on Domain Ontologies
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in the recommendation phase, the discovered semantic patternsare utilized in conjunc-
tion with an ongoing record of a current user’s activity (including, possibly the user’s
stored profile) to recommend new resources, pages, or objects to that user.

Knowledge Representation

General ontology representation languagessuchasDAML+OIL (Horrocks, 2002)
provide formal syntax and semantics for representing and reasoning with various
elementsof an ontology. These elementsinclude“individuals’ (or objects), “concepts’
(which represent sets of individuals), and “roles” (which specify object properties). In
DAML+OIL, the notion of a concept is quite general and may encompass a heteroge-
neous set of objects with different properties (roles) and structures. We, on the other
hand, are mainly interested in the aggregate representations for groups of objects that
have a homogenous concept structure (i.e., have similar properties and datatypes). For
example, we may be interested in a group of movie objects, each of which has specific
values for properties such as “year”, “genre”, and “actors.” We call such a group of
objectsaclass. Thus, in our framework, the notion of aclass represents arestriction of
the notion of a concept in DAML+OIL. It should be noted, however, that the users of
aWeb site, in general, access a variety of objects belonging to different classes. Thus,
this homogeneity assumption would imply that semantic objects within user transac-
tions must first be classified into homogenous classes as a preprocessing step.

More specifically, we define a class C as a set of objects together with a set of
attributes. These attributestogether define the internal properties of the objectsin C or
relationshipswith other conceptsthat involvetheobjectsin C. Thusattributesof aclass
correspond to asubset of the set of rolesin the domain ontology. We denote the domain
of values of an attributer as D,. Furthermore, because we are specifically interested in
aggregating objects at the attribute level, we extend the notion of arole to include a
domain-specific combination function and an ordering relation.

Moreformally, aclassCischaracterized by afinite set of attributesAC, whereeach
attribute ain AC is defined as follows.

Definition: Let Cbeaclassinthedomainontology. Anattributea ACisa4-tuple, where
a= <Ta’ Da’ <a’ lI/a>
« T, isthetype for the values for the attribute a.
* D, isthedomain of the valuesfor a;
* <, isanordering relation among the valuesin D_; and
. v, is a combination function for the attribute a.

The“type” of an attributeinthe above definition may be aconcrete datatype (such
as“string” or “integer”) or it may be a set of objects (individuals) belonging to another
class.

Inthe context of datamining, comparing and aggregating val uesare essential tasks.
Therefore, ordering relations among val ues are necessary propertiesfor attributes. We
associate an ordering relation <_with elementsin D, for each attribute a. The ordering
relation <_canbenull (if noorderingisspecifiedinthedomainof values), or it can define
apartial or atotal order among thedomain values. For standard typessuch asvaluesfrom
a continuous range, we assume the usual ordering. In cases when an attribute a
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represents a concept hierarchy, the domain values of a are a set of labels, and <_isa
partial order representing the “is-a”’ relation.

Furthermore, we associate adatamining operator, called the combination function,
v, with each attribute a. This combination function defines an aggregation operation
among the corresponding attribute val ues of aset of objectsbelongingto the sameclass.
Thisfunctionisessentially ageneralization of the“mean” or “average” function applied
to corresponding dimension values of a set of vectors when computing the centroid
vector. In this context, we assume that the combination function is specified as part of
the domain ontology for each attribute of a class. An interesting extension would be to
automatically learn the combination function for each attribute based on aset of positive
and negative examples.

Classesin the ontology define the structural and semantic properties of objectsin
thedomainwhich are*“instances’ of that class. Specifically, each object ointhedomain
is also characterized by a set of attributes A corresponding to the attributes of aclass
in the ontology. In order to more precisely define the notion of an object as an instance
of aclass, wefirst define the notion of an instance of an attribute.

Definition: Givenanattribute a=(T_,D,, <, w,) andanattributeb=(T,,D,, <,, ¥,), b
isaninstanceof a,ifD,cD,, T, =T, v, = w,and < isarestrictionof < toD,.
The attribute b isanull instance of a, if Db is empty.

Definition: GivenaclassCwithattributeset A_= {a,%, a,%, ---,a %}, wesay that an object
oisaninstanceof C, if o hasattributes A = {a°, &,°, -+, @ °} suchthat each isa,
possibly null, instance of a,©.

Based on the definitions of attribute and object instances, we can now provide a
moreformal representation of the combination function y.. Let Cbeaclassand{o,, 0,,
-+, 0, } asetof objectinstancesof C. Let ac A_beanattributeof classC. Thecombination
function y, can be represented by:

({0 ) (@) o (g 0 ) = (g W),

where each belonging to object o, isaninstance of theattributea, and eachw, isaweight
associated with that attribute instance (representing the significance of that attribute
relativeto the other instances). Furthermore, aaggisapseudo instance of a meaning that
itisaninstance of awhich doesnot belongtoareal objectintheunderlyingdomain. The
weight Weo of I isafunction of w;, w,, ..., w .

Given aset of object instances, of aclass C, adomain-level aggregate profilefor
these instances is obtained by applying the combination function for each attribute in
C to all of the corresponding attribute instances across all objectso,, o,, ..., 0.

Ontology Preprocessing

The ontology preprocessing phase takes as input domain information (such as
database schema and meta-data, if any) as well as Web pages, and generates the site
ontology. For simple Web sites, ontol ogies can be easily designed manually or derived
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semi-automatically fromthesite content. However, itismoredesirabl eto haveautomatic
ontology acquisition methods for a large Web site, especially in Web sites with
dynamically generated Web pages. E-commerce Web sites, for instance, usually have
well-structured Web content, including predefined metadata or database schema.
Thereforeit is easier to build automatic ontology extraction mechanismsthat are site-
specific.

There have been a number of efforts dealing with the ontology learning problem
(Clerkin et al., 2001; Craven et al., 2000; Maedche & Staab, 2000). A wide range of
information, such asthesauri, content features, and database schemacan hel ptoidentify
ontologies. Many of these approaches have focused on extracting ontological informa-
tion from the Web, in general. In Berendt et al. (2002) the notion of “ Semantic Web
Mining” wasintroduced, including aframework for the extraction of aconcept hierarchy
andtheapplication of dataminingtechniquestofind frequently occurring combinations
of concepts.

An Example

Asanexample, let usrevisit our hypothetical movieWeb site. TheWeb siteincludes
collections of pages containing information about movies, actors, directors, etc. A
collection of pages describing a specific movie might include information such as the
movietitle, genre, starring actors, director, etc. An actor or director’ sinformation may
include name, filmography (a set of movies), gender, nationality, etc. The portion of
domain ontology for this site, as described, contains the classes Movie, Actor and
Director (Figure 4). The collection of Web pages in the site represents a group of
embedded objects that are the instances of these classes.

Inour example, theclassM oviehasattributessuch as Year, Actor (representingthe
relation“acted by”), Genre, and Director. The Actor and Director attributeshavevalues
that are other objectsinthe ontology, specifically, object instances of classesActor and
Director, respectively. The attribute Year isan example of an attribute whose datatype
ispositiveintegerswith the usual ordering. The attribute Genre has aconcrete datatype
whosedomainvaluesinD_, areaset of labels (e.g., “Romance” and “ Comedy”). The
orderingrelation < . definesapartial order based onthe*is-a” relation among subsets
of these labels (resulting in aconcept hierarchy of Genres, a portion of whichis shown
inFigure4).

Figure 4. Ontology for a Movie Web Site
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Figure 5 shows a Movie instance “About a Boy” and its related attributes and
relations extracted from a Web page. The schema of the class M ovie is shown at the
bottom |eft portion of thefigure. Herewetreat the classes Genreand Y ear asattributes
of the class M ovie. The instances of the ontology are shown at the bottom right of the
figure. The Genreattribute containsapartial order among label srepresenting aconcept
hierarchy of moviegenres. Weusearestriction of thispartial order to represent thegenre
towhichtheM ovieinstancebelongs. The diagram al so showsakeyword bag containing
the important keywords in that page.

Anattributeaof an object o hasadomainD,. In caseswhen theattribute has unique
avaluefor anobject, D, isasingleton. For example, consider an object instance of class
Movie, “ AboutaBoy” (seeFigureb). Theattribute Actor containstwo objects”H. Grant”
and “T. Collette” that are instances of the class Actor (for the sake of presentation we
usetheactors' namesto stand for the object instancesof Actor). Therefore, D, ={"H.
Grant”,“T. Collette’}. Also, areal object may havevaluesfor only someof theattributes.
Inthiscasethe other attributes have empty domains. For instance, the attribute Director
in the example has an empty domain and is thus not depicted in the figure. We may,
optionally, associate aweight with each valuein the attribute domain D, (usually in the
range [0,1]). This may be useful in capturing the relative importance of each attribute
value.

For example, inagiven moviethemain actorsshoul d have higher weightsthan other
actorsinthecast. Inour example, theobject “H. Grant” hasweight 0.6 and the object “ Toni
Collette” has weight 0.4. Unless otherwise specified, we assume that the weight
associated with each attribute valueis 1. In the object o shown in Figure 5, the domain
for the attribute Genre is the set of labels { Genre-All, Action, Romance, Comedy,
Romantic Comedy, Black Comedy, Kids & Family}. The ordering relation <°._ isa

Genre
restriction of <___to the subset { Genre--All, Comedy, Romantic Comedy, Kids &
Family}.

Genre

Figure 5. Example of Ontology Preprocessing
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Pattern Discovery

Asdepicted in Figure 3 domain ontol ogies can be incorporated into usage prepro-
cessing to generate semantic user transactions, or they can be integrated into pattern
discovery phaseto generate semantic usage patterns. In thefollowing example, we will
focus on the latter approach.

Given a discovered usage profile (for example, a set of pageview-weight pairs
obtained by clustering user transactions), we can transform it into a domain-level
aggregate representation of the underlying objects (Dai & Mobasher, 2002). To distin-
guish betweentherepresentationswecall theoriginal discovered patternan“item-level”
usageprofile, and wecall thenew profile based onthedomainontology a“ domain-level”
aggregate profile. Theitem-level profileisfirst represented asaweighted set of objects:
pr ={{0,, w,),{0,, W,), --+,{0,, W} inwhich each o, is an object in the underlying domain
ontology andw, represents o’ ssignificanceintheprofilepr. Hereweassumethat, either
using manual rules, or through supervised learning methods, we can extract various
object instances represented by the pages in the original page- or item-level usage
profile. Thetransformed profilerepresentsaset of objects accessed together frequently
by a group of users (as determined through Web usage mining). Objects, in the usage
profile, that belong to the same class are combined to form an aggregated pseudo object
belonging to that class. An important benefit of aggregation is that the pattern volume
issignificantly reduced, thusrelieving the computation burden for therecommendation
engine. Our goal isto create an aggregate representation of thisweighted set of objects
to characterize the common interests of the user segment captured by the usage profile
at thedomain level.

Given therepresentation of aprofile pr asaweighted set of objects, the objectsin
pr may be instances of different classes C, C,, ..., C, in the ontology. The process of
creating a domain-level aggregate profile begins by partitioning pr into collections of
objectswith each collection containing all objectsthat areinstances of aspecified class
(in other words, the process of classifying the object instancesin pr). Let G, denote the
elements of pr that are instances of the class C.

Having partitioned pr into k groupsof homogeneousobjects, G,, ..., G,, the problem
is reduced to creating aggregate representation of each partition G, This task is
accomplished with the hel p of the combination functionsfor each of the attributes of C,
some of whose object instances are contained in G,. Once the representatives for every
partition of objects are created, we assign a significance weight to each representative
tomark theimportance of thisgroup of objectsintheprofile. Inour current approachthe
significance weight for each representative is computed as the weighted sum of all the
object weights in the partition. However, significance weight can be computed using
other numeric aggregation functions.

Examples Continued: Generating Domain-Level Aggregate Profiles

To illustrate the semantic aggregation process, let us return to our movie site
example. Theaggregation processrequiresthat a“ combination function” bedefined for
each attribute of an object in the domain ontology. Figure 6 and 8 show an exampl e of
such process. Each movieobject hasattribute“ Name”, “ Actor”, “ Genre” and“ Y ear” . For
the attribute Name, we areinterested in all the movie names appearing in theinstances.
Thuswe can define y, . to be the union operation performed on all the singleton Name
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attributesof all movie objects. Onthe other hand, theattribute Actor containsaweighted
set of objects belonging to class Actor. In fact, it represents the relation “ Starring”
between the actor objects and the movie object. In such caseswe can use avector-based
wei ghted mean operation asthe combination function. For example, wewill determinethe
aggregate weight of an actor object o by:

W, =(Ziwl 'WO)IZiW"

Applying v, .. inour examplewill resultinthe aggregateactor object{(S, 0.58), (T,
0.27),(U, 0.09)} . Asfor theattribute Year, the combination function may create arange
of all the Year values appearing in the objects. Another possible solutionisto discretize
the full Year range into decades and find the most common decades that are in the
domains of the attribute. In our example, using the range option, this may result in an
aggregate instance [1999, 2002] for the Year attribute.

The attribute Genre of Movie contains a partial order representing a concept
hierarchy among different Genre values. The combination function, in this case, can
perform tree (or graph) matching to extract the common parts of the conceptual hierar-
chies among all instances. Extracting the common nodes from this hierarchy may also
depend on the weights associated with the original objectsleading to different weights
on the graph edges. For example, given that the higher weight Movies 1 and 2 have
“Romance” in common, this node may be selected for the aggregate instance, even
thoughitisnot presentin Movie 3. However, theweight of “Romance” may belessthan
that of “Comedy” whichispresentin all three movies.

Figure 6 showstheitem-level usage profileand itsrepresentation asaweighted set
of objects, aswell astheresulting domain-level aggregate profile. Notethat the original
item-level profile gives uslittle information about the reasons why these objects were
commonly accessed together. However, after we characterizethisprofileat thedomain-

Figure 6. Creating an Aggregate Representation of a Set of Movie Objects
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level, we find some interesting patterns: they all belong to Genre “Comedy” (andto a
lesser degree “ Romance), and the actor Shas a high score compared with other actors.

Online Recommendation Phase

In contrast to transaction-based usage profiles, semantic usage profilescapturethe
underlying common properties and relations among those objects. This fine-grained
domain knowledge, captured in aggregate form enables more powerful approaches to
personalization. As before, we consider the browsing history of the current user, i.e.,
active session, to be a weighted set of Web pages that the user has visited. The same
transformation described in the last subsection can be used to create a semantic
representation of the user’s active session. We call thisrepresentation the current user
profile.

Figure 7 presents the basic procedure for generating recommendations based on
semantic profiles. The recommendation engine matchesthe current user profile against
thediscovered domain-level aggregateprofiles. The usage profileswith matching score
greater than some pre-specified threshold are considered to represent this user’s
potential interests. A successful match implies that the current user shares common
interestswiththe group of usersrepresented by the profile. Thematching processresults
in an extended user profile which is obtained by applying the aggregation process
described above to the domain-level profilesand the original user profile.

The recommendation engine then instantiates the user’s extended profile to real
Web objects and will recommend them to the user. We can also exploit structural
relationships among classes during the recommendation process. For example, if a
concept hierarchy exists among objects, and the recommendation engine can not find a
good match for auser profile at acertain concept level, then it can generalizeto amore
abstract level (e.g., from “romantic comedy” to “romance”).

This approach has several advantages over traditional usage-based personaliza-
tion. First, it retainsthe user-to-user rel ationshipsthat can be captured by thediscovered
usageprofiles. Secondly, in contrast to standard collaborativefiltering, it providesmore
flexibility in matching aggregate usage profileswith the current user’ sactivity because
the matching processinvolves comparison of features and rel ationships, not exact item

Figure 7. Online Recommendation Enhanced by Domain Ontologies

Current User | | Aggregate Semantic
Profile Usage Patterns

Match Profiles

‘ Extended User Profile ‘

I

Instantiate to Real
Web Objects

l

Recommendations
of ltems

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Integrating Semantic Knowledge with Web Usage Mining for Personalization 303

identities. Thirdly, the items do not have to appear in any usage profilesin order to be
recommended, since fine-grained domain relationships are considered during the
instantiation process. The previous example shows that this approach can also be used
to solvethe“new item” problem. Furthermore, it can alleviate the notorious “ sparsity”
problemincollaborativefiltering systemsby allowing for “fuzzy” comparisonsbetween
two user profiles(or ratings). Thebasisfor matching profilesdoesnot haveto be similar
ratings on the sameitems. The comparison can be based on showinginterestindifferent
objects with similar properties (for example, purchasing items that have same brand).
Therefore, evenif the raw transaction or rating datais sparse, the semantic attributes of
items or users can be used to indirectly infer potential interest in other items.

CONCLUSIONS

We have explored various approaches, requirements, and issues for integrating
semantic knowledge into the personalization process based on Web usage mining. We
have considered approachesbased on the extraction of semanticfeaturesfromthetextual
content contained in a site and their integration with Web usage mining tasks and
personalization both in the pre-mining and the post-mining phases of the process. We
have also presented a framework for Web personalization based on full integration of
domain ontol ogies and usage patterns. The examples provided throughout this chapter
reveal how such aframework can provideinsightful patternsand smarter personalization
services.

Weleave someinteresting research problemsfor open discussion and futurework.
Most important among these are techniques for computing similarity between domain
objectsand aggregatedomain-level patterns, aswell aslearning techniquesto automati-
cally determine appropriate combination functions used in the aggregation process.

More generally, the challenges lie in the successful integration of ontological
knowledge at every stage of the knowledge discovery process. In the preprocessing
phase, the challenges are in automatic methods for the extraction and learning of the
ontologies and in the mapping of users' activities at the clickstream level to more
abstracts conceptsand classes. For the datamining phase, the primary goal isto develop
new approaches that take into account complex semantic relationships such as those
present inrelational databaseswith multiplerelations. Indeed, inrecent years, there has
been more focus on techniques such as those based relational data mining. Finally in
the personalization stage, the challenge is in developing techniques that can success-
fully and efficiently measure semantic similaritiesamong compl ex objects (possibly from
different ontologies).

In this chapter we have only provided an overview of the relevant issues and
suggested aroad map for further research and development in thisarea. We believe that
thesuccessful integration of semantic knowledgewithWebusageminingislikelytolead
tothenext generation of personalizationtoolswhicharemoreintelligent and moreuseful
for Web users.
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Chapter X1V

Web Usage Mining
In Search Engines

Ricardo Baeza-Yates
Universidad de Chile, Chile

ABSTRACT

Search engine logs not only keep navigation information, but also the queries made
bytheir users. Inparticular, queriesto a search enginefoll ow a power -law distribution,
whichisfar fromuniform. Queriesand related clicks can be used to improvethe search
engine itself in different aspects: user interface, index performance, and answer
ranking. In this chapter we present some of the main ideas proposed in query mining
and we show a few examples based on real data from a search engine focused on the
Chilean Web.

INTRODUCTION

Given the rate of growth of the Web, scalability of search enginesis akey issue,
as the amount of hardware and network resources needed is large and expensive. In
addition, search engines are popular tools, so they have heavy constraints on query
answer time. So, the efficient use of resources can improve both scal ability and answer
time. One tool to achieve these goalsis Web mining. In this chapter we focus on Web
usage mining of logs of queriesand user clicksto improve search enginesand Websites.
Wedo not consider other kinds of Web mining such aslink analysis(Chakrabarti, 2002),
content mining, or Web dynamics (Levene & Poulovassilis, 2003).

Therearefew papersthat deal with theuse of query logstoimprove search engines,
because thisinformation is usually not disclosed. The exceptions deal with strategies
for caching the index and/or the answers (Markatos, 2000; Saraiva et al., 2001; Xie &
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O’ Hallaron, 2002), and query clustering using click-through dataassociated with queries
(obtaining a bipartite graph) for ranking or related goals (Beeferman & Berger, 2000;
DirectHit, 1997; Wen, Nie& Zhang, 2001; Xueet al., 2002; Zhang & Dong, 2003). Other
papers are focused on user behavior while searching, for example detecting the differ-
encesamong new and expert usersor correlating user clickswith Web structure (Baeza-
Y ates& Castillo, 2001; Holscher & Strube, 2000; Pradumonioet al., 2002). Recently, there
has been some work on finding queries related to a Website (Davison et al., 2003) and
weighting different wordsin the query to improveranking (Schaale et al., 2003).

The main goal of this chapter is to show how valuable it is to perform log query
mining, by presenting several different applicationsof thisideacombined with standard
usage mining. Although past research has focused on the technical aspects of search
engines, analyzing queries has a broader impact in Web search and design in two
different aspects: Web findability and information scent. Web findability* or ubiquity
isameasure of how easy itistofind aWebsite when search engines are the main access
tools. To improve findability, there are several techniques. One is to use query log
analysis of Website search and include in the Website text the most used query words.

Information scent (Pirolli, 1996) ishow good aword iswith respect to wordswith
the same semantics. For exampl e, polysemicwords (wordswith multi ple meanings) may
have less information scent. The most common queries are usually the ones with more
information scent. When analyzing Web search querieswe find wordsthat arefound (or
not found) on a site but have more or asimilar information scent to words in the home
page, and words that are not found that imply new information that needs to be added.

This chapter is organized as follows. We start with some basic concepts followed
by some primary statistics of search engine usage. Next we present two applications of
the search engine log. First, using the query distribution, we present an inverted file
organization with threelevels: precomputed answers, and main and secondary memory
indexes. We show that by using half theindex in main memory we can answer 80% of all
gueries, and that using asmal | number of precomputed answerswe canimprovethequery
answer timeon at least 7% (Baeza-Y ates & Saint-Jean, 2003b). Second, we present an
algorithm that uses queries and clicks to improve ranking (Zhang & Dong, 2003) by
capturing semantic relations of queries and Web pages. We conclude with some open
problems.

PRELIMINARIES

Zipf'sLaw

Zipf'slaw wasintroduced in the late 1940sto describe several empirical observa-
tions such as the distribution of the population of cities or the frequency of wordsin
Englishwrittentext (Zipf, 1932). If F isthefrequency of thei-th most frequent event, we
havethat F,~ 1/i“ where o isaconstant, and the parameter of the distribution. In alog-
log graph, aristhe slope (without the sign) of theline. Inthe case of words, it meansthat
therearefew very frequent words (usually called stop words) and many unusual words.
InFigurel, thefirst part of thecurveisthefrequent words, whilethelast part of thecurve
isthe unusual words. Perhaps, due to this distribution, the number of distinct wordsin
atext (vocabulary) does not grow linearly, but follows a sublinear curve of the form
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N=O(T?) (Heaps' law), with T thetotal number of words, and Saround 0.5for Englishtext
(Baeza-Y ates & Ribeiro-Neto, 1999) and abit larger for the Web (around 0.6).

Inverted Files

Themain componentsof aninverted filearethe vocabulary or list of uniquewords
and the posting file, which holds the occurrences in the text of each word in the
vocabulary. For each word we basically have alist of pointersto Web pages plus some
additional information that is used for ranking the results. The exact implementation
depends on theretrieval model used and if we want to use full addressing (for example
to answer sentence queries) or just point to Web pages to save space. Asthe wordsin
thetext arenot uniform, theposting filehasfew longlistsaswell asmany moreshort lists,
following the Zipf distribution, which can be compressed efficiently (Baeza-Y ates &
Ribeiro-Neto, 1999).

Due to the Heaps' law, we can assume that the vocabulary always fits in main
memory. In practice, the vocabulary of alarge search engine has several million words
that will point to hundreds of millions of Web pages. Dueto the constraintsimposed by
concurrent accessto search engines, theinverted file should bein main memory (RAM),
but as it is too large, part of the index will be in secondary memory (disk), with the
subsequent loss in query answer time.

Web Log Data

For our experiment we use about 800,000 pages from a vertical search engine
targeted on the Chilean Web, TodoCL (TodoCL, 2000). We define the Chilean Web as
all .cl domainsplusall Websiteswith | P addresses provided by Chilean | SPs. In this set
of pages we find T=151,173,460 words, from which N=2,067,040 were unique, thus

establishing thevocabulary. The average length of awordinthevocabulary is x=8.46.
The number of documents where a word appears follows a Zipf’'s distribution with
parameter ocabout 1.5asseeninFigure 1 (themodel isfittedinthemain part of thegraph).

The query set, from the same search engine, is a two-month log from 2001 that
consistsof 738,390 queriescontaining 777,351 words (that is, an average of 1.05words
per query), where the unique words are C=465,021.

SEARCH ENGINE USAGE

In this section we present basic statistics about the queries. Figure 2 shows that
the frequency of query words also follow Zipf’slaw, with the parameter o = 1.42. This
islarger thanthe parameter 0.59 obtained by Saraivaet al. (2001), perhapsduetolanguage
and cultural differences.

The standard correlation among the frequency of aword in the Web pagesand in
the queriesis 0.15, which isvery low. That is, words in the content of the Web pages
follow aZipf’slaw distribution that is very different from the distribution of the words
inthequery, asisdepictedinFigure3 (any correlationwould show asalineinthefigure.)
Thereare many commonwordsin both the queriesand the content, most of them articles,
pronouns, and so forth (that is, stop words), but also other words like Chile. Examples
of popular queriesthat do not find many answersare Hentai, Mexico, DivX, covers, and
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Figure 1. Wordsin the Vocabulary vs. their Number of Occurrences in Web Pages
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melodies. Thisimpliesthat what people search for isdifferent from what people publish
on the Web.

Thesearch enginelog al so registersthe number of answer pages seen and the pages
selected after asearch. Many peoplerefineaquery, adding and removingwords, but most
see very few answer pages. Table 1 shows the comparison of four different search
engines(Baeza-Y ates & Saint-Jean, 2003a; Silversteinetal., 1999; Spink, Jansenet al .,
2002; Spink, Ozmutluet al., 2002; Wolfram, 2001). Clearly, thedefault query operationis
dominant (in the case of TodoCL, only 15% are phrase queries).

Figure 2. Frequency of Query Wordsin a Log-Log Graph
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Figure 3. Word Query Frequency vs. Number of Documents that Contain Each Word
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The navigation graph can be complicated even in asearch engine. Figure 4 shows
thetransitions between different states, indicating the proportion of usersthat took that
path. The number in each state represents the probability of a user being in that state.
From the diagram we can see that:

. Advanced search is not used.
. Few peoplerefine queries.
. Less than 10% of the users browse the directory?.

This meansthat instead of posing a better query, atrial and error method is used.
Table 2 givesthe most popular queries for three search engines (in the case of TodoCL
we have translated them to English), which shows that they are very similar and
independent of the country and the language. Further studies of queries have been done
for Excite(Spink, Jansenet al., 2002; Wolfram, 2001) and Fast (Spink etal ., 2001), showing
that the focus of the queries has shifted in recent years from leisure to e-commerce.

Table 1. Query Statistics for Four Search Engines

Measure AltaVista Excite Fast TodoCL
Words per query 24 2.6 23 11
Queries per user 2 23 29 —
Answer pages per query 1.3 1.7 22 1.2
Boolean queries < 40% 10% — 16%
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Figure 4. State Diagram of User Behavior in TodoCL
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INDICES BASED IN QUERY DISTRIBUTION

Inthissectionweshow asimplestoragemodel for asearch engine, which usesmain
memory efficiently, whileimproving scalability (Baeza-Y ates& Saint-Jean, 2003b). Since
few wordsare queried frequently, what isimportant isthe growth of the most frequently
queried subset of words, rather than the growth of the overall vocabulary on the Web
pages. In this section we only use single word queries, which are more than 95% of all
queries.

Storing part of the index in main memory can be considered as static caching of
inverted lists, but in practice is not the same because current search engines must have
largeportionsof theindex in main memory to achievefast answer time. Inthe sequel, we
consider that our scheme and caching are orthogonal . That is, we can devote part of the
main memory to do dynamic caching of the answers and of the inverted liststhat arein
secondary memory. Alternatively, we could add compression.

Basic Scheme

L et M bethe available main memory. We alwaysassumethat thevocabulary fitsin
main memory (asit growssub-linearly, itisasmall percentageof theinvertedfile). Sowe
have the vocabulary and part of the listsin main memory. Therest of the word lists go
to secondary memory.
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Table 2. Most Frequent Queries in Three Search Engines (2001)

Excite Fast TodoCL
free free Chile
sex download photos

Christmas sex free
nude pictures sex
pictures nude history
new mp3 mp3
pics hotel videos
music Windows music

games pics Argentina

stories crack Ley

woman software university
university education sell

Recall that N isthe number of words of the vocabulary and let L, be the number of
documentswherethei-thword appears, wherethewords 1..N are ordered by decreasing
query frequency. For each word in the vocabulary we need to store the word itself (let
x, bethelength of the k-th word) and a pointer to the corresponding occurrence list (say
4 bytes). In each list element, we need at |east an integer as a Web page identifier plus
information for ranking (for example, thefrequency of theword intheWeb page). Letb
be the number of bytes per list element, which depends on the exact i mplementation of
the inverted file. Hence, the average space needed by the inverted file, in bytes, is:

N N
E=) 4+X+bL)=(4+x)N +b Lk

\Y

where x isthe average length of the vocabulary words, and V the space needed by the

vocabulary. Notice that by using x we are assuming independence between the word
length and thequery word frequency. Infact, for our data, thecorrelationis-0.02, almost
nothing.

If E<M, everythingfitsinRAM. However, when E> M, part of theinvertedfilemust
bestored on disk. We could assumethat memory paging and disk bufferingwill improve
the access time, but over thiswe do not have control. Most inverted files use a hashing
tablefor thevocabulary, whichimpliesarandom order for thewords. If we put inthisorder
thelistsof theinverted fileuntil werun out of main memory and therest onthedisk, many
wordsthat are frequently queried (because the correlationis small) will be on the disk.
The optimal arrangement would be to store in main memory the subset of query words
that maximizesthetotal frequency and still fitsinmemory. Therest of thewordlistswould
go to secondary memory. Formally, we have to find the variables il,...,ip such that they
maximize the sum of the query frequencies of thewordsi ..., ipwith therestriction that

V+bY" Li<M. The optimal solution will depend on each data set.
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Figure 5. Query Frequency vs. Memory — Random Order and our Heuristic
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Asthedistributionisso biased, anearly optimal solutionisto put in main memory
thelists of the most frequent query wordsthat fit. Let p be the largest number of words
in the vocabulary such that:

VibY L<M.

=1

Then, thelists of the p most queried wordswill bein main memory. Thisheuristic
isnot optimal because there will be afew casesin which it would be better to replace a
wordwithalarge posting list with two or morewordswith smaller overall listsof similar
sizeor smaller, but at the sametimelarger total query frequency. Neverthel ess, we show
next that this solution is quite good.

Using our data, Figure 5 showsthe difference between the heuristic (curve below)
andarandom order (curveabove, basically adiagonal). Inthe x-axiswehavetheportion
of query wordsthat havetheir list in main memory. The y-axis showsthe portion of the
index that must bein main memory to reach that proportion of queries. Thevertical line
at the end isthe words that are never queried. The gap in the diagonal lineistwo of the
most frequently queried words, which in our heuristic are at the beginning (the dots of
the graphs are plotted in multiples of 100 words).

From this example we can see that:

. Toreach 100% of thequeries, weonly need to have 80% of theindex inmain memory.

This is because more than 75% of the words are never queried (but have short

posting lists).
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. To reach 50% of the queries we only need 20% of the index in memory.
. With 50% of theindex in memory, we can answer 80% of the queries.

Hence, this simple heuristic reduces the usage of memory in at least 20% without
increasing the query answer time.

Improving the Query Answer Time: Precomputed

Answers

Precomputed answers can be considered as stati ¢ caching of answers, but they are
conceptually different because precomputed answers could have better quality, for
examplewithmanual intervention (e.g., mainlinksrelatedtoaquery asinY ahoo!). If we
have precomputed answers for the most frequent queries, answer timeisimproved, as
we do not have to access the index. However, more memory with respect to the index
information of these words might be needed, decreasing the value of p and increasing
the search time for other words. This implies that there is an optimal number of
precomputed answers. We consider the precomputed answers as a cache memory, even
though it isin main memory.

Noticethat with our data, only 2,000 precomputed answers can resolve 20% of the
gueries. On the other hand, to answer 50% of the queries we need around 100,000
precomputed answers, which requires too much space.

Assumethat each precomputed answer needs W bytes of memory (for example, 80
URL swiththetext context and other attributessuch assizeand date). Thenwemust have:

pt+k
KW+V+b Y Li<M

i=k+1

where the words k+1 to p+k have their lists stored in main memory. We want to find k
and p that optimize the query answer time. Hence we have three sections of memory:
precomputed answers, index in memory, and index in disk.

The query answer timeis given by:

(L PEL Befesii B ofasl B
2. F

where we recall that C isthe number of unique wordsin the queriesand F, isthe query
frequency of thei-th word. In addition, ,, 8,, and 3, are constants that represent the
relative answer time of precomputed answers, index in memory, and index in disk,
respectively. Intheexamplesthat follow weusethe following set of values: M=400MB,
W=40KB, b=8, 8,=1, 3,=5, and 8,=50. ThisimpliesV=24.56MB, whichisonly 6% of the
memory. We have chosen W considering 512 bytes per URL, sowehave 80 URLsinthe
precomputed answer. If moreanswersareneeded wehavetogototheinvertedfilein disk
and we assume that this event happens with negligible probability. Aswe have seenin
the previous section, the average number of results seen by users is less than 20
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Figure 6. Query Answer Time as a Function of the Number of Precomputed Answers
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(Silversteinetal., 1999; Spink et al., 2001) and only 12 using our data (but other values
for Ware possible).

Figure 6 shows the query answer time depending on k (this fixes p); here we can
observethat the optimal point is1338 precomputed answers, improving theanswer time
approximately 7% (thelineistheanswer timefor k=0). Hence, the precomputed answers
take 13% of thememory, whichimpliesthat in our examplethe81% of thememory leftis
taken by the most frequently queried part of the inverted file.

RANKING BASED ON
USER QUERIES AND CHOICES

The relation of pages chosen after a query and the query itself provide valuable
information. After aquery, auser usually performsaclick toview oneanswer page. Each
click isconsidered a positive recommendation of that page (in most cases bad pagesare
not clicked). In Zhang and Dong (2002), an algorithm based on theserel ationsisproposed
toimproveranking: MASEL (Matrix Analysison Search EngineLog).

The MASEL Algorithm

The basic ideais to use the query log to find relations among users, queries, and
clickson answers. It isassumed that in ashort period of time, the IP addressis used by
asingle user (not always true because of proxies and dynamic IPs).
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The algorithm considers users, queries, and clicked pages, using a recursive
definition among those three elementsin the spirit of authorities and hubs (Kleinberg,
1998). The hypothesisis that good users make good queries, good queries return good
answers, and good answers are clicked by good users.

Givenaquery g*, and atimeinterval [t -T,t ], thealgorithm hasfour steps:

. Fromthequery logobtainall usersthat haveasked g*. We denoteby U those users.

. Find from the logs the set Q of all the queries posed by usersin U.

. Using the search engine (or another technique), find the set R of relevant clicked
pages for all the queriesin Q.

. Compute the ranking using the iterative process outlined below.

Theperiod of thelog analysis Tisaparameter of thealgorithm. Let m=|U|, s=|R|, and
n=|Q|. Wedefineu, asavariablethat representsthe quality of theuseri, q asthequality
of query j, and r, asthe quality of the page k. We use normalized values, such that the
sum of eachthequalitiesaddsupto 1, althoughwearejustinterested intherelativeorder.
We compute these values iteratively (normalizing after each iteration). We define the
users depending on their queries:

n
Ua:Za,q, where aj=

=1

num(,j) if j=qg*
onum(i, j) if j#g*

where num(i,j) represents how many timesthe user i asked query j and O<a<1 weights
queries different from g*. We define queriesin function of the pages that they answer:

sm(,k) if j=g*

0] ZkZ:ijkrk, where b :{ﬁsim(j,k) if j#q*

wheresim(j,k) isthesimilarity of pagekwith query j and O< <1 weightsqueriesdifferent
from g*. Finally, pages are defined by the clicks done by users:

n:icuui, where G =hit(k,i, {g*) + yhit (k.i, Q- {g*))

where hit(k,i,S) isthe number of timesthat user i clicked in page k while doing a query
in Sand O<y<1weightsthe queriesdifferent from g*. In matrix form we have:

u = Aq, q = Br, r=Cu
whichimplies
u=Aqg=A(Br)=A(B(Cu)) = (ABC)u

q=Br =B (Cu)=B(C(Aq)=(BCA)q
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r=Cu=C(Aq)= C(A(Br))=(CAB)r

Thisdefinesaniterative method to computeu, g, andr. Withthisweobtainaranking
for ther, values.

The parameter T iscrucial for the effectiveness of the algorithm. If T istoo large,
the matricesarelarge and the algorithm isslower. In addition we add many queries that
are not related to g*. On the other hand, if T issmall, the method does not work and we
are wasting useful log information. In fact, T is inversely proportional to the query
frequency.

Experimental Results

MASEL was proposed for an image search engine, where the precision of answers
islow. To give some simple examples, wetried thisideafor text, wheretheresultswere
quitegood (Baeza-Y ates & Saint-Jean, 2003a). Typically, thefirst two or threeanswers
wereagood complement to the search engineranking. For example, for theword cars(in
Spanish) we used T=24 and T=48 hours. For 24 hours the results were:

www.chileautos.cl/link.asp

www.chileautos.cl/personal .htm
www.autoscampos.cl/frmencabau.htm
rehue.csociales.uchile.cl/publicaciones/moebio/07/bar 02.htmm

Thefirst three are relevant, while the last oneis not. For 48 hours we had:

www.mapchile.cl/
fid.conicyt.cl/acreditacion/normas.htm
www.clancomunicaciones.cl/muni_vdm/consejo.htm

wherethe last two are not relevant, but thefirst isrelevant without contai ning the word
cars; itisasite of maps. Thisexample showsthe potential of MASEL to find semantic
relations through two persons that asked different questions. It also shows the sensi-
tivity of thevalueT.

Figure 7 shows the precision for three Spanish words of different frequency of
occurrence: software, banco (bank), and empr esas (enterprises). Themost popul ar word,
softwar e, hasgood resultswith smaller T. Bank, for T=72, hasexcellent precision, which
decreaseswith larger T. Thisisbecause bank has many meanings and the main meaning
referstoacommercial bank. However, withlarger T, other meaningsstart to appear inthe
query log. Clearly, the value of T depends on the frequency of the word and if theword
is polysemic or not. In this case, asin link analysis, we can have topic drifting in the
answers.

If theword does not have the dominant meaning or it isnot frequent, thistechnique
isnot useful, asthereare not enough datain alog of only several days. Theissue of topic
drifting could be reduced by changing the parameters +, 2, and 3.
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Figure 7. Precision of the Answer vs. T in Hours for Three Spanish Words

100

a0 . = - - - Z . —e— SOFTWARE
60 / / X —a—BANCO
40 & EMPRESAS

20 / / /._.

CONCLUSIONS

In our examples there are several lines for further research. They include better
understanding of queriesand their evolutionintime; analysisof how the changesinthe
query distribution affects the performance of a given index layout; study of the best
combination of index layout based on query distribution, dynamic caching and compres-
sion; and inclusion of Boolean and phrase queries in the index layout problem.

We are currently doing additional research in Web query mining to improve Web
findability and information scent, as well as using queries to focus Web crawlers. For
example, if we represent a given interest by a query vector Q using the vector model
(Baeza-Y ates & Ribeiro-Neto, 1999), acrawler can try to maximize the similarity of a
retrieved vector page p with Q. This technique is used by focused crawlers or search
agents (Baeza-Y ates & Piquer, 2002). We can extend the idea by representing all past
queriesin asearch engine as avector Q,, which is updated using atime based average,
withthelast queries g by usingamoving average: Q,,, = o Q, +(1-«) g, where c weights
past versus current queries.

t+1
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ENDNOTES

! We have found Web pages using thisterm with our semantic as far back as 1995.
2 TodoCL uses ODP (dmoz.org) as Google does.
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ABSTRACT

A maximal forward reference of a Web user is a longest consecutive sequence of Web
pages visited by the user in a session without revisiting some previously visited page
in the sequence. Efficient mining of frequent traversal path patterns, that is, large
reference sequences of maximal forward references, from very large Web logs is a
fundamental probleminWeb mining. Thischapter aimsat designing algorithmsfor this
problemwith the best possibleefficiency. First, two optimal linear timealgorithmsare
designed for finding maximal forward referencesfromWeb|ogs. Second, two algorithms
for mining frequent traversal path patterns are devised with the help of a fast
construction of shallow generalized suffix trees over a very large alphabet. These two
algorithms have respectively provablelinear and sublinear time complexity, and their
performances are analyzed in comparison with the a priori-like algorithms and the
Ukkonen algorithm. It is shown that these two new algorithms are substantially more
efficient than the a priori-like algorithms and the Ukkonen algorithm.
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INTRODUCTION

Becauseof itssignificant theoretical challengesand great application and commer-
cial potentials, Web mining hasrecently attracted extensive attention (e.g., Buchner et
al., 1998, 1999; Catledge & Pitkow, 1995; Chenetal., 1998; Cooley etal., 1997). Surveys
of recent research in Web mining can be found in Kosala and Blockeel (2000) and
Srivastava et al. (2000). One of the major concernsin Web mining is to discover user
traversal (or navigation) path patternsthat arehiddenin vast Web logs. Such discovered
knowledge can be used to predict where the Web users are going, that is, what they are
seeking, so that it helps the construction and maintenance of real-time intelligent Web
serversthat areabletodynamically tailor their designsto satisfy users' needs(Perkowitz
& Etzioni, 1998). It hassignificant potential to reduce, through prefetching and caching,
Weblatenciesthat havebeen perceived by usersyear after year (Padmanabhan & Mogul,
1996; Pitkow & Pirolli, 1999). It can also hel p theadministrative personnel to predict the
trends of users' needs so that they can adjust their products to attract more users (and
customers) now and in the future (Buchner & Mulvenna, 1998).

Traversal path pattern mining isbased upon the availability of traversal pathsthat
must be obtained from raw Web logs. A maximal forward reference of a Web user, a
longest consecutive sequence of Web pages visited by the user without revisiting some
previously visited page in the sequence, isatypical traversal path pattern (Chen et al.,
1998; Cooley etal., 1999). Thischapter studiesthe problem of efficient mining of frequent
traversal path patterns that are large sequences of maximal forward references. The
previously known algorithmsfor theproblem arethetwo apriori-likeal gorithmsFull Scan
and SelectiveScan designed in Chen, Park and Y u (1998).

This chapter aims at designing algorithms for mining traversal path patternswith
thebest possibleefficiency. Themain contributionsare summarized asfollows. First, two
algorithms, ISMFR (Interval Session Maximal Forward References) and GSMFR (Gap
Session Maximal Forward References), aregivenfor finding maximal forward references
fromraw Weblogs. Thefirst algorithmisdesigned for interval sessionsof user accesses
and the second for gap sessions. The two algorithms have linear, hence optimal, time
complexity, and are substantially more efficient than the sorting based method devised
inChen, Park and Y u (1998) for finding maximal forward references. Second, the problem
of mining frequent traversal path patterns from maximal forward referencesisinvesti-
gated with the help of afast construction of shallow generalized suffix trees over avery
largeal phabet (Chenet al., 2003a, 2003b). Precisely, ashallow generalized suffix treeis
builtfor aset of maximal forward referencesobtai ned by thealgorithm ISMFR (or GSMFR)
such that each tree node contains the frequency of the substring represented by that
node. Once such atreeisbuilt, asimply traversal of the tree outputs frequent traversal
path patterns, that is, frequent substrings, with respect to some given frequency
threshold parameter. Two algorithms, SbSfxMiner (Sorting Based Suffix TreeMiner) and
HbSfxMiner (Hashing Based Suffix Tree Miner), are designed to overcome some well -
understood obstacles of suffix tree construction (Gusfield, 1997, pp. 116-119): the
complexity of suffix tree constructionisdependent onthesize of theunderlying al phabet
and asuffix tree doesnot havenicelocality propertiesto support memory paging. These
twoalgorithms, ShSfxMiner and HbSfxMiner, haverespectively provablesublinear and
linear timecomplexity. Performancesof thesetwo algorithmsareanal yzed in comparison
with thetwo apriori-like algorithms Full Scan and Sel ectiveScan in Chen, Park and Y u
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(1998) and the Ukkonen algorithmfor linear time suffix construction (Ukkonen, 1995). It
is shown that these two new algorithms are substantially more efficient than Full Scan,
SelectiveScan and the Ukkonen algorithm aswell. In short, algorithm HbSfxMiner has
optimal complexity intheory, whilealgorithm SbSfxMiner hasthebest empirical perfor-
mance.

The rest of the chapter is organized asfollows. The problem formulationisgiven
andisfollowedwiththereview of related work. Algorithms| SMFR and GSMFR arethen
designed for finding maximal forward referencesfromraw Weblogs. Next, characteristics
of maximal forward referencesaregiven. Thechapter then discusses shall ow generalized
suffix trees. Inthe next section, algorithms SbSfxMiner and HbSfxMiner aredesigned for
mining frequent traversal path patterns, and their performances are comparatively
analyzed. Finally, conclusions are given.

PROBLEM FORMULATION

TheWeb hasanatural graph structure: pagesin general arelinked viahyperlinks.

When a user surfs the Web, she may move forward along the graph via selecting
ahyperlink inthe current page. She may also move backward to any pagevisited earlier
in the same session via selecting a backward icon. A forward reference may be
understood as the user looking for her desired information. A backward reference may
mean that the user has found her desired information and is going to look for something
else. A sequence of consecutive forward references may indicate the information for
which the user is looking. A maximal forward reference is defined as the longest
consecutive sequence of forward referencesbeforethefirst backward referenceismade
to visit some previously visited page in the same session. Thus, the last referencein a
maximal forward sequenceindicatesacontent page(Chenetal., 1998; Cooley etal., 1999)
that is desired by the user. Under such understanding, when a user searchesfor desired
information, her information needs can be modeled by the set of maximal forward
references that occurred during her search process.

Figure 1. Illustration of Traversal Path Patterns
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Suppose that the Web log containsthetraversal path {A, B, C, D, C, B, E, G, H, G,
W, A, O,U, O, V}forauserasshowninFigurel. Starting at A, onehasforward reference
sequences AB, ABC and ABCD. Then, at D abackward referenceto Cismade, meaning
that ABCD isamaximal forward reference. Now, some caution shall be paidto C. Here,
eventhough abackward referenceismadeto B, one shall not consider ABC asamaximal
forward reference, because the current backward reference is the second backward
reference (thefirstisD—C). At B, aforward referenceismadeto E, and thusbeginsnew
forward reference sequences ABE, ABEG and ABEGH. ABEGH is a maximal forward
reference, because the first backward reference occurs at H after the forward reference
E. Similarly, onecan find the other maximal forward referencesABEGW, AOU and AOV.
When D, H, W, U and V arethe pages desired by the user, the set of the maximal forward
referencesABCD, ABEGH, ABEGW, AOU, and AOV precisely describestheuser’ sneeds
and her actual search behaviors as well.

A large reference sequence with respect to some given frequency threshold
parameter o is defined as a consecutive subsequence that occurs at least oo many times
inaset of maximal forward references. A maximal refer ence sequencewith respect to o
isalarge reference that is not contained in any other large reference sequence. In the
above example, when the frequency threshold parameter a;is 2, one haslargereference
sequencesA, B, E, G, O, AB, BE, EG, AO, ABE, BEG, and ABEG, and themaximal reference
sequences are ABEG and AO. A maximal reference sequence correspondsto afrequent
traversal path pattern, that is, the hot access pattern of users. The goal in this chapter
isto design algorithms for mining frequent traversal path patterns, that is, frequent or
maximal reference sequences, with the best possible efficiency.

Oncelargereference sequencesaredetermined, maximal references sequencescan
be obtained in astraightforward manner (Chen, Park & Y u, 1998).

Thetraversal pathA,B,C,D,C,B,E,G,H,G,W, A, 0O, U, O, Vof theuserintheabove
exampleisrecorded inthereferrer log, and so are traversal paths of all the other users.

A referrer logisatypical configuration of Web logs, where each traversed link is
represented as apair (source, destination). In this chapter, one assumes that Web logs
arereferrer logs. The high-level design of the approaches to mining frequent traversal
path patternsisasfollows: first, one finds maximal forward referencesfrom Web logs.
Second, onebuildsageneralized suffix treefor the set of maximal forward references. Last,
onetraverses the tree to generate large or maximal reference sequences.

RELATED WORK

Theproblem of mining frequent traversal path patternsresultedinan algorithmfor
finding frequent traversal path patternsfrom aWeb log (Chen, Park & Y u, 1998). That
algorithm works in two phases. First, the log is sorted according to user IDs to group
every user’ sreferencesasatraversal path. Next, each traversal pathisexaminedtofind
maximal forward references. Thetimecomplexity of thealgorithmisO(Nlog N), whereN
denotes the number of recordsin thelog. At the next step, two apriori-like algorithms,
FullScan and Sel ectiveScan, were designed for mining large reference sequences from
maximal forward references, and theperformancesof thesetwo algorithmswereanalyzed.

Cooley etal. (1999) have detail ed discussionsof variousdatapreparationtasks. The
maximal forward references, called transactions, were also examined as a finer level
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characterization of user access sessions. But no explicit algorithms were given to find
maximal forward references, and mining frequent traversal path patternswasnot studied
there. Thework in Xiao and Dunham (2001) studied the application of generalized suffix
trees to mining frequent user access patterns from Web logs. However, the patternsin
Xiao and Dunham (2001) are not traversal path patterns as considered in the usual
settingsinmuch of theliterature (suchasChenet al., 1998; Padmanabhan & Mogul, 1996;
Pitkow & Pirolli, 1999; Suet al., 2000) and inthe context of thischapter. The patternsin
that paper are in essence frequent consecutive subsequences of user access sessions,
while traversal paths corresponding to the underlying hyperlink structure were not of
concern. Furthermore, that paper relies on the Ukkonen's suffix link algorithm to
construct a suffix tree and hence cannot overcome the well-understood obstacles of
suffix treeconstruction (Gusfield, 1997, pp. 116-119), that is, the compl exity dependence
onthesize of the underlying al phabet and the lack of good locality propertiesto support
memory paging.

Many researchers have been investigating traversal or surfing path patterns in
order tomodel users’ behaviorsandinterests. The uncovered model can beusedin many
applications such as prefetching and caching to reduce Web latencies (Padmanabhan
& Mogul, 1996; Pitkow & Priolli, 1999; Suet al., 2000). The N-gram approachesare used
to find most frequent subsequences of the paths, and sometimes the most frequent
longest subsequences are the most interesting. Once those subsequences are obtained,
methods such as first order or higher order Markov-chains can be applied to predict
users’ behaviors or interests. Other researchers have also considered user access
sessions as ordered sequences (Massegliaet al., 1999). They have also studied how to
identify thelongest repeating subsequences of the ordered sessionsto find associations
of those sequences. In all those papers, auser’ ssurfing pathis considered asan ordered
sequence of consecutive references. In other words, a user’s surfing path isthe user’s
accesssessioninorder. Thisisdifferent fromthemaximal forward referencesstudiedin
Chenet al. (1998), Cooley et al. (1999) and in the present chapter.

In Chen, Fu and Tung (2003), optimal algorithms are designed for finding user
access sessions from very large Web logs. Since maximal forward references are finer
level characterizations of sessions, as carefully examined in Cooley et al. (1999), the
algorithms in Chen, Fu and Tung (2003) cannot be applied directly to the problem of
finding maximal forward references. However, thesealgorithmswereimprovedin Chen,
Fowler and Fu (2003) to find maximal forward referenceswith optimal time complexity.

FINDING MAXIMAL

FORWARD REFERENCES

Sessions

Thebasicideaof finding maximal forward referencesisasfollows. Thealgorithm
reads the Web log once sequentially, and generates sessions on the fly. While asession
is generating, maximal forward references within that session are also generated.
Although it is easy to understand that a session or visit is the group of activities
performed by auser from the moment she enters a server site to the moment she leaves
the site, it is not an easy task to find user sessions from Web logs. Due to security or
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privacy, auser’ sidentity is often not known, except for the client machine’s | P address

or host name. When the log is examined, it is not clear when a session starts or when it

ends. Some users access the Web, page after page, at avery fast pace. Othersaccessthe

Web at avery slow pace, visiting onefor awhile, doing something el se, and then visiting

another. Local caching and proxy servers cause other difficulties.

Researchers have proposed cut-off threshol dsto approximate the start and the end
of asession (Berendt et al., 2001; Chen et al., 2003; Cooley et al., 1999). One may also
propose a maximum 30-minute gap between any two pages accessed by the user in a
session. If thegap limit isexceeded, then asession boundary should beinserted between
thetwo pages. Asin Cooley etal. (1999), Chen et al. (2003) and Berendt et al. (2001), the
following two types of sessions are considered in this chapter:

. a-interval sessions: theduration of asession may not exceed athreshold of . That
is, one assumes that a user should not spend too much time on each session. So
avalue aisgiventolimit thetimeauser can havefor asession. Usually, oo may be
set to 30 minutes.

. B-0ap sessions: the time between any two consecutively accessed pages may not
exceed athreshold of 8. Thatis, itisassumed that a user should not beidlefor too
much time between any two consecutive accessesin any session. So avalue fis
given to limit the time a user can be idle between two consecutive accesses in a
session. Usually, B may also be set to 30 minutes.

Certainly, thereare exceptionsto ocand B limits. For example, aperson may needto
spend afew hoursto find acorrect tour map of Hong Kong over the Web, so the session
exceedsthe alimit. However, these two kinds of limitsare quite accurate in Web usage
analysis(Berendt etal., 2001). A more sophisticated consideration would allow adaptive
(orvariable) limitsfor different usersin particular applications. Thisisnottrivial, dueto
precise modeling of user behaviors, and is beyond the scope of this chapter.

Data Structures

The proposed algorithms maintain the following data structures. A URL node
structure is defined to store the URL and the access time of a user access record and a
pointer to point to the next URL node. A user nodeisalso defined to store thefollowing
information for the user: the user ID, usually the hostname or |P address in the access
record; thestart time, that is, thetime of thefirst accessrecord entered into the user node;
thecurrenttime, that is, thetime of | ast accessrecord entered into the user node; the URL
node pointer pointing tothelinked list of URL nodes; aforward referencetagindicating
whether thelast reference of the user isaforward reference or not; the counter recording
the total number of URL nodes added; and two user node pointersto respectively point
totheprevioususer nodeand thenext. Finally, ahead nodeisdefined with two members,
one pointing to the beginning of the two-way linked list of user nodes and the other
storing the total number of valid records that have been processed so far.

Theuser nodesand URL linked listscannot beallowed to exceed thelimit of RAM.

Thisdifficulty is overcome with the sorted property of the Web log as follows: it
is not a concern how many user nodes there may be. When an access record of a new
user arrives, auser nodeiscreated for her. When a new access record of some existing
user arrives, the time of this new record and start time (or the current time) of the user
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nodeis checked to determine whether the o threshold is exceeded for interval sessions
(or the B threshold is exceeded for gap sessions). To do so requires knowing how to
control the size of the URL linked list for the user. After acertain number of valid user
access records have been processed, all those user nodes with start (or current) times
beyond the o (or B) threshold in comparison with the time of the most recent record
processed are purged, and thus the number of user nodes is under control.

Finding Maximal Forward References from Interval

Sessions

At the high level design, the algorithm repeats the following tasks until the end of
theWeb log: read auser accessrecord r fromdisk to RAM. Test whether r isvalid or not;
if risvalid then add r to its corresponding user node D in the user node linked list.
Compare the start time of D with the time t(r) to see whether a new session of the user
beginsor not. If yes, then output the URLsin D’sURL linked list in order asamaximal
forward reference sequence, and reset D withinformationinr; otherwise user to search
D’sURL linked list to find maximal forward reference sequences. Finally, check if ay
number of valid records have been processed so far, where yis tunable parameter that
isdependent onthe size of theunderlying RAM. If yes, then purgeall the old user nodes
and output their sessions. Theformal description of thealgorithm, called ISMFR, isgiven
inAlgorithm 1.

Algorithm 1.
Algorithm ISMFR (Interval Session Maximal Forward Refer ences):
input:
infile: input web log file
outfile: output user access session file
a: threshold for defining interval sessions
y: threshold for removing old user nodes
begin
1. openinfileand outfile
2. createHeadNode(S); S.head = null; S.counter=0
3. while(infileis not empty)
4. readRecord(infile,r)
5. if (isRecordvalid(r))
6. n = findRecord(S;r)
7. if (nisnull)
8. addRecord(S, r)
9. eseif (t(r)—nstartTime< o)
10. n.currentTime = t(r)
11. findMaxFRS(n.urlListPtr, n.forwardReferenceTag, r)
12. else
13. writeMaxFRSAndReset(outfile, n, r)
14. S.counter=S.counter+1
15. if (S.counter>1y)
16. purgeNodes(outfile, S, t(r)); S.counter=1
17. cleanList(outfile,S);
18. closeinfile and outfile
end
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Algorithm 2.

Algorithm GSMFR (Gap Session Maximal Forward References):
input: the same as ISMFR except
B >0 isused toreplace a
The body is also the same as | SMFR except that
Line 9isreplaced by
9. dseif (t(r)—n.cuurentTime< B)
and Line 16 isreplaced by
16. purge2Nodes(ouitfile, S, t(r)); S.counter=1

Finding Maximal Forward Reference Sequences from

Gap Sessions

Thealgorithm, called GSMFR, issimilar to algorithm ISMFR. They differ at steps
9 and 16. At step 9 GSMFR checks to decide whether a new session begins or not, and
whether the time gap between the current record and the last record of the same user is
beyond the threshold B or not. At step 16, algorithm GSMFR will call function
purge2Nodes(outfile, S, t(r)) to check, for every user nodeintheuser linked list S.head,
whether the time gap between the current record and the last record of the user nodeis
beyond the threshold B or not. If so, it purges the user node in a similar manner as
algorithm ISMFR. Thedescription of GSMFRisgivenin Algorithm 2.

Performance Analysis

Whenthe parameters ¢, fand yaregiven, itisquite easy to seethat both algorithms
ISMFR and GSM FR have 6(N) optimal time complexity, whereN denotesthe number of
user access records in the Web log. It should be pointed out that different thresholds
o, Band ymay be needed for different applications. Theonly explicitly reported algorithm
for findingmaximal forward referencesfrom Web logsisthe sorting-based algorithm SMF
(Chen, Park & Yu, 1998).

To comparethetwo algorithms | SMFR and GSMFR with the SMF algorithm uses
five Web logs, L100MB, L200MB, L300MB, L400MB and L500MB, with 100 to 500
megabytes of user access records collected from the Web server of the Department of
Computer Science, the University of Texas- Pan American. The computing environment
isaGateway Dell E-5400 PC with 512 megabytesof RAM and 20 GB of hard disk. Thesort
command in the DOS environment, which supports standard external file sorting, is
utilized. All programswereimplementedin Microsoft Visual C++ 6.0, setting o= =30
minutes and y = 500, and using the same isRecordValid( ) function for the three
algorithms. Performance comparisonsareillustratedin Figure2. Theempirical analysis
showsthat both algorithms| SMFR and GSM FR have al most the same performance, and
are substantially much faster than the sorting based algorithm SMF.
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Figure 2. Performances of Algorithms ISMFR and GSMFR
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PROPERTIES OF
MAXIMAL FORWARD REFERENCES

The properties of maximal forward references of thefivelogs L100MB, L200MB,
L300MB, L400MB and L500MB have been examined. When the parameters oz and  are
set to 30 minutesto defineinterval sessionsand gap sessions, itisobviousthat thelength
of amaximal forward reference, or the number of URL sinit,issmall. (Userson average
will not make too many clicks along a path, though Web indexers may.) Distributions,
accumul ativedistributionsand averagelengths of maximal forward referencesare shown
inFigure3. Part (a) of Figure 3 showsthe number of maximal forward referencesfor each
givenlength onthe x-axis. Part (b) showsthe accumulative number of maximal forward
referenceswith lengths less than or equal to agiven value on the x-axis. Part (c) shows
averagelengthsof maximal forward referencesin Web logsof sizesonthex-axis. Part (d)
shows sizes of setsof maximal forward referencesfrom Web logs of sizesonthex-axis.

In summary, when the parameters 8 and o are set to 30 minutes to defineinterval
sessions and gap sessions, maximal forward references in the five Web logs have the
followingthree properties:
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1  Almost all maximal forward references havealength < 30.

2 Morethan90% maximal forward referenceshavelengthslessthan or equal tofour,
and the average length is about two.

3. Thenumber of uniqgue URLsis11,926.

In addition, the sizes of five maximal forward reference files corresponding to the
five Web logs range from 6.7 megabytes to 27.1 megabytes. One must caution readers
that the above three properties are not typical to the Web logs considered here.

“Shallow” Generalized Suffix Trees Over a Very Large
Alphabet

Suffix trees are old data structures that become new again and have found many
applicationsindatamining and knowledge discovery aswell asbio-informatics. Thefirst
linear-timealgorithmfor constructing suffix treeswasgiven by Weiner (1973). A different
but more spaceefficient algorithmwasgiven by McCreight (1976). Almost 20 yearslater,
Ukkonen (1995) gave aconceptually different linear time algorithm that allows online
construction of asuffix tree and is much easier to understand. These algorithms build,
intheir original design, asuffix treefor asinglestring Sover agiven alphabet X. However,
for any set of strings{S,, S,, ..., S} over X, those algorithms can be easily extended to
build atreeto represent all suffixesin the set of stringsin linear time. Such atree that
representsall suffixesinstringsS,, S,, ..., S iscalled ageneralized suffix tree. Usually,
asetof stringsS,, S,, ..., S isrepresented as S $S.$...$S $.

Onetypical application of generalized suffix treesistheidentification of frequent
(or longest frequent) substringsin a set of strings. This means that generalized suffix
trees can be used tofind frequent traversal path patternsof maximal forward references,
simply because such patterns are frequent (or longest frequent) substringsin the set of
maximal forward references, when maximal forward referencesare understood asstrings
of URLs. Figure 4 illustrates a suffix tree for the string mississippi, and generalized
suffixed trees for mississippi$missing$ and mississi ppi $missing$si pping$. Notice that
in the generalized suffix trees, a counter is used at each internal node to indicate the
frequency of the substring labeling the edge pointing to the node.

For any given set of strings S, S,, ..., S, over an alphabet X, let:

m=YIs .
i=1

It iswell understood (Gusfield, 1997, pp. 116-119) that the linear time (or space)
complexity of Weiner, Ukkonen, and M cCreight algorithmshave all ignored the size of
the alphabet %, and that memory paging was not considered for large trees and hence
cannot be stored in main memory. Notice that suffix trees or generalized suffix treesdo
not have nice locality propertiesto support memory paging. When both mand |=| are
very large, the time complexity of those classical algorithmsis O(m |z ) and the space
complexity is 6(m |z ). In particular, as pointed out in the fifth section, the al phabet
in the case of mining frequent traversal path patternsis 11,926 (the number of unique
URLSs), whichistoobigtobeignored, and mrangesfrom 6.7 megabytesto 27.1 megabytes
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Figure 3. Properties of Maximal Forward References (MFRs)
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and hence the 6(m |z |) space requirement is far beyond the main memory limit of a
reasonable computer. Therefore, the challenges of applying generalized suffix treesto
efficient mining of frequent traversal path patterns are how to overcome the efficiency
dependence on the size of an alphabet in building a generalized suffix tree for a set of
maximal forward references, and how to find innovative ways to scal e down the space
requirement. As one has learned from the fifth section, in the case of mining frequent
traversal path patterns, on the one hand the size of the alphabet X (the set of all URLS)
isverylarge, andfilesof maximal forward referencesarealsovery large. Ontheother hand,
each maximal forward reference has a short length, less than or equal to some small
constant (when a threshold is used to delimit sessions); the vast magjority have just
several URLSs, and the average length is even smaller. Thus, the generalized suffix tree
for the sequence of maximal forward referencesinaWeblogisshallowand very flat. In
the case of the logsin the fifth section, the width of thefirst level of thetreeis s=|Z|=
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Figure4. A Suffix Tree and Two Generalized Suffix Trees
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11,926; the height of each of the ssubtrees of theroot isno morethan 30; morethan 90%
of those subtrees have a height no greater than four; and the average height is just
slightly morethantwo. Ingeneral, if ageneralized suffix tree hasadepth bounded by some
small constant, then we call it ashallow generalized suffix tree.
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MINING FREQUENT
TRAVERSAL PATH PATTERNS

It isassumed in this section that either algorithm ISMFR or GSM FR has obtai ned
maximal forward references. Fast construction of shallow generalized suffix treesover a
very large alphabet isstudied (Chen et al., 2003a). The techniques devel oped there will
be used here to design algorithms with the best possible efficiency for mining frequent
traversal path patterns. Let 3, betheal phabet of all URL sinmaximal forward references.
For any maximal forward reference Sover X, with alength of n (i.e., Shasn URLsinit),
S 1:n] denotes S, where §i] isthei-th URL in S. One uses RstUkkonen(SuffixTree sft,
NewsString str) to denote the restricted version of the Ukkonen algorithm for building a
generalized suffix asfollows: it takesan existing generalized suffix tree sft and anew string
str[ 1:n] asinput and adds the suffix str[ 1:n] to sft but ignoresall the suffixesstr[2:n],
str[3:n], ..., str[n:n]. When no confusion arises, |l ettersmeans URL s, and strings means
maximal forwardreferences.

Consider ageneralized suffix treesft of aset of strings. For each subtreet of sft such
that theroot of tisachild of theroot of sft, let t.first() denotethefirst | etter that occurred
at t. Here the subtree t contains exactly all suffixes starting with the letter t.first(), and
any twodistinct subtreesmust havedistinct first letters(Chenet al., 2003a). Furthermore,
a simple traversal of the subtree t can generate all the frequent (or longest frequent)
substrings starting with the letter t.first(). For example, the first letter that occurred at
the top subtree in Figure 4(c) is m, and all suffixes starting with m in the strings
mi ssi ssi ppi $missing$sipping$ are contained in that subtree. This critical observation
leadstothedesignsof thenew algorithms: the strategy isto organizeall suffixesstarting
with the same | etter into agroup and build a subtree for each of such groups. A more or
less related strategy has been devised in Hunt et al. (2001), but the strings considered
thereareover asmall al phabet and the method used to build subtreesisof quadratictime
complexity.

In the following two subsections, N is used to denote the number of stringsin a
given set of strings, and a percentage parameter pct is used to determine the frequency
threshold pct * N.

Algorithm SbSfxMiner

The key idea for designing algorithm SbSfxMiner is as follows. Read strings
sequentially from an input file, and for every string [ 1:n] output its n suffixes to a
temporary file. Then sort thetemporary filetogroup all the suffixesstarting withthe same
letter together. Next, build a generalized suffix tree for each group of such suffixes.
(Precisely, thetree hereisasubtree of the conventional generalized suffix tree.) Finally,
traverse the tree to output all frequent (or longest frequent) substrings. It follows from
the properties of maximal forward references in the fifth section that the size of the
temporary fileisabout O(N). Sorting thisfiletakes O(N log N) time. By the property of
theUkkonen algorithm, building ageneralized suffix treefor agroup of stringstakes O(N)
time. Hence, the whole processis of sublinear time. The description of ShSfxMiner is
giveninAlgoritm 3.
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Algorithm 3.
Algorithm SbSfxMiner:
input:
infile: maximal forward referencefile
tmpfile: temperary file
pct: frequencey threshold = pct = N
outfile: frequenct maximal forward reference pattern file
Begin
1 infile.open(); tmpfile.open()
2. while (infile isnot empty)
3. readMFR(infile, s)
4. for (i=%i<ni++)
5. tmpfile.append(gi:n])
6. infile.close();outfile.open()
7. sort(tmpfile); createSuffixTree(sft)
8. while (tmpfileis not empty)
9. readMFR(tmpfile, s)
10. if (sft.empty() or sft.first() == g[1])
11. RstUkkonen(sft, s)
12. elseif (sft.first() = 91])
13. traverseOutput(sft, outfile, pct)
14. createSuffixTree(sft)
15. traverseOutput(sft,outfile, pct)
16. tmpfile.close(); outfile.close()
end

Algorithm HbSfxMiner

Thekey ideaof designing algorithm HbSfxMiner isto eliminatethe sorting process
togroup all suffixeswith the samestarting | etter together. Thenew approachistodesign
afast function to map each letter to a unique integer, and to use this function to map
suffixes with the same starting letter into agroup. Because URL s have anice directory
path structure, such a function can be designed with constant time complexity. In the
general case, onemay useahashing functionto replacethefunctionsothatit will bemore
efficientincomputing hashing valuesof | etters. Because sortingisnot required, thetime
complexity of the new algorithmislinear. The following is the detailed description of
Algorithm4,

Performance Analysis

Using the five Web logs L100MB, L200MB, L300MB, L400MB and L500MB as
mentioned inthefifth section, thealgorithms SbhSfxMiner and HbSfxMiner are compared
withthe Ukkonen al gorithm (Ukkonen, 1995) and the Sel ectiveScan al gorithm (Chen, Park
& Yu,1998). Sinceit wasknownthat Sel ectiveScanismoreefficient than Full Sacn (Chen,
Park & Yu, 1998), it isnot necessary to compare the new algorithmswith Full Scan. For
SelectiveScan, only times for pct=0.2 are shown. It has much worse performance for
smaller values of pct. The computing environment isthe same asthat in Session 4, and
all programswereal soimplemented using Microsoft Visual C++6.0. Theempirical results
are shownin Figure5.
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Algorithm 4.

Algorithm HbSfxMiner:
input:

Begin

readMFR(infile, s)
for (=Li<ni++)

for i=Li<sizei++)

©o N Ok WNE

end

infile.open(); outfile.open()
createSuffixTrees(sft, size)
while (infileis not empty)

infile: maximal forward reference file
f: afunction from letter to integer
pct: frequencey threshold =pct*N
outfile: frequenct maximal forward reference pattern file

RstUKkonen(sit[f(<[i])], s[i:nl)

traverseOutput(sft[i], outfile, pct)
tmpfile.close(); outfile.close()

Figure 5. Performance of Four Algorithms
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It is clear that the new algorithms have the best performance. When carefully
examined, algorithm ShSfxMiner performseven better than HbSfxMiner. Thereasonis
that the computing of the underlying mapping function, though a constant time for each
computation, exceeds the sorting time when accumul ated for so many substringsin the
file

CONCLUSIONS

The problem of mining frequent traversal path patternsfrom very large Web logs
isfundamental in Web mining. In this chapter, thetwo algorithms | SMFR and GSMFR
aredesigned for finding maximal forward referencesfromvery large Web logs, and two
other algorithms, ShSfxMiner and HbSfxMiner, aredevised for mining frequent traversal
path patterns from large sets of maximal forward references. When ShSfxMiner and
HbSfxMiner are respectively combined with algorithms ISMFR or GSMFR, two algo-
rithms are obtained for mining frequent traversal path patternsfrom Web logsdirectly.
These two algorithms have respectively linear and sublinear complexity, and have
substantially better performance than thetwo apriori-likealgorithmsin Chen, Park and
Y u (1998) and the Ukkonen algorithm (Ukkonen, 1995) in the case of mining frequent
traversal patterns.
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Chapter XVI

Analysis of Document
Viewing Patterns of Web
Search Engine Users
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The Pennsylvania State University, USA

Amanda Spink
University of Pittsburgh, USA

ABSTRACT

This chapter reviews the concepts of Web results page and Web page viewing patterns
by users of Web search engines. It presents the advantages of using traditional
transaction log analysisin identifying these patterns, serving asa basisfor Web usage
mining. Theauthorsalso present theresultsof atemporal analysisof Web page viewing,
illustrating that the user — information interaction is extremely short. By using real
data collected fromreal usersinteracting with real Web information retrieval systems,
the authorsaimto highlight one aspect of the complex environment of Web information
seeking.

INTRODUCTION

The Web has dramatically changed the way people locate information. One can
define Web mining as:

thediscovery of and analysis of useful i nfor mation fromthe Wor|d Wide Web.

This describes the automatic search of information resour ce available on-

line, i.e., Web content mining, and thediscovery of user accesspatternsfrom

Web services, i.e., Web usage mining (Cooley, Mobasher & Srivastava,

1997).
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Information viewing characteristicsof usersare central aspectsof thisview of Web
mining. Asthe Web hasbhecomeaworl dwide phenomenon (Cole, Suman, Schramm, Lunn
& Aquino, 2003), we need an understanding what searching trends are emerging,
including both how people utilize Web search engines in the search process to locate
Web documents and how searchers are visiting and viewing the documents that the
search engine |locates.

Thereisagrowing body of Web research concerning how usersinteract with Web
search engines. There are also reports on the number of results pages viewed. When a
Web search engine user submits a query, the search engine returns the results in
“chunks” of usually about 10 results. We refer to these “chunks” as results pages, and
the search engine presents results within these pages to the user sequentially from the
topmost ranked results page to the maximum number of results pages retrieved by the
search engine. However, there hasbeen littlelarge-scal e research examining the pattern
of interactions between Web search engine users and the actual Web documents
presented by these results pages.

In this chapter, we summarize research on the results page viewing activities of
users of Web search engines. We examine general searching characteristicsincluding
thenumber of resultspagesviewed. Wethen examinethe number of Web documentsthat
users view, analyzing the relationship between sessions, queries, and Web pages
viewed. We also explore the temporal relationships of these interactions.

Webeginwith areview of theliterature, followed by the methodol ogy we utilized
to analyze actual Web queries submitted by usersto Web search engines. We use these
gueriesto examinetrendsin searching. Specifically, we examineresults pagesaccessed,
and pageviewing or click-through data(i.e., theWeb page/sauser visitswhenfollowing
a hyperlink from a search engine results page), including the temporal aspects of this
viewing. Click-through data shows great promise in the area of Web mining to isolate
relevant content, identify searchers' usage patterns, and evaluate Web search engine
system performance (Joachims, 2002). Wethen discusstheimplicationsof theseresults
for Web search engine users, search engine designers, and the designers of Websites.
We conclude with directions of future research in this area.

BACKGROUND

There has been limited research examining the results pages and little analysis of
the Web page viewing patterns of Web search engine users. There is a growing body
of literature in information science that examines how people search on the Web
(Holscher & Strube, 2000; Jansen & Pooch, 2001; Jansen, Spink & Saracevic, 2000; Spink,
Jansen, Wolfram & Saracevic, 2002). This research provides insight into how people
search for information on the Web, and provides aframework for considering the Web
document viewing and search process. Jansen and Pooch (2001) present an extensive
review of the Web searching literature, reporting that Web searchers exhibit different
search techniques than do searchers on other information systems.

Hdlscher and Strube (2000) examined European searchersand report information on
sessions, queries, and terms, noting that expertsexhibit different searching patternsthan
novices. Jansen, Spink and Saracevic (2000) conducted an in-depth analysis of the user
interactionswith the Excite search engine. Spink, Jansen, Wolfram and Saracevic (2002)
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analyzed trendsin Web searching, reporting that Web searching hasremainedrel atively
stableover time, although they noted ashift from entertainment to commercial searching.
This stream of research provides useful information and a methodology for examining
Web searchers and their patterns of results pages viewing.

Focusing specifically on results page access patterns, Jansen, Spink and Pedersen
(under review) present temporal results of results page viewing activities on the Alta
Vista Web search engine. The queries examined for this study were submitted to Alta
Vistaon September 8, 2002 and span a24-hour period. Thequerieswererecordedinfour
transaction logs (general, audio, image, and video) and represent a portion of the
searchesexecuted on the Web search engineon thisparticul ar date. Theoriginal general
transaction log contains approximately 3,000,000 records. Each record contains three
fields: (1) Timeof Day: measured in hours, minutes, and seconds from midnight of each
day as recorded by the Alta Vista server; (2) User Identification: an anonymous user
code assigned by the Alta Vista server; and (3) Query Terms: terms exactly as entered
by the given user.

For thetemporal analysis, the researchers compared the results from thisanalysis
toresultsfrom a1998 study of AltaVistasearchers. Silverstein, Henzinger, Maraisand
Moricz (1998) used a transaction log with several fields, including: (1) Time Stamp:
measured in millisecondsfrom 1 January 1970, (2) Cookie: the cookiefilename used to
identify auser computer, and (3) Query: termsexactly asentered by thegiven user. The
gueriesinthe 1998 study were submittedto AltaVistaduring the period August 2 through
September 13, 1998. Thetotal transactionlog contained 993,208,159 requests, just under
abillionrecords.

Table 1 shows an increase in the percentage of users viewing more than the first
results page, which when combined with other increased interactions may indicate an
increased persistence in locating relevant results.

Table2 presentsamoredetailed view of theresultspagesviewing of AltaVistaWeb
users.

Jansen, Spink and Pedersen (forthcoming) also present results page viewing of
searchers using a multimedia ontology.

Table 3 presents these results.

Table 1. Overview Results for Data Analysis of 1998 and 2002

Alta Vista 1998 Alta Vista 2002

Sessions 285,474,117 369,350
Queries 993,208,159 1,073,389

Terms
Unique 369,350 9.5%
Total 1,073,389 100%

Results Pages Viewed

1 page 718,615,763 85.2% 781,489 72.8%
2 pages 63,258,430 7.5% 139,084 13.0%
3+ pages 13,674,404 7.3% 150,904 14.19
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Table 2. Results Pages Viewed for 2002

Number Of. Resuts Pages Occurrences % Occurrences %

Viewed

1 846,213,351 85.2% 781,483 72.8%
2 74,490,612 7.59% 139,089 13.0%
3 29,796,245 3.0% 60,334 5.6%
4 42,707,951 *  4.3% 27,196 2.5%
5 16,898 1.6%
6 11,646 1.1%
7 6,678 0.6%
8 4939 0.5%
9 3,683 0.3%
>=10 21,398 2.0%

Note: For the 1998 figure, calculated based on distinct queries only, 153,645,993.
* Number and percentages are for session of 4 and more.

When comparing among the four types of searching (general, audio, image, and
video) in Table 3, we see that video searchers viewed more results pages than other
searchers, with only 55% of video searchers viewing only one results page.

There has been less research focusing on European users of Web search engines,
relative to users of U.S. search engines. Three studies have examined this area of Web
searching (Cacheda& Vifia, 2001a; Holscher & Strube, 2000; Spink, Ozmutlu, Ozmutlu &
Jansen, 2002). Hoélscher and Strube (2000) examined European searchersontheFireball
search engine, a predominantly German search engine, and reported on the use of
Boolean and other query modifiers. The researchers note that experts exhibit different
searching patterns than novice users. Cacheda and Vifia (2001a, 2001b) reported
statistics from a Spanish Web directory service, BIWE.

Table 4 providesthe key results for the Fireball and BIWE studies.

Table4 showsthat usersof European search enginesview even fewer results pages
than users of U.S. search engines.

M ost of the existing Web searching literature focuses on human searching and page
viewing. However, much searching is now done using automated processes such as
agentsand meta-searchingtools. Jansen, Spink and Pedersen (2003a, 2003b) conducted
two studies of agent searching on Web search engines. In thefirst study (Jansen, Spink
& Pederson, 2003a), the queriesexamined weresubmitted to AltaVistaon September 8,

Table 3. Result Page Viewing of General, Audio, Image, and Video Searching in 2002

Genera Audio Image Video
Sessions 369,350 3,181 26,720 5,789
Queries 1,073,388 7,513 127,614 24,265
Terms
Unique 297,528 (9.5%) 6,199 (33.4%) 71,873 (14.1%) 8,914 (19.1%)
Total 3,132,106 (100%) 18,544 (100%) 510,807 (100%) 46,708 (100%)
Results Pages Viewed
1 page 781,483 (72.8%) 5,551 (73.9%) 80,455 (63.0%) 13,357 (55.0%)
2 pages 139,088 (13.0%) 1,070 (14.2%) 14,498 (11.1%) 3,905 (16.1%)
3+ pages 150,904 (14.1%) 892 (11.9%) 32,661 (25.65) 1,949 (28.9%)
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Table 4. Results Pages Comparison of Fireball and BIWE Study

Fireball Study BWIE Study
Sessions Not Reported 71,810 *
Queries 451,551 105,786
Terms
Unigue Not Reported 18,966 16%
Total Not Reported 116,953
Results Pages Viewed

1 page 9261367 60% 48,831 68%
2 pages 6545887 40% 9,335 13%
3+ pages 13,644 19%

* Data reported using 71,810 initial queries.

2002. Theresearcher culled theagent submissionsfromtheoriginal transactionlogs. The
researchers examined sessions with over 10,000 queries.

Table 5 displays the results of this analysis.

Agents exhibit the same characteristic as human Web searchers, a very low
tolerance for wading through alot of results. In fact, Web agents appear to have an even
lower tolerancefor viewing alarge number of results. For 86% of theagents, only thefirst
set of results was viewed, which is 30% higher than human Web searchers.

The researchers conducted a follow-up study (Jansen, Spink & Pederson, 2003b)
with alarger set of agent submissions. The results are displayed in Table 6.

Table 6 shows for over 2,500 agents, most still viewed only one results page.

Spink, Jansen, Wolfram and Saracevic (2002), aspart of abody of research studying
Web searcher and Web search engine interaction, analyzed three data sets culled from
more than one million queries submitted by more than 200,000 users of the Excite Web
search engine, collected in September 1997, December 1999, and May 2001. This
longitudinal benchmark study shows that public Web searching is evolving in certain
directions, specifically in the area of result pages viewed.

Table 7 shows the results pages aspect of this study.

Table 5. Agents’ Searching Characteristics for Top Agents

Number | Percentage
Sessions 22
Queries 219,718
Terms Unique 277,902 60%
Total 459,537
Results Pages Viewed Per
Query
1 page 18,8747 86%
2 pages 17,155 8%
3+ pages 13,816 6%
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Table 6. Aggregate Results for General Search Trends

Agent Searching Data During Interactions with
AltaVista
Sessions 2,717
Queries 896,387
Terms
Unique 570,214 17.7%
Total 3,224,840
Results Pages
Viewed
1 page 760,071 85%
2 pages 67,755 8%
3+ pages 68,561 8%

Generally, from Table 7, we see that usersare viewing fewer results pagesin 2001
relativeto 1997. Over 50% of the usersby 2001 viewed no morethan only oneresultspage.

VIEWING OF RESULTS PAGES
AND WEB DOCUMENTS

In general, from a summation of this literature, Web searching sessions are very
short asmeasured in number of queries. There hasbeenlessanalysisof sessiontemporal
length, but it isassumed to be short. Usersview avery limited number of results pages.
Thestudiescited previously illustratethat the majority of Web searchers, approximately
80%, view no more than 10 to 20 results.

However, the page viewing characteristics of Web searchers have not been
analyzed at any finer level of granularity. We do not know how many Web documents
Web searchers actually view (i.e., pages viewed). In this chapter, we present research
results to address these issues by examining the page viewing patterns of actual Web
search engine users.

More specifically, the overall research questions driving this study (Jansen &
Spink, 2003), are:

(1) How many results pages do Web search engine users examine?
(20 How many Web documents do Web search engine users view when searching the

Web?

(3) How relevant are the Web documents that they are viewing?

Table 7. Comparative Statistics for Excite Web Query Data Sets

Variables 1999 2001
Result pages viewed

per query

1997

42.7%
21.2%
36.1%

50.5%
20.3%
29.2%

28.6%
19.5%
51.9%

1 page
2 pages
3+ pages
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To address the first research question, we obtained, and quantitatively analyzed,
actual queriessubmittedto AlltheWebh.com, amajor Web search engineat thetimeowned
by FAST. Fromthisanalysis, we could determinethe number of result pagesthe searcher
viewed. In addition to capturing the user’ s query, we also captured the Web document
that the user viewed for each query, which addresses the second research question. For
the third research question, we evaluate a subset of click-through data from this
transaction log to determine whether or not the Web document contained relevant
information.

Data Collection

The queries examined for this study were submitted to FAST, amajor Web search
engine on February 6, 2001 and span a 24-hour period. They were recorded in a
transaction log and represent a portion of the searches executed on the Web search
engine on this particular date. Thetransaction log held alarge and varied set of queries
(over onemillionrecords). Inour analysis, wegenerally usethe procedure and terminol -
ogy outlined in Jansen and Pooch (2001).

Briefly, the metrics we used and addressed by Jansen and Pooch (2001) include:
(1) Session. The session isthe entire sequence of queries entered by a searcher. We

identified asearcher asaunique User I dentification and applied no temporal cut-
off. We attempted to exclude sessions from softbots using numerical limitation.
However, currently, there is no way to precisely identify all of these automated

searches(Silverstein, Henzinger, Marais& Moricz, 1999).

(2) Query. A set of queries compose a session. We define aquery as astring of zero
or more characters submitted to asearch engine. Thisisamechanical definitionas
opposed to aninformation seeking definition (Korfhage, 1997). Werefer tothefirst
query by aparticular searcher asaninitial query. A subsequent query by the same
searcher that is identical to one or more of the searcher’s previous queriesis a
repeat query.

(3) Term. A termisastring of characters separated by some delimiter such asaspace
or some other separator. In our analysis, we used a blank space as the separator.

Each record within the transaction log contains three fields: (1) Time of Day:
measured in hours, minutes, and seconds from midnight of each day as logged by the
Web server; (2) User Identification: an anonymous user code assigned by the FAST
server; (3) Query Terms: termsexactly asentered by thegiven user, and (4) Page Viewed:
the uniform resource locator (URL) that the searcher viewed after entering the query.
Withthesefields, welocated auser’ sinitial query and recreated the chronol ogical series
of actions by each user in a session.

Data Analysis

A termisany series of characters separated by white space. A query isthe entire
string of terms submitted by asearcher in agiven instance. A sessionistheentire series
of queries submitted by a user during one interaction with the Web search engine. A
results page isthe chunk of results presented by the search engine. The Web pageisthe
Web document located at the URL locator presented by the Web search engine in the
results page.
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When asearcher submitsaquery, then viewsadocument, and returnsto the search
engine, the FAST server logsthissecond visit with theidentical user identification and
guery, butwithanew time(i.e., thetimeof thesecondvisit). Thisisbeneficial information
in determining how many of the retrieved results the searcher visited from the search
engine, but unfortunately it also skews the results in analyzing how the user searched
on the system.

To address the first research question, we collapsed the data set by combining all
identical queries submitted by the same agent to give the unique queries in order to
analyze sessions, queries and terms and pages of results viewed.

For the second research question, we utilized the compl ete un-collapsed sessions
in order to obtain an accurate measure of thetemporal length of sessionsand the number
of pages visited.

For the third research question, we randomly selected 530 records from the
transaction log. Each record contained the query submitted by the Web search engine
user and the Web page viewed after the user submitted that query. Three independent
ratersreviewed these 530 queriesfor relevance, assigning abinary relevance judgment
of 1 (for relevant) or O (for not relevant) based on therater’ sinterpretation of the query.

Relevance is a standard measure utilized in information retrieval to evaluate the
effectiveness of a query based on the documents retrieved (Saracevic, 1975). The
reviewersreceived training regarding thejudgment processand were given instructions
for determining relevance. Inter-rater agreement acrossthethreeraterswasfound to be
quite high (0.95). From these relevance rankings, we were able to calculate relative
precision (i.e., theratio of the number of relative documentsretrieved to the number of
documents retrieved at a certain point in the results listing).

RESULTS

General Searching Characteristics

Table 8 presents an overview of the analysis.

Overall, the relationship between the number of sessions and queries, theratio of
uniquetermsrelativeto thetotal number of terms, and the percentages of pagesviewed
correspond closely to that reported in other Web searching studies (Montgomery &
Faloutsos, 2001; Silverstein, Henzinger, Marais & Moricz, 1999), leading usto believe
that the data from this transaction log represents searches submitted by the typical
population of Web users. Jansen and Pooch (2001) al so noted similarities among users
of avariety of Web search engines.

Number of Result Pages Viewed

From an analysis of Table8, some patternsemerge. Some 53% of the usersentered
one query and about 54% of the usersviewed only one page of results. Therelationship
between the number of queries submitted and the number of results pages viewed is
parallel, with about equal percentages of queries submitted and results pages viewed.
Thismay imply somerelationship between the sufficiency (Jansen, Spink & Saracevic,
1998) of theretrieved resultsrelativeto the user’ sinformation need. For example, if the
resultsfromthefirst query wererel evant and satisfied theinformation therewould be no
need for the user to submit additional queries.
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Table 8. Overview Data

Sessions 153,297
Queries 451,551
Terms

Unique 180,998 13%
Total | 1,350,619

Session size
1 query 81,036 53%

2 gqueries 28,117 18%

3+ queries 44,144 29%

Pages of Results
1 page 244,441 54%
2 pages 86,97 19%
3+ pages 43509 27%

Table9 presentsamorein-depth analysis of the number of pagesviewed per query
submitted.

Thereis asharp decrease in the number of viewings between the first and second
and the second and third results pages, with very few users viewing more than four or
fiveresultspages. Aswith previousWeb studies, these Web usershave alow tolerance
for wading through large numbers of Web documents.

Figure 1 displaysthe trend in results page viewing using the data displayed in Table 9.

Web Documents Viewed by Users

Although most users viewed only the first one or two results pages, this does not
tell usthe actual number of Web pages they actually visited (i.e., pages viewed). They
may have viewed all results presented, or they may have viewed none. To address this
issue, Table 10 shows the number of pages viewed per session.

Themean number of Web resultsviewed was 8.2, with astandard deviation of 26.9.
Previous studies report that most Web searchers rarely visit more than the first results
page, which usually displays 10 results. While 10 resultsisin linewith the average, our
analysis shows that over 66% of searchers examine fewer than five pagesin atypical
session and almost 30% view only one document in a given session.

Table 9. Results Pages Viewed

N uPn;g; ?/f i e\RN?dI ts Occurrences Percentage
1 24,4441 54.1%

2 86,976 19.3%

3 43,509 9.6%

4 24,880 5.5%

5 14,999 3.3%

6 9,706 2.1%

7 6,583 1.5%

8 4,570 1.0%

9 3,219 0.7%
>=10 4,391 2.8%
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Figure 1. Viewing of Results Pages
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Table 10. Pages Viewed per Session

Num\l;iera(\:’rf edPages Occurrences | Percentage
1 42,499 27.62%
2 22,997 14.95%
3 15,740 10.23%
4 11,763 7.65%
5 9,032 5.87%
6 7,157 4.65%
7 5,746 3.73%
8 4,563 2.97%
9 3,869 2.51%
>=10 29,370 19.09%

Figure 2 displaysthe trend in page viewing using the data from Table 10.

Web Documents Viewed by Query

Thislow number of viewed pages holds when we move from the session level of
analysis to the query level.

Table 11 presents the number of pages viewed per query.

Themean number of pagesviewed per query is2.5, with astandard deviation of 3.9.
FAST usersviewed five or less documents per query over 90% of the time. The largest
number of users by far viewed only one Web page per query, just fewer than 55%.

Figure 3 displaysthetrend in page viewing by query using thedatafrom Table 11.

Session Duration

Table 12 presents the session duration, as measured from the time the first query
issubmitted until theuser departsthe search enginefor thelast time(i.e., doesnot return).
With this definition of search duration, we can measure the total user time on the
search engine and the time spent viewing the first and all subsequent Web documents,
except the final document. Unfortunately, thisfinal viewing timeisnot available since
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Figure 2. Viewing Web Pages

» 50,000
3 40,000 4
© 30,000 -
S 20,000 A q’ a
9 10,000 - =
8 0 B L T T | T |_| T |_| T '_l T - T - T
N > X b6 o A > 95 .9
7/
Number of Pages Viewed
Table 11. Pages Viewed per Query
Pa’\é]lg\t;?rev(\)/;d Occurrences | Percentage
1 274,644 54.3%
2 95,532 18.9%
3 47,770 9.4%
4 27,625 5.5%
5 16,800 3.3%
6 11,024 2.2%
7 7,653 1.5%
8 5,231 1.0%
9 3,802 0.8%
>=10 15,473 3.1%
Table 12. Session Duration
Session Duration Occurrences Percentage
< 5 minutes 55,966 26.2%
5 to 10 minutes 13,275 6.2%
10 to 15 minutes 41,987 19.7%
15 to 30 minutes 19,314 9.1%
30 to 60 minutes 30,955 14.5%
1to 2 hours 8,691 4.1%
2to 3 hours 21,901 10.3%
3to 4 hours 2,635 1.2%
> 4 hours 18,605 8.7%

the Web search engine server recordsthetime stamp. Naturally, thetime between visits
from the Web document to the search may not have been entirely spent viewing the Web
document.

However, this may not be a significant issue, as shown from the datain Table 12.
The mean session duration was two hours, 21 minutes and 55 seconds, with a standard
deviation of four hours, 45 minutes, and 36 seconds. However, we see that the longer
session durations skewed our result for the mean. Fully 52% of the sessions were less
than 15 minutes. Thisisinlinewith earlier reported research on Web session length (He,
Goker & Harper, 2002). Over 25% of the sessionswere less than five minutes.
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Figure 3. Viewing of Web Pages by Query
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Table 13. Duration of Page Views

Page View Duration | Occurrences | Percentage
<  30seconds 46,303 13.9%
30 to 60 seconds 16,754 5.0%

1to 2 minutes 48,059 14.5%
2to 3 minutes 16,237 4.9%
3to 4 minutes 47,254 14.2%
4to 5 minutes 15,203 4.6%
5 to 10 minutes 47,254 14.2%
10 to 15 minutes 14,047 4.2%
15 to 30 minutes 41,215 12.4%
30 to 60 minutes 9,054 2.7%
> 60 minutes 30,592 9.2%

Document Viewing Duration

While session length has been addressed, what has not been previously reported
in the literature is the duration of pages viewed by Web search engine users, which is
presented in Table 13.

The mean time spent viewing a particular Web document was 16 minutes and two
seconds, with a standard deviation of 43 minutes and one second. However, some
lengthy page views skewed our mean. Over 75% of the usersviewed theretrieved Web
document for less than 15 minutes. Nearly 40% of the users viewed the retrieved Web
document for lessthan 3 minutes. Perhaps more surprisingly, just fewer than 14% of the
users viewed the Web document for less than 30 seconds. These results for Web
document viewing are substantially lessthan hasbeen previously reported using survey

data(CyberAtlas, 2002).
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Table 14. Relevance Results for Pages Viewed

Relevance Score Number of Percentage
Documents
3 199 37.5%
2 74 14.0%
1 103 19.4%
0 154 29.1%
530

RELEVANCE OF PAGES VIEWED

Thisportion of the study involved using arandom subset of recordsfromthe FAST
transaction log, which included the Website the searcher actually visited. Three
independent raters visited the sites and evaluated the Web document to determine
relevance. Thisanalysis hel ps addressthe question of whether search sessions are short
because the searchers arefinding theinformation that they need or because they are not
finding theinformation they need and just giving up or going elsewhere. Theresultsare
reported in Table 14.

Threeindependent ratersviewed 530 URL sand eval uated these pagesfor relevance
based ontheir interpretation of the query submitted. Each rater assigned arelevance Web
document arating of one. A non-relevant pagereceived arating of zero. So, themaximum
scoreaWeb page could receivewasthree, meaning that all threereviewersrated the page
relevant.

Approximately 52% of thetime, two or moreraterseval uated apageto berelevant.
Over 48% of the time, two or more raters evaluated a page to be not relevant. These
percentages, taken in total, represent precision for this set of results retrieved by this
search engine. Thisconfirmsearlier survey datathat userswerefinding relevant findings
on Web search engines (Spink, Bateman & Jansen, 1999). Assuming arelevance score
of two or higher indicatesarel evant document, Web userswould generally need to view
about two documents to find a relevant one.

SUMMARY

There are some clear patterns concerning the number of results pages viewed by
FAST users. Approximately 54% of the users view only oneresults page. Thisfinding
issimilar to the percentage of usersthat enter only one query (53%) and the percentage
of relevant documents (52%). The similarity among these percentages would seem to
indicate several things. One, the information needs of a majority of Web searchers are
not extremely complex, given they require only one query. Two, Web search engines
appear to do a good job of indexing and ranking Web documents in response to these
queries, based on the majority of usersviewing only oneresults page. Three, it appears
that on average about 50% of the documentsthat aperson viewswill berelevant,implying
that the typical Web user will haveto view about two Web documentsto find arelevant
document. This is supported by our analysis of Web documents viewed, with 43% of
users in our sample viewing two or fewer Web documents.
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From our results, Web search engine users on average view about eight Web
documents. However, our analysisshowsthat over 66% of searchersexaminefewer than
five, with more than onein three Web searchers viewing only one document in agiven
session. Users on average view about two to three documents per query. Over 55% of
Web users view only one result per query.

Not only are the session lengths of Web search engines users short in terms of
number of queries submitted and documentsviewed, but they are al so short temporally.
Over half the sessionswerelessthan 15 minutesand about 25% of the sessionswereless
than five minutes.

Themean time spent viewing aparticular Web document wasjust over 16 minutes.
However, 75% of the users spent less than 15 minutes viewing the retrieved Web
document. Twenty percent of the Web usersview aWeb document for lessthan aminute.
These results would seem to indicate that the initial impression of a Web document is
extremely important, as Web searchers are typically not going to spend a great deal of
time combing the document to find the relevant information.

From our analysis, it appears that generally the precision Web users can expect is
about 50%, meaning that one out of every two of the Web documents viewed will be
relevant to their query. Given the large number of documents that most Web search
engines retrieve, 50% is rather high. However, note that this analysis is for Web
documentsviewed, not documentsretrieved. Thishassignificant implicationsfor Web
search engines and Web page designers. It is clear the Web search engine users are
making rel evance determination based sol ely onthedocument summary that isdisplayed
in the search engines results page.

This study contributes to the Web searching literature in several important ways.
First, the data come from users submitting real queries and viewing actual Web pages.
Accordingly, they provide arealistic glimpse into how users search, without the self-
selection issues or altered behavior that can occur with lab studies or survey data.
Second, our sampleisquitelarge, with approximately 150,000 users. Third, weobtained
datafrom a popular search engine and one of the largest search engines on the Web in
termsof both document collections. Finally, it providesadetail ed examination of theWeb
document viewing patterns and viewing duration of Web users.

Aswith any research, there are limitations that should be recognized. The sample
datacomefrom onemajor Web search engine, introducing the possibility that the queries
do not represent the queries submitted by the broader Web searching population.
However, Jansen and Pooch (Jansen & Pooch, 2001) have shown that characteristics of
Web sessions, queries, and terms are very consistent across search engines. Another
potential limitationisthat we do not haveinformation about the demographic character-
isticsof the userswho submitted queries, so we must infer their characteristicsfromthe
demographicsof Web searchersasawhole. Third, wedo not haveinformation about the
browsing patterns of the users once they leave the search engine to visit a Web
document. It is possible that they are browsing using the hypermedia structure of the
Weh. However, given theduration between departing and returning to the search engine,
thisisunlikely in most situations. Finally, it is possible that the click-through datawe
used in the relevance evaluation are not representative of the total transaction log.
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FUTURE TRENDS

Our results provide important insightsinto the current state of Web searching and
Web usage. The short session lengths, combined with short queries have been issues
for designersof Webinformation systems. Thisdoesnot seemto beasuccessful strategy
to maximize recall or precision, the standard metric for information retrieval system
performance. However, it appears that Web search engine users are finding relevant
information with this searching strategy. Thismay indicatethe need for new metricsfor
evaluation of Web information systems. Moreimportantly, aprecision of approximately
50% would indicatethereisroom for continued improvement in Web search engine design.
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ABSTRACT

Inthischapter wefocusonthethreeapproachesthat seemto bethemost successful ones
in the Web usage mining area: clustering, association rules and sequential patterns.
We will discuss some techniques from each one of these approaches, and then we will
show the benefits of using METALA (a META-Lear ning Architecture) asan integrating
tool not only for the discussed Web usage mining techniques, but also for inductive
learning algorithms. As we will show, this architecture can also be used to generate
new theories and models that can be useful to provide new generic applications for
several supervised and non-supervised learning paradigms. As a particular example
of a Web usage mining application, we will report our work for a medium-sized
commercial company, and we will discuss someinteresting propertiesand conclusions
that we have obtained from our reporting.
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INTRODUCTION

When we face the challenge of data recovering from the Internet, or Web mining
(WM), we can consider it from two main perspectives. Web resources mining and Web
usage mining (WUM). Still, we can split thefirst oneinto Web content mining and Web
structuremining. Whilethedifferencesbetween theseresource mining areas sometimes
arenot clear, WUM ismoreclearly defined, butitisnotisolated either. It aimsto describe
the behaviour of the users who are surfing the Web. Many techniques and tools have
been proposed, giving partial solutionsto someof theWUM problems. All the proposed
techniquesandideasare showing theirimportancein many areas, including Web content
and Web structure mining.

One of the most accepted definitions for Web usage mining is that it is “the
application of data mining techniquesto large Web datarepositoriesin order to extract
usage patterns” (Cooley, Tan & Srivastava, 1999). Asweknow, Web serversaround the
world record dataabout user interaction with the Web pages hosted in the Web servers.
If weanalyzetheWeb accesslogsof different Websiteswecan know more about the user
behaviour and the Web structure, making easier the improvement of the design of the
sites among many other applications.

Analyzing datafrom theaccesslogs can hel p organizationsand companieshol ding
the Web serversto determinetheideal life cycle of their products, the customer needs,
effectiveness of new launched products, and more. In short, WUM can support
marketing strategies across products over some specific groups of users, and improve
the presence of the organization by redesigning the Internet Websites. Even if the
organization is based on intranet technologies, WUM can warn of a more effective
infrastructure for the organization, and can al so warn of improvements and faults of the
workgroup communication channels.

This chapter is organized as follows: in the first section, we introduce the three
approaches intended for solving the WUM problems and challenges: clustering,
association rulesand sequential patterns. Wewill focus on thetechniquesthat we have
integrated in our own architecture, having onetechnique of each approach. Then, inthe
second section, we present our software architecture for automated data analysis
processes, called METALA. We will show how this architecture can be used to support
the WUM techniques and models, as well as other data analysis methods like machine
learning, and how weintegrated some al gorithmsof each one of thesethree approaches.
As an example of a WUM application provided by METALA, in the third section we
summarizeour work for amedium-sizedindustrial company, whichwanted to know more
about the usage of its Website, and about the strengths and flaws of the site and how
toimproveit. Fromthiswork we have proposed someideasto facethe problemswefound
when applying the WUM techniques. Finally, in the fourth section we give our conclu-
sions and discuss our future work.

WEB USAGE MINING TECHNIQUES

Aswehavealready mentioned, therearethree main Web usage mining approaches.
They are clustering, association rules and sequential patterns. Most of the WUM
techniques can be included in one of these approaches, and some others may be hybrid.
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Noticethat thesetechniquesarenot exclusiveto the WUM field: most of them are based
ongenericalgorithmsandideastaken from other moregeneral fields, such asdatamining
or databases. We first introduce clustering in the first subsection. Then, we overview
association rulesin the second subsection. Wefinally discuss sequential patternsin the
third subsection.

Clustering

Hartigan (1975) states that Clustering is the “grouping of similar objects from a
given set of inputs.” That is, given some points in some space, a clustering process
groups the pointsinto a number of clusters, where each cluster containsthe nearest (in
somesense) points. Thisapproachiswidely usedin WUM. Thekey concept of clustering
isthe distance measurement used to group the pointsinto clusters. Neverthel ess, there
are many clustering algorithms and variants of these algorithms.

Nasraoui et al. (2002) introduced the clustering algorithms that we have imple-
mented in our architecture, to be shown in the second section. We have chosen these
algorithmsfor our architectureasthey are specifically intended for the WM purpose, and
because they have been proved to be efficient during the WM process. All these
algorithms are based on the simple K-means algorithm, which must be outlined before
we can go further.

TheK-meansalgorithmisone of the best known clustering algorithms. It wasfirst
introduced by McQueen (1967). It is an iterative algorithm that divides a set of data
samples in a number (K, given) of clusters. For this, we first randomly choose the
prototypes of each cluster. Then each data sample is classified into the cluster whose
prototype is closer to the sample. After that, the prototypes of each cluster are moved
to the arithmetic mean of samplesin corresponding cluster. As soon as the prototypes
stop moving, the algorithm finalizes and the samplesremaininthe current clusters. The
prototypes are also known as the centroids or centers of the clusters.

We now review the WM overall process in which we have applied the algorithms
of Nasraoui et al. (2002). We start from the logs stored in the Web server, and we must
first preprocess the logs in order to limit the noise of the data and to prevent the
algorithms from wrong accesses. A good explanation of the preprocess phase can be
foundinthework of Cooley, M obasher and Srivastava (1999). For the WM purpose, we
must use adiscrete version of the K-means basi ¢ algorithm, because the centroids (al so
named medoids) are going to be sessions of accessesto Web pages (URL accesses) and
not just continuous datato be recomputed in each iteration by modifying its numerical
values.

Aswe can seg, for the clustering purpose, we consider a session as the minimum
meaningful data unit. The meaning of the session is the same as the one from the Web
serversfield: aWeb session isagroup of URLs accessed by an user during a period of
time. There is a session expiration time of the Web server such that if the user stops
accessing the Website and exceeds that time, the session ends.

Wenext define adistance measur ement between sessions. For thiswefirstidentify
unique URLsin all the sessions (i.e., a URL that is not repeated in asingle session but
can appear in other sessions). Then, we can define a distance measurement between
sessions by just computing the cosine of theangle betweenthem. That is, if two sessions
contain exactly the same URLS, they have a similarity of 1, or O otherwise. But this
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similarity measurement has a drawback: it ignores the URL structure. For example,
consider two sessions with the only accesses {/courses/cmsc201} and {/courses/
cmsc341}, and also consider the pair {/courses/cmsc341} and {/research/grants}.
According to the cosine, the similarity of the sessionswill be zero. However, it isclear
that the two first sessions are more similar than the other two, because both users seem
to beinterested in courses. Thus we define a new syntactic similarity measurement, at
thelevel of URLs. The new similarity measurement basically measuresthe overlapping
existing between the paths of two URLs. Now, we can define a similarity measurement
between user sessions, using this URL level based similarity. In some cases the cosine
of theangl e of two sessionswill giveamoreintuitivesimilarity measurement and it will
be also used.

Now we can study the algorithms. We first consider the Fuzzy C-Medoids algo-
rithm (FCMdd). Let X={x | i=1, ..., n} be aset of n objects. L et r(xi,xj) be the distance
from the object x; to the object x. Let V = {v,,v,,...,v.}, with v.e X, a subset of X with
cardinality c. The elementsof V are the centroids. Let X_bethe set of all subsetsV of X
with cardinality c. EachV representsaspecific choice of the prototypesfor thec clusters
in which wewish to partition the data. Inthe WUM area, X isthetotal Web sessions set
computable from the accesslog file.

The key concept of the FCM dd algorithm isthe possibilistic or fuzzy membership
of X, into the cluster i. This membership set is denoted by u,, and can be heuristically
definedinmany ways. Therearefour possible solutionsfor u, (twoarefuzzy andtwoare
possibilistic). Here we just present one of the fuzzy solutions:

1 (m-1)
(r(xj,vi)
u; =
Zc[ 1 ]/W’ (1)

r(x;,v)

where the constant me (1,) is the “fuzzifier”. The larger m, the less the difference
between the memberships of the different sessions to the different clusters (i.e., the
bordersamong clustersare fuzzier).

With the fuzzy FCMdd algorithm, once we have computed the centroids of the
different clusters, wemust characterizethemin order tointerpret theresults of the WUM
process. Thiscan besimply doneby using theweightsof the URL sstored inthe sessions,
which must be placed in the clusters whose centroid is closer. Then, the weights values
are computed by dividing the number of timesthe URL access appearsin the cluster by
the cardinality of the cluster. Most relevant URL s are then used to tell what the cluster
represents.

About theflaws and advantages of the algorithm, we can say that intheworst case,
the complexity of FCMdd is O(n?), due to the step of computing the new centroids.
However, it is possible to obtain good results by reducing the amount of candidate
objects to be considered when computing the new centroids. If we consider k objects,
where k is a small constant, the complexity reduces to O(kxn). The problem with the
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FCMdd algorithmisthat it isnot robust. Thismeansthat it isvery sensitiveto outliers
(noiseinthedata) so sometimesit cannot providegood clusters. The problem of handling
outliers can be solved with another fuzzy algorithm: Fuzzy C-Trimmed Medoids Algo-
rithm (FCTMdd) (also known as Robust Fuzzy C-Medoids algorithm). This algorithm
canonly usethefuzzy version of themembership U, statedin equation 1. The“trimmed”
values will be those whose distance to the harmonic mean of a subset of objectsof Xis
over a specific threshold. We will just keep the first s objects obtained by sorting
candidate values in ascending order of distance.

Thecomplexity of therobust algorithmisstill O(n?) intheworst case. But likewith
FCMdd, we can consider just k candidate objectsto makeit almost linear, although we
haveto add thetime of computing the sobjects. Notethat both algorithms may converge
toalocal minimum. Thus, itisadvisabletotry many randominitializationstoincreasethe
accuracy of the results.

There are other clustering techniques applicable in WM, such as the system from
Yanetal. (1996) based onthe L eader algorithm (Hartigan, 1975), the BIRCH algorithm
(Zhangetal., 1997) or the ROCK algorithm (Guhaet al ., 2000).

Association Rules

The problem of mining association rules between sets of items in large databases
wasfirst stated by Agrawal et al. (1993), and it opened abrand new family of techniques
inthe WUM area. The original problem can be introduced with an example: imagine a
market where customersbuy different items. They havea“ basket” with different acquired
products, and we can establish relations between the bought products. Finding all such
rules is valuable for cross-marketing, add-on sales, customer segmentation based on
buying patterns, and so forth. But the databases involving these applications are very
large, so we must use fast algorithms for this task.

If we move the original problem statement to the WM area, we can think of the
“baskets” as the users that accessed a Website, the items in the “basket” as the pages
of the Website visited and the products as all the pages of the Website. Thus, we can
find rulesrelating the requested URL s of the Website. For example, arule can say that
in 100 cases, 90% of thevisitorsto the Website of arestaurant who visited theindex page
also visited both the restaurant menu page and the prices page. The rule should be
written:

[index=menu,prices](support=100, confidence=90%)

Thisway the restaurant may know the hit rate of the menu and prices pages from
the index page, among other interesting associations.

In this section we just consider the Apriori algorithm (Agrawal & Srikant, 1994),
which hasbeenintegratedinour architecture. Fromthisalgorithm|otsof techniquesand
new algorithms have been proposed, but most of them are just refinements of some of
the phases of the basic Apriori algorithm.

TheApriori algorithmisafast algorithmintended for solving the association rules
problem stated above, and it is the algorithm we have included in our METALA
architecturefor theassociation rulesapproach. Beforeexplaining theal gorithm, wemust
stateaformal definition of theproblem. Let1={i ,i,,...,i_} beasetof literals, calleditems.

o
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InWM, thesearethe URL srequested by users. L et D beaset of transactions(called web
sessionsin WM), in which each transaction is a set of items so that the set of items T
iscontainedin| (Tcl). Thereisauniqueidentifier associated with each transaction. We
can say that a transaction T contains X, a set of some of the items of |, if XcZT. One
associationruleisanimplication of theformX—Y,whereX cl, Y cl,andtheintersection
XNnYisempty. Therule X=Y istruefor the set of transactions D with confidencecif the
c% of the transactions of D containing X also contain Y. Therule X=Y has support sin
the set of transactions D if the s% of the transactions of D contain XuY.

The problem of discovering such association rules can be divided into two
subproblems:

1  Finding all the sets of items with a support over a certain threshold. The support
for aset of itemsis defined as the number of transactions containing the set (i.e.,
thenumber of transactionsinwhich agroup of URL sappears). Thesesetsarecalled
large itemsets or litemsets.

2 Usingthelitemsetsto generatethe desired rules. For example, assumethat ABCD
and AB are litemsets. We can know if AB = CD by cal culating the confidence of

support(ABCD)

support(AB)
threshold, the rule holds, and besides the rule has the minimum support because
ABCD isalargeitemset.

the rule, which is the ratio . If this confidence is over a certain

Tosolvethefirst subproblem, wecanusethealgorithm AprioriTid. It passesseveral
timesover thedata. Inthefirst pass, fromtheindividual items (individual URL s) we get
the large itemsets (i.e., those with a minimum support previously set; in WM, thisis
equivalent to setting athreshold, for example 2, and checking which URL s appear in at
least two transactions). In each next pass, we start from the set computed in the previous
pass. We use this set of candidate itemsets to generate new possible large itemsets.

That is, starting from the sets of URL groups with enough support, we build anew
set of itemsmadefromall thevalid combinationsof initial URL s(these new combinations
arecalled candidateitemsets). A combinationisvalidinatransactionif all the subgroups
of URL sof thenew formed group containonly URL sbel onging to such transaction. Once
we have checked that some candidates have enough support, the process starts again.
It will end when no new sets of large itemsets can be formed.

Once we have got all the large itemsets we can face subproblem 2: getting the
association rules existing between the groups of URLS; that is, given a confidence
threshold, for each subset s ¢ | where sisasubset of items contained in the set of itemsl,
wegeneratearules = (I - s) if support(l) / support(s) > confidence. A fast algorithm to
solvethisproblemisneeded (Agrawal & Srikant, 1994).

We now consider the advantages and disadvantages of using Apriori. Its advan-
tagesareclear: it solvestheproblem statement of associationrules, andtodoit efficiently
ittakesadvantage of the observation that ak-itemset can befrequent only if all itssubsets
of k-1 itemsarefrequent. Nevertheless, if we consider the computational complexity of
thealgorithm, it is clear that the cost of the k-th iteration of Apriori strictly dependson
both the cardinality of the candidate set C, and the size of the database D. In fact, the
number of possible candidates is, in principle, exponential in the number m of items
appearing in the various transactions of D.
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Thus, many techniques have been proposed to improve its efficiency, especially
the process of counting the support of the candidate itemsets and the process of
identifying the frequent itemsets. For the first problem many techniques have been
proposed. We can mention hashing (Park et al., 1995), reduction of the number of
transactions (Han & Fu, 1995), partitioning (Savasereet al., 1995) sampling (Toivonen,
1996) and dynamic count of itemsets (Brin et al., 1997). The second problem could be
stated as follows. we are given m items, and thus there are 2™ potentially frequent
itemsets, whichform alatticeof subsetsover |. However, only asmall fraction of thewhole
latticeisfrequent. Most of theal gorithmsthat addressthisproblemonly differintheway
they prunethe search space to make the candidate generation phase more efficient. And
most of these algorithms need to pass more than once over the database, which is too
expensive. Zaki et al. (1997) propose a hybrid approach, called itemset clustering,
which includes several algorithmsin which the preprocessed databaseis scanned just
once.

Sequential Patterns

Srivastava et al. (2000) state that the techniques of sequential pattern discovery
attempt to find inter-session patterns such that the presence of aset of itemsisfollowed
by another item in atime-ordered set of sessions or episodes. By using this approach,
Web marketers can predict futurevisit patternsthat will be helpful in placing advertise-
ments aimed at certain user groups. Other types of temporal analysis that can be
performed on sequential patterns include trend analysis, change point detection, or
similarity analysis.

We can find more applications in the Internet area: for example, consider Web
hyperlink predicting. If we could know the pagesto be requested by the user, wewould
be able to do precaching with these pages in each connection and therefore speed up
the overall browsing process and save bandwidth.

Agrawal and Srikant (1995) considered againthe patterndiscovery problem (Agrawal
etal., 1993) tofind an application for sequential pattern discovery. Previously, we have
seenthat one pattern consisted of an unsorted set of items. Now, the set of itemsissorted
and the problem consists of, given a sorted sequence, being able to predict a possible
continuation of the sequence.

Thealgorithmsproposed by Agrawal and Srikant (1995) have beenimplementedin
the METALA architecture (to be shown in the second section) to have arepresentation
of the sequential patterns approach.

We will see now the new problem statement: given a database D of customer
transactions, each transaction has an unique customer identifier, atransaction timeand
the items acquired in the transaction. An itemset is a non-empty set of items, and a
sequenceisan ordered list of itemsets. A customer supportsasequencesif siscontained
in the sequence for the client. The support for a sequence is defined as the fraction of
all customers supporting this sequence. Given D, the problem of mining sequential
patterns is discovering among all the sequences the maximal ones, that is, those
sequencesthat exceed the minimum support threshold and are not contained in any other
sequence. Each of these maximal sequencesis called sequential pattern. The sequence
satisfying the minimum support is named large sequence.
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Threenew algorithmswere proposed: AprioriAll, AprioriSomeand DynamicSome.

All the algorithms have the same phases, and they only differ in the way they perform

the sequence phase shown below. The phases are the following:

1  Sort phase: the original database D is sorted using the customer identifier asthe
primary key and thetransaction time asthe secondary. Thisway we get adatabase
of sequences of customers.

2 Litemset phase: in thisphase we computethe set L of all litemsets, just likein the
same phase of the association rulesversion of the Apriori algorithm, but only with
one difference: we must change the support definition. Here is the fraction of
customers choosing the itemset in some of their (possibly) several transactions.

3 Transformation phase: itisnecessary to quickly determinewhether agiven set of
large sequences is contained in a sequence of a customer. Thus, we transform D
into D_, for example removing those items that do not bel ong to any sequence and
cannot support anything.

4.  Sequencephase: usingtheset of itemsetswe computethe desired sequences. Read
below.

5 Maximal phase: find themaximal sequencesfromthetotal of large sequences. For
this, starting from the set of large sequences S, we must use an algorithm for
computing maximal sequences(Agrawal & Srikant, 1995).

The way the sequence phase is performed determines the form of the algorithms
presented. This phase makes multiple passes over the data. In each pass, we start with
an initial set of large sequences. We use this set to generate new potential large
sequences, called candidate sequences. The AprioriAll algorithm generates the candi-
datesinasimilar way astheassociationrulesversion of the Apriori algorithm. However,
AprioriSome and DynamicSome do it in adifferent way. They have two distinguished
phases: oneforward, inwhich all thelarge sequencesof certain length are computed, and
another backwards, where we find the remaining large sequences. Notice that
DynamicSome has an additional advantage: it can generate the candidates on-the-fly.

Asinthe case of the association rules version of the Apriori algorithm, it isnot an
easy task determining the computational complexity of the presented algorithms. These
algorithms have problems when the database of sequences is large or the sequential
patternsto be mined are numerousand/or long. There are some other algorithmsthat try
to minimize these problems by reducing the generation of candidate subsequences, for
example, Freespan (Han et al., 2000). We can mention some other interesting sequential
pattern discovery researches, such asthe work of Schechter et al. (1998) or Pitkow and
Piralli (1999).

METALA ARCHITECTURE

METALA isasoftwarearchitecture that aimsto guidethe engineering of informa-
tion systemsthat support multi-processinductivelearning (MIL). METALA isdefined
onthebasisof four different layersof abstraction (Figure 1): (1) the object oriented (OO)
layer, (2) themiddlewarelayer and (3) theagentslayer. ThefourthlayeristheMETALA
application.
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Figure 1. Abstraction Layers of METALA
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In the OO layer, basic software support tasks are addressed like, for example,
training data access and management, machine learning al gorithms dynamic behaviour
and extensibility mechanisms, |earning processes remote monitoring, models manage-
ment, and so forth. Thisisthe most extensive layer. It definesthe ground level toolsto
work oninductivelearning.

Thebasic unit of learning datain METALA istheinstance. It iscompound by aset
of values referring to a particular examplein the learning data source. A datasourceis
aset of instances. I nstances can beindexed viaacursor named access. Data sources can
be organized inside arepository.

Learning algorithms are seen in the architecture as possible servicesto offer and
use. Dynamic behaviour of any inductivetechniqueisdefined viaadeterministic finite
automata (DFA), asshown in Figure 2.

Figure 2. Behaviour that all Learning Services must Show
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The most important transition in the DFA is from the configured state to the
learning one by the learn token. This token corresponds to a method call in all
algorithms. A learning processcanbeprolongedintimeand METALA includesaspecial
mechanism to inform the client when the process has finished, thelistener. A listener is
an object, owned by the client, which receives progress and termination calls from the
learning process while the client is doing other tasks. The usual operation has the
following sequence: configuring an experiment for alearning technique, launchingit (i.e.,
testing alearning technique with the specified configured parameters), monitoring the
progress of the experiment and finally, if the experiment ends successfully, getting the
knowledge model associated to the experiment for | ater eval uation and/or utilization. The
model sarethe piecesof knowledgethat aconcretelearning algorithminducesfrom data.
Models can be stored, recreated and visualized.

METALA isextendable. It allowstheintegration of new techniquesby using some
basicinterfacesthat all new algorithmsmust support. Extendability isconsidered for both
algorithms and models. Any new learning technique added to METALA must have a
matching model representation.

Wenow moveonthemiddlewarelayer: it usestheentireframework defined inthe
OO layer to produce a distributed | earning tool. The distribution mechanisms are very
technology dependent. The current system is developed with Java and RMI (Sun
Microsystems, 1998). WithRMI all must be codedin Java, an easy languagetolearnand
use. Inthislayer wedefinetheinformation model of METALA. Itisbased onthe concept
of directory (a hierarchical database that stores data about entities of interest). The
directory allowsthe coordination between the agents of the system (read below). It also
stores all the needed information about knowledge models, learning techniques and
launched experiments.

The agent layer is built on the middleware layer. By looking into the directory
provided by theinformationmodel of METALA, anagent canlocatetherest of theagents
(and its corresponding services) in the system. In Figure 3, we can see the agent layer
of METALA.

Therearefour kinds of agents. The user agent isthe front-end to the user. It shows
thedirectory totheuser and all owsexecuting and monitoring learning techniques, aswell
as visualizing and evaluating the obtained models.

Themachinelearningagent (MLA) providesthelearningtechniquesfor aspecific
user and the behaviour of the monitoring task (i.e., which data should be displayed and
updated when executing aparticular experiment of aparticular earning technique). The
directory service agent (DSA) offers necessary services to access to the directory.
Finally, thedatarepository agent (DRA) providestheleaning dataneeded for executing
the learning techniques from the MLA.

In Figure 3 we can see that datamay come from different sources: plain text files,
relational databases and LDAP databases. Note that in this distributed framework any
agent canwork inaremoteor local manner. Other important featuresof METALA arethe
following:

. It isextendable: it comeswith amethodology to integrate new inductivelearning
algorithmsand models, even new paradigmsfor learning. Notethat METALA was
originally intended only for supervised inductive learning. Thisled usto consider
modelsinadifferent way, since noinferencesare performed by WUM techniques
such as clustering or association rules, which are non-supervised ones. Displayed
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Figure 3. Organization of Agentsin the METALA Architecture
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models have more informative power, in this case, than the error estimation
measures needed by the supervised learning techniques. We even created a
graphical URL recommender tool (Mobasher et al., 2002) integrated into the
METALA architecture (Figure 4) based on the information provided by the new
WUM models. So the system was positively influenced in the sense that higher
software particularization can be done to transform a generic inductive learning
tool into a WM tool.

It isdistributed: agents can be located at different hosts, to make efficient use of
available servers.

Itisflexible: all agents can betotally independent and thisfeature allows an easy
adaptation to almost any particular execution condition.

It is scalable: it correctly supports the growth of both pending learning tasks to
perform and available servers to manage.

It is autonomous: it is capable of deciding the best way to distribute machine
|earning tasks among the available | earning servers (Botiaet al., 2001).
Itismulti-user: different users can make use of inductivelearning algorithmsand
the other services that the system offers at the same time; METALA allows
management of usersand all of them have their own user space to read and write
produced results.

It iseducational: it isclear that METALA isagood assistance tool for knowing
themain paradigmsof inductivelearning. At the present time, with our architecture
we can do research on basic techniqueslikeinduction of artificial neural networks
(Bishop, 1995), decisiontreesand rules(Quinlan, 1993), genetical gorithms(Gol dberg,
1989) and oninduction of classification theoriesby naive bayes (Witten & Frank,
2000). We can also test other high-level techniques that perform what we named
multi-process inductive learning (MIL), such as boosting (Freund & Schapire,
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Figure 4. URL Recommender Tool (The model used in this case is shown on the left
panel. The tool control panel is on the right side. On top of this panel we can see the
values of the parameter sused for the model of theleft side. Below we can sel ect the data
sour ce containing the URLs visited by a user. At the bottom we can choose the desired
values of support and confidence for getting the recommendations, and the
recommendations provided by the tool based on these values and on the observed
visited URLS.)

1996), bagging (Breiman, 1996) and landmarking (Bensusan & Giraud-Carrier, 2000;
Flrnkranz & Petrak, 2001). Besides, we have added the capability of researching
WM techniques of the most important approaches.

Itisalsoclear that our systemisnot comparableto otherssuch as SpeedTracer (Wu
et al., 1997) in the sense that we are neither looking for a particular technique that we
consider themost appropriatefor WUM, nor for particul ar statistical reports. Nowadays,
itiscommonly accepted that no single supervised machine learning technique behaves
better than therest in any classification and/or regression task (Wolpert, 1996; Wol pert
& Macready, 1995). Thisfact iscalled the sel ective superiority problem(Brodley, 1993).
We believe that we can also apply this fact for non-supervised machine learning
techniques, like the WM ones. We offer the possibility of choosing the technique that
theuser considersmoresuitablefor aparticular problem. METALA isextendableandthe
generated model sare usablefor creating new applicationsand tools (see Figure4 for an
example); we can add any learning algorithm that we consider interesting, testing it and
generating any reports (see following section) and applications just coding with the
provided METALA methodology.

AN APPLICATION EXAMPLE

We now show an exampl e of an application in the real world of some of the WUM
algorithmsimplementedintheMETALA architecture. Wereport herethework we have
performed for a medium-size industrial company. This company requested from us a
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report about its Website. The main targetswereto get some valuable information about
groups of users and their preferences and about the Website structure. We had at our
disposal three years of Web access |ogs and the topology of the Website, which did not
changetoo much during thethreeyears. The Websitewas structured hierarchically, and
under the root node (which was apage including linksfor sel ecting language) we found
two nodes with exactly the same tree structure, with information pages for the two
languages that we could select at the root node.

The WUM algorithms used for the reporting were the association rules Apriori
algorithm and the clustering fuzzy C-medoids algorithm. We used therobust version of
thefuzzy C-medoidsalgorithm, sinceit provides more accurate results. We considered
unnecessary to use any algorithm of the third WUM approach (sequential patterns), as
it was not applicable to this problem.

Inorder towritethereport, weanalyzed separately theresultsfor thetwo algorithms
andfor thethreeyears. We performed several experimentswith all the casesto increase
the reliability of the results. Then, we compared and combined the results, removing
possibly wrong values (with the Apriori algorithm there are no wrong results, but with
the clustering fuzzy robust algorithm, misclassifying objectsin the clustersis possible
since it contains some random components). Analyzing the results and getting the
conclusions useful for the company was not an easy task (see the next subsection for
ideasaddressing thisissue), and it required alot of human interpretation. Neverthel ess,
we created afully qualified report providing interesting results and ideasfor improving
the presence of the company Website and for easily improving its design and technical
structure. The most interesting conclusions can be summed up as follows:

. Thankstothe Apriori algorithm, we knew the hit rate of some pages, on condition
that its parent page was visited. Wefocused on the pages with several linkswhere
we realized that only one of them had alow hit rate. For such pages we gave the
advice of improving the format of the link to make it more attractive to users.
Sometimes pages providing general information presented links where only the
first ones were clicked. Hence we proposed distributing the links in a non-
sequential manner, to givemore hit probability tothelinkspresented at the bottoms
of the pages. We also proposed linking these sequential pages to each other to
improvethe overall hit rate.

. We observed that some pages with ahigh hit rate in the previous years had alow
hit rate with the new naming. Thus, werecommended agai n changing the name, or
providing some new pageswith the old name, with new content or directly linking
tothe pageswith the old name, becauseit seemed that userswere not ableto reach
the newly named pages as before.

. One of the most successful pages of the Website was the chat page. This page
provided excellent opportunities to the company to meet the needs of the users,
and to meet the requests for information from users about the company products.
However, this application was placed in aplace that was not easily reachable (by
the obtained ruleswerealized that the paths traversed to reach the chat were very
diverse). Thuswe proposed making it accessiblefromthe mainbrowsing bar of the
Website. This had a potential risk, however: users using the chat as incidental
entertainment. But we considered that this industrial company was specialized
enough to not attract such users.
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. Analyzing the clusters created by the clustering algorithm, we also realized that
most of the users of the chat application used only one of the languages that the
Web was intended for, although users in both languages frequently accessed the
Website. After checking the chat page, we realized it was written for only one of
thelanguages, and thusweadvised redesigningitinorder to avoid |l osing potential
customers of the other language.

. Another very important page of the Website was the contact request form. This
page put the company directly in contact with its potential customers. We found
some clusters profiling users surfing the main pages of the Website, looking for
general information about the company and its products. The request form was
includedinsuch clusters. Lookinginthe Apriori results, we discovered that those
URL sbelongedtolongtimesessions. Thus, werecommended giving more content
to the general browsing pages, providing frames, java applets, other information
not directly related to the company, and so forth. The objective wasto retain the
users surfing the Website long enough to, if she is remotely interested in the
company, use the contact request form.

. Evaluating others clusters, we found that some of the products were preferred by
users using one language, whereas other products were preferred by the other
language users. Thuswerecommended that the company study thisresult, and we
advised introducing minor changesto the content of the pages of productsto make
them more attractive to the users of the other language.

. We also found a case where a page was not being properly accessed, aswe found
arulerelating very specific URLsbut for different languages. After checking the
pages, we discovered that some documents were available for the two languages
but they were presented in a confusing format, so that users chose the documents
randomly. We thus recommended modifying the format.

. Concerning the technical part of the Website, we notice some interesting facts.
Someassociation rulesassociated URL sbeing | oaded at the sametime (for example
documents or pluginsin a Web page) but the confidence of the rules was not the
same when the pages were one in the consequent and the other in the antecedent.
Although the difference was not too big, it was significant enough to deserve a
study. Wediscovered that such pagesfrequently consisted of callingto Macromedia
Flash documents or to Java applets. So we concluded that some users could not
accessto these pagesand we recommended providing moreinformation about how
to get the appropriate plugins, and also designing an alternative version of the
pages for the users just interested in the hard information content of the pages,
or for users that cannot get the plugins. For the users who cannot use the chat,
whichwasaJAV A applet, we advised providing adirect link to the contact request
form, to make it easier for them to access the company.

. Some moretechnical resultswere provided by the clustering algorithm. We found
some clusters rel ating pages in both languages, in asignificant proportion. Since
both language versions of the Website contained exactly the same information,
these results made no sense for us. To find an explanation we incorporated a
statistic analysisprocessto the algorithms. Thisway we could discover that many
accessescamefrom automatic I nternet informationindexers, such as“robots” and
“spiders’. These toolsindex information by traversing the hierarchy of the Web
in some order, and thus the results they produce may be difficult to interpret.
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Conclusions from the Reporting

Wegot someinteresting ideasfromthereporting. Theintegrated WUM algorithms
proved to be useful for the mining purpose, but the results we obtained required alot of
human interpretation. It is necessary to devel op automatic mechanisms allowing afast
interpretation of themining results. Aswewerewriting thereport, somerepeating tasks
wereidentified:

. For the Apriori algorithm, identifying the interesting rules was made in the
following manner: most of therulesassociateindex and general -browsing (brows-
ing bars, frames, etc.) pages, so we opt to pay more attention to the more specific
URLSs, that is, those Web pages|ocated deeper inthe Website hierarchy. Thus, the
topology of the Web site turned out to be very important to identify interesting
rules.

Another “rule of thumb” weusedin order toidentify interesting ruleswasfocusing
ontheconsequent of therules. Themost interesting ruleshad amore specific URL inthe
consequent. If arulewas A—B and A could only bereached from B, therule saysnothing
becauseobviously wehadtovisit B toreach A. TheruleB—Awould bemoreinteresting,
since it gives us an idea of the possihility of visiting B when we are visiting its parent
A, and thuswewould get the hit rate of B. Nevertheless, if we study the associationrules
version of the Apriori algorithm wefind that no time order isconsidered when obtai ning
therules; that is, the accessed URL s are stored with no timestamp. So we cannot know
if arule A—Bindicates A occurring before B or just theopposite. However, sincewehave
the topology of the Web and the confidence and support of therule, it is easy to infer
time order. Chronological order of the accesses turned out to be avery important issue
to be considered, and maybe integrated, in our future work. Taking into account the
length of the considered sessions may be an important factor, too.

. For the robust fuzzy C-medoids algorithm, the results are the clusters and the
weights of the associated URLs. To analyze these results, we prune out those
clusters with low cardinality. We set a threshold of how interesting the URLs
should be (score), and only show those URLSs above this threshold. Since the
Website was hierarchically structured, we could group the URLsin more general
topics by just adding the score of the contained URLsS. The most interesting
clusters were those with higher cardinality and URL weights, but also those with
more specific URLS, the same as before with the association rules.

Analyzing the clusters was easier than analyzing the association rules, but some
human interaction was still needed. The clusterswith higher cardinality are not always
themost interesting ones. Sometimeswelook for the unexpectedness of the clusters(or,
in the case of Apriori, of arule) and it isnot easy checking this. Some interesting work
has been madein this sense (Cooley, 2003). Deciding whether aresult isunexpected or
wrongisdifficult, and thetopol ogy of the Website, and even the accesslogsthemsel ves,
are needed sometimes.

Finally, theideaof incorporating akind of analytical tool wasinteresting. Thanks
to the information provided by the statistics analysis we could discover that many
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accesses recorded in the Web access logs came from “robots” and “spiders” that
automatically index information for Web searchersand other Internet applications. Such
tool sand agentsuse somekind of algorithmsto scantheWebsiteinaprefixed order. This
behaviour isnot of our interest, sincewe arelooking for understanding and to model the
human behaviour while interacting with the Web. We think that the unexpected results
that camefrom these accesses should be pruned out. Thisgave ustheideaof considering
the user agent field (L uotonen, 1995) of thelog in the mining process, because we must
determine if the access corresponds to a human user. We also consider incorporating
some other fields of thelog, asthey may provide interesting information. For example,
in the event that we do not have at our disposal the topology of the Website, it would
be important to use the “ Referrer” field of the log, as we may reconstruct the topology
of aWebsite, or at least of apart of it.

CONCLUSIONS AND FUTURE WORK

Inthischapter we have studied onetechniquefromthethree most important groups
of techniques to perform Web mining on Web usage log files. We have passed through
clustering, association rules and sequential patterns. Then we have introduced the tool
that we devel oped to work with some of theseal gorithmsin real world applications. The
METALA tool wasoriginally devel oped to study the generic problem of meta-learning.
However, itsutility asatool to manage WUM hasbeen provedinthischapter. Moreover,
wealso haveincluded inthischapter the results obtained from the appli cation of thetool
to amedium-sized company.

Our current and future work consists of migrating the current architecture and
informationmodel of METALA toaJ2EE (JAV A 2 Enterprise Edition) Application Server
andto use Enterprise JavaBeans (Sun Microsystems, 2001), which drastically simplifies
the complexity of thecurrent METALA system and offersnew capabilities. Weare also
integrating new Web mining techniques and | earning paradigms, researching new Web
mining applications and tools using the obtained WUM models, and testing the
performance of the new implementation with huge-sized data sources (acritical issue
when analyzing Web server logs). Finally, we are researching away for automatically
suggesting to the user the algorithm(s) and configuration parameters that best fit the user
needsfor aparticular problem.
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ABSTRACT

The rising popularity of electronic commerce makes data mining an indispensable
technology for several applications, especially online business competitiveness. The
World Wide Web provides abundant raw data in the form of Web access|ogs. However,
without data mining techniques, it is difficult to make any sense out of such massive
data. In this chapter, we focus on the mining of Web access logs, commonly known as
Web usage mining. We analyze algorithmsfor preprocessing and extracting knowledge
from such logs. We will also propose our own techniques to mine the logs in a more
holistic manner. Experiments conducted on real Web server logs verify the practicality
as well as the efficiency of the proposed techniques as compared to an existing
technique. Finally, challenges in Web usage mining are discussed.

INTRODUCTION

Therateof growth of theWorld Wide Web (Web) may be slowing down, but Online
Computer Library Center researchers concluded that the Web would continue to grow
rapidly intheir annual review of the Web (Dean, 2000). In addition, Forrester Research
affirmed the continued popularity of electronic commerce through its prediction that
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global online trade would expand to $12.8 trillion by 2006 (Sharrard, Kafka & Tavilla,
2001). Hence, to stay competitiveand profitablein afast paced environment likethe Web,
companies must be able to extract knowledge from their Web access logs, Web
transaction logs and Web user profiles to ensure the success of Customer Relationship
Management (CRM) (Berson, Smith & Thearling, 2000). However, theimmense amount
of Web data makes manual inspection virtually impossible and thus, data mining
techniques become indispensable in the quest for cutting-edge knowledge. In fact,
el ectronic commerce has even been touted asthekiller domain for datamining (K ohavi,
2001).

Our focushereison Web Usage Mining (WUM), whichwe define asthe extraction
of meaningful user patternsfrom Web server access|ogs using data mining techniques.
For brevity, we shall use the term logfile to refer to a Web server accesslog. WUM is
fast gaining importance because of the wide availability of logfiles as well as its
applicabilityinCRM (Woon, Ng & Lim, 2002b). Inaddition, it hasdiversified applications
such asWeb personalization (M obasher, Cooley, & Srivastava; Mobasher, Dai, Luo, Sun
& Zhu, 2000), Websitestructuring (Masseglia, Poncelet & Teisseire, 1999; Perkowitz &
Etzioni, 1999; Spiliopoul ou, 2000), marketing (Buchner & Mulvenna, 1998), user profiling
(Heer & Chi., 2002; Mobasher et al., 2000), caching and prefetching (Y ang, Zhang & Li,
2001).

Unfortunately, asmost logfilesare originally meant for debugging purposes, they
are non-ideal candidates for WUM raw data (Kohavi, 2001). However, due to their
adoption by avast number of existing Web servers, we postulate that they will not be
replaced asthe defacto Web data sourcesin the near future. Sources of logfilesinclude
Web servers, Web clients, proxy servers and application servers (Kohavi, 2001;
Srivastava, Cooley, Deshpande & Tan, 2000). A standardlogfilehasthefollowing format
(Consortium, 1995): [remotehost logname user name date request status bytes] where:
. remotehost is the remote hostname or its | P address,

. logname is the remote logname of the user,

. username is the username with which the user has authenticated himself,
. date is the date and time of the request,

. request isthe exact request line asit came from the client,

. status is the HTTP status code returned to the client, and

. bytes is the content-length of the document transferred.

Thefollowingisafragment of acommon logfile:
ntu.edu.sg - - [30/May/2003:00:01:15 -0400] “GET /html/fag.htmI HTTP/1.0" 200 4855
155.69.181.254 - - [1/Jun/2003:00:03:22 -0400] “GET /pub/home.htmI HTTP/1.0" 200 165

As observed in the example, the fields logname and username are usually not
recorded. Therefore, it is difficult to identify the activities of individual users. An
extended format isal so avail ableto capture demographic dataand session identifiersbut
weshall only focuson the standard common|ogfileformat because of itswider adoption
and fewer privacy/security concerns(Hallam-Baker & Behlendorf, 1996).

There are several existing works on logfile mining but they deal separately on
specific issues of mining and make certain assumptions without taking aholistic view,
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and thus have limited practical applicability (Chen, Park & Yu, 1996, 1998; Cooley,
Mobasher & Srivastava, 1997a; Gaul & Schmidt-Thieme, 2000; Joshi & Krishnapuram,
2000; Nanopoulos, Katsaros & Manolopoulos, 2001, 2002; Pei, Han, Mortazavi-Asl &
Zhu, 2000). Some take the Website structure into consideration; some focus only on
traversal patterns; some consider the amount of time spent on a page. In this chapter,
weshall examine suchwork and thenintroduceamoreholistic version (whichtakesinto
consideration all of the above issues) of WUM, termed TRALOM2 (TRAnNsactionized
LOgfile Mining 2) to effectively and correctly identify transactions as well asto mine
useful knowledgefromlogfiles. TRALOM2isactually an enhancement of TRALOM, our
previouswork (Woon et al., 2002b).

We also introduce a data structure called the WebTrie to efficiently hold useful
preprocessed data so that TRALOM2 can bedonein an onlineand incremental fashion;
online means being able to mine the latest data with little overhead while incremental
meansbeing ableto re-use past mining data. Wewill build upon our previouspreliminary
work on TRALOM and WebTrie and deal with more issues here. Together with the
WebTrie, TRALOM 2 hasbeen shownto be useful and viable by experiments conducted
on a variety of real logfiles. The rest of the chapter is organized with the following
objectivesin mind:

. Provide extensive background knowledge to WUM.

. Survey prominent existing work on WUM.

. Show how WUM can be improved with a more holistic approach.
. Discuss exciting challenges for future research.

. Conclude the chapter with a concise summary.

BACKGROUND

In this section, the phases of WUM arefirst briefly discussed and then prominent
existing work is elaborated.

Phases of Web Usage Mining

Phase 1: Preprocessing
Several problems exist during the preprocessing phase where logfiles are trans-

formedintoaformthat issuitablefor mining. Thefollowing are preprocessing tasksthat

have been identified (Cooley, Mobasher & Srivastava, 1999):

1  DataCleaning: Thelogdfileisfirst examined to removeirrelevant entries such as
those that represent multimedia data and scripts or uninteresting entries such as
those that belong to top/bottom frames.

2 User Identification: Since several users may shareasingle machine name, certain
heuristics are used to identify users (Pitkow, 1997).

3 Session Identification: After auser isidentified, his’her page accesses must be
divided (sessionized) into individual sessions (Berendt, M obasher, Spiliopoulou
& Wiltshire, 2001).

4. Path Completion: Someaccessesare not captured by thelogfileand thismay result
in incomplete paths (requests made to a page not directly linked to the last
requested page) in the log data. Thisis probably due to the use of local caches or
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proxy servers. Somesol utionsinclude cache busting (using cache specific headers
to stop page caching) or the use of navigation history (Pitkow, 1997).

5. Transaction ldentification: Onceasession of completed pathsisdetermined, page
references must be grouped into logical units representing Web transactions
before any mining can be carried out.

Phase 2: Mining
There are four main mining techniques that can be applied to Web access logs to
extract knowledge, but we will focus on algorithms based on association rule mining
(ARM) and sequential mining because of their complexity, applicability and popularity.
Here are the four techniques:
1  Sequential-pattern-mining-based: Allows the discovery of temporally ordered
Web access patterns
2. Association-rule-mining-based: Finds correlations among Web pages
3 Clustering-based: Groups users with similar characteristics
4.  Classification-based: Groups usersinto predefined classes based on their char-
acteristics

The above techniques help in the design of better Websites as well as in the
development of effectivemarketing strategies. However, generally, usersarenot willing
to disclose personal information and may tend to give false information (Cooley,
Mobasher & Srivastava, 1997b). Hence, itismore practical to assumethe anonymity of
usersfor WUM in general, especially for non-commercial sites where user registration
is not required, and to disregard clustering and classification.

Phase 3: Applying Mining Results
Thelast phase of WUM involvesthe analysisand translation of mining resultsinto

useful actionable tasks such as the following:

. Re-design Websites so that correlated pages are found together.

. Improve access time by prefetching pages frequently accessed sequentially.

. Improve caching by storing pages frequently revisited.

. Enhance surfing experience by relocating pagesin such away that users need not
visit unnecessary pages to get to their desired pages.

Existing Work

In this section and throughout the rest of the chapter, the samplelogfilein Table 1
will beused for illustration purposes. At thispoint in time, we assumethat user sessions
can be accurately determined. Thislogfile contains atotal of five Web pages, A, B, C,
D and E, and the bracketed numbers are their respective access times in seconds. Note
that it is not possible to determine the access time of the last page of every session, as
logfiles do not capture data that can determine when a user actually finishesreading a
page. The last column contains the average access times of pages in a session.

Chenetal. pioneered work in path traversal pattern mining and popul arized research
inthisarea(Chen et al., 1996). The authors coined the term mining traversal patterns,
which means the capturing of user access patternsin distributed information providing
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Table 1. A Sample Logfile

Session ID Web Access Sequence Average Access Time (9)
100 A(4) B(3) C(21) B(5) D(4) E 7.4
200 B(4) D(2) B(5) C(17) E 7
300 C(4)D(5) E 4.5
400 A(6) B(24) D 15

environments such asthe Web. The procedure for mining traversal patterns consists of

three steps:

1  Determine transactions: The authors assumed that backward references
(revisitations of pages) are used only for ease of traveling and are focused on the
discovery of forward reference patterns. Themoment abackward referenceoccurs,
aforwardreferencepathisconsideredterminated and i stermed amaximal forward
reference (MFR), which represents a transaction.

2 Determinelargereference sequences: A largereference sequenceisan MFR that
appears frequently enough to satisfy a minimum support threshold. From the set
of MFRs, large reference sequences are determined using algorithms based on the
concepts of ARM with one slight modification for the self-join procedure during
candidate generation. The following modification is necessary because unlike an
itemset, an MFR has consecutive references. For any two distinct reference
sequences, {a,...a }{b,...b, }eL, , they are combined to form a k-reference
sequence only if either {a,...a ,} contains{b,...b, .} or{b,...b, } contains{a,...a_}.

3. Determinemaximal reference sequences: A maximal referencesequenceisalarge
reference sequencethat i snot contained in any other maximal reference sequence.

Chen et al. do not make any distinction between references used for various
purposes and may discover too many sequences from the transactions identified using
the MFR technique. The MFR technique over-evaluates subsequences found at the
beginning of asequence; such subsequencesare given higher importance. For example,
consider session 100 of Table 1. For brevity, we shall use theterm S to denote session
X of Table 1. The resultant set of MFRs is { ABC, ABDE}. Although the subsequence
{AB} appearsonly oncein S, it appears twice in the set of MFRs. In addition, the
assumption that backward references are used only for ease of traveling is only
applicablein certain cases. For example, in S, ,, page D isonly accessed for 2 seconds,
which suggeststhat the user may think that D isanirrelevant pageandtravel back quickly
to B. However, the incorrect subsequence { BD} would be discovered by the MFR
technique. Finally, it usestheclassic associationrulemining algorithm, Apriori (Agrawal
& Srikant, 1994) to discover frequent sequences; thislimitsitsscal ability because Apriori
is known to scale poorly with respect to both the database and frequent itemset sizes
because of its need for candidate itemset generation (Das, Ng & Woon, 2001; Han, Pei
& Yin, 2000). Punin et al. al so used the MFR method to discover frequent sequences of
pages (Punin, Krishnamoorthy & Zaki, 2001). The authors also proposed the use of
association mining on sessions with duplicated pages and path information removed.

To group Web pages into more meaningful transactions, Cooley et al. proposed a
novel way of identifying transactions based on the assumption that a user uses a page
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either for navigation or for its content (Cooley et al., 1997a). A transaction can then be

defined in the following two ways:

1  Navigation-Content: A navigation-content transaction contains all navigation
pages |leading to content pages and the content pages themselvesfor agiven user.
Mining such transactions yields frequent traversal paths to content pages.

2. Content: A content-only transaction containsonly content pagesfor agiven user.
Mining such transactions yields correlations among content pages.

Assuming that the amount of time auser spends on apageisindicative of thetype
of the page, the authors introduced a reference length (RL) (duration of viewing
reference) transaction identification method. In this method, the user must supply the
percentage n of navigation referencesin alog so that a cut-off time ¢ can be calculated
using a chi-squared distribution to decide if a reference is for navigation or content
purposes. Experiments are conducted to mine association rules from transactions
identified by both the referencelength and MFR techniques. The experimentsreveal ed
that thereferencelength method performed better for content-only transactions. The RL
methodismorepractical than MFR, asit takesinto consideration thedimension of access
time. However, n can only be determined accurately by an expert and thereisaneed to
scan the entirelogfile oncefirst before ¢ can be computed. In addition, since users may
be accessing a site using heterogeneous systems with varying bandwidth connections
and varying network traffic, content pages may be mistaken for navigation pages for
systems with broadband connections used during off-peak periods. Recently, Cooley
suggested that WUM could enjoy greater success if it considers the content and
structureof aWebsite (Cooley, 2003). Through experimentswith an electronic commerce
site, he showed how knowing theimportant frames of aWebsiteand knowing the concept
hierarchy of products could aid in discovering useful knowledge with WUM. Hence,
knowledge of the content and structure of Websites yield good filters during the
preprocessing and result-analysis phase.

The use of wildcards in navigation pathsis first proposed by Spiliopoulou et al.
(Spiliopoulou & Faulstich, 1998) and explored further by Gaul et al. (Gaul & Schmidt-
Thieme, 2000). Such paths are known as generalized subsequences and contain an
additional wildcard symbol * which denotes arbitrary subsequences. Generalized sub-
sequencesare effectively used only by expertsin building specific queries. Spiliopoul ou
etal. alsointroduced aggregatetrees, which aresimilar to FP-trees(Hanet al., 2000). An
aggregate treeisatriethat stores navigation paths and the number of times aparticular
pathisvisited. Itisuseful for obtaining support counts of paths but growsexponentially
with respect to the number of pages on a site.

Nanopoulos et al. argued that the technique of Chen et al. is not resistant to noise
(Nanopoulos& Manolopoul os, 2000). Noiseinthiscontext meansrandom page accesses
that are not intended by a user. The authors proposed a technique that takes into
consideration the structure of asiteaswell as subpath contai nment in obtai ning support
counts (Nanopoulos& Manolopoulos, 2000). For example, thepath { ACD} isasubpath
of S, and is thus supported by S . The authors assumed that the graph structure of
asiteisavailableto determine the validity of candidate paths and designed an Apriori-
likealgorithm similar to that of Chen et al. to minefrequent paths. Pei et al. followed up
onthistechnique by proposing afaster scal able mining technique, which isbased on the
non-Apriori-like ARM algorithm, FP-growth (Han et al., 2000). FP-growth achieves
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impressive speed-ups against Apriori becauseit only scansthe database twice and does
not need to generate and test candidateitemsets. It usesacompact datastructureto store
pertinent database information efficiently based on a minimum support threshold.
Similarly, Pei etal. introduced anew datastructure called Web access patterntree (WAP-
tree) to storecompressed access patterninformation (Pei etal., 2000). It first assumesthat
transaction identification is already done correctly and builds the WAP-tree from the
database given a minimum support threshold. It then proceeds to mine for frequent
sequences recursively. However, we contend that this notion of noiseisfarfetched, as
itsoccurrenceisminimal. Evenif noise consistently exists, it would be advantageousto
detectit and capitalizeonit. Moreover, by using subpath containment, too many frequent
paths may be found.

All'in all, much work has been donein WUM and most researchers make assump-
tions (which may not be applicablein all scenarios) to support their approach. Hence,
thechallengeremainsfor amoregeneral and yet efficient techniquefor WUM. Inthenext
section, we discuss our approach in meeting this challenge.

TRANSACTIONIZED LOGFILE MINING

Inthissection, wepresent TRALOM2 (Transactionized LogfileMining 2), aholistic
solution to the problem of WUM. TRALOM 2 ismore holistic than existing approaches,
asittakesintoconsiderationall theavailableinformationfromlogfilesand doesnot make
too many specific assumptions. It is an enhanced version of TRALOM (Woon et al.,
2002b). We will formally define TRALOM?2 and explain how sessionization (session
identification) and transactionization can be carried out appropriately. We then intro-
duceadatastructure, theWebTrie, that holdsimportant information extracted inreal time
fromlogfilesand allowsmining to be donein atimely and incremental manner. Finally,
algorithmsto efficiently mine transactionized logfiles are presented.

SESSIONIZATION

Firstly, all entriesareremoved fromthelogfileexcept successful HT TPrequestsfor
HTML filesandimagefiles. Unlikeall the discussed existing work on Web usagemining,
we do not disregard image files because they may contain important content (maps,
product imagesetc.) and affect the cal culation of accesstimes of entries. Previously, in
TRALOM, we have removed images without such consideration. On the one hand, a
navigation page with many images to load would give the impression that the user is
spending alot of timeviewing thecontent init. Onthe other hand, theimagesthemselves
may be the actual desired content. Therefore, in TRALOM2, we use an image content
proportionvalueyto allow usersto set theamount of content storedinimages. Theimage
entrieswill not beincluded in the final sessions but they are used to compute the access
timesof HTML pagesthat appear after theimageentriesinthefollowingway: HTML page
accesstime=yx (sum of accesstimesof all imagesafter previousHTML pageand before
current HTML page). Settingy=0meansdisregarding all images, whilesettingy=1means
all images contain important content. All entries are then mapped to unique integers.
Next, asBerendt et al. (2001) discovered a30-minute session duration heuristic delivers
the best results, it will be used here to group entries into sessions.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



380 Woon, Ng & Lim

TRANSACTIONIZATION

Once a session has been identified, it isimportant to determine whether apageis
used for content or navigation purposes (Cooley et al., 1997a). A content pageisapage
perceived by a user to contain content information, while a navigation page is one
perceived to contain link information to reach a content page. Before we describe the
Transactionization Algorithm(TA), hereareformulation preliminaries: L et theuniver-
sal pageset, U=(p,, p,, ..., P,), be aset of pagesfound in aWebsite and et n be the total
number. A k-conset is an unordered set of k unique content pages. A k-traset is an
ordered set of (k-1) unique navigation pages and a content page as its last page. Let
D cP (V) beaset of consets. Let D cP (U) beaset of trasets. Lets =(p,, p,, ..., p,) bea
sessionidentified fromthelogfileusing a30-minutewindow with mpages. Let a, bethe

accesstime of pagep. Let A bethe average accesstime of apage given by %Zgziap

inasessions, . Let® beanappend operator; for ak-traset X={p,, ..., p,}, X®{ p} results
inX={p, ..., P, P;}-

A conset contains only pages that are accessed for their content rather than their
links. A traset contains a sequence of navigation pages and a content page as its last
page. A page is considered to be a content page if its access time is greater than the
average accesstime of all the pagesin asession. Thisisappropriate, asitislogical that
users spend more time on a content page than a navigation page. A study on tasks
undertaken by usersreveal ed that users spend an average time of about 75 seconds and
10 secondson content and navigation pagesrespectively (Byrne, John, Wehrle& Crow,
1999). Recently, Cockburn et al. conducted an empirical analysisof Web useand showed
that the most frequently occurring time gap between subsequent page accesses was j ust
about a second, which meant that navigation pages are accessed most frequently
(Cockburn& McKenzie, 2001). Therefore, sinceusersusually spend much moretimeon
content pages and access navigation pages morefrequently, it isreasonableto conclude
that this approach isfeasible. Our method differsfrom that of Cooley et al. aswe do not
requirethe user to make agood guess of the percentage of navigation pagesand we save
onelogfilescan (Cooley et al., 19974). In addition, TA can also be applied on asession
the moment it arrives because thereisno need to cal cul ate a suitabl e cut-off time based
onall thesessions. Finally, sinceweusetheaverage accesstime of pagesin each session,
our technique is not affected by varying bandwidth and traffic conditions across
sessions. TA consists of the following steps:

1 InitializeD =D, =J

2: for each sessions € D do

3  Initializeconset X =&

4 Initializetraset Y=

5  Compute average access time of sessions , A

. s,

6  foreachpagep € s wherei=0...ndo
7
8
9

if i =nthen
X=Xu{p}
i Y=Y {p}
10: else
1L if accesstime of pagep, a . > ASn then
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12 Y=Y&{p}

13 D,=D,u{Y}

14: Initializetraset Y=

15: if p,¢ Xthen

16: X=Xu{p}

17 end if

18 elseif p, € Y at position mthen
19 Removeall pagesin Y from position m+1 onwards
20: else

21 Y=Y {p}

22 end if

23 end if

24:  endfor

25 D =D ,u{X}
26. D,=D,u{Y}
27:endfor

The basic idea of TA isto determine the nature (content or navigation) of a page
using itsaccesstime and thento assign it to meaningful sets. For each pagein asession,
wefirstcheck if itisthelast page(step 7). If itisand sincewe cannot determinethe access
time of thelast page, we assumeitisacontent page and add it to both conset X and traset
Y. For every other page, we check if itsaccesstimeisgreater than or equal totheaverage
access time of pagesin that particular session (step 11). If it is, then we conclude that
itisacontent page and append it to Y and add Yto D,. Thisis because every traset ends
with one content page. We will only add this content page to X if it does not exist in X
(step 15), asweareonly interested in finding correlations between different pageswith
consets. If apage p isanavigation page and already existsinY, it isassumed that since
auser has returned to a previously traversed page without reaching a content page, the
user has not found what he/she wants, and thus the intermediate navigation pages are
actually mistakes and should not be included (step 18).

Example: BothTA and MFR areapplied onthelogfilein Table 1, and Table 2 shows
the extracted content, traversal and MFR transactions. We shall illustrate TA step by
step using the Web access sequence of S : When C(21) isencountered, atraset ( ABC)
isadded to D, and C is added to aconset X because it has an access time that is greater
thantheaverage accesstime. Finally, when thelast page E isencountered, another traset
( BDE)isaddedtoD, and Eisaddedto conset X, whichisthenaddedto D . Aninteresting
observation is that a page can be both a content and a navigation page. Thisis due to
different user perceptions. We weed out rare perceptions with the use of the support
threshold. Intheexample, page B can beidentified asboth acontent and navigation page.
However, itisclear that it will not contributeto afrequent conset asit occursonly once
in D, but will more likely contribute to a frequent traset as it appears three times as a
navigation pagein D,. Another observation isthat transactionsidentified by MFR have
longer lengths. Thisisundesirableassuchlonger transactionswill resultin several rules
being mined and since such transactions contain both content and navigation pages,
mined rulesmay bemisleading. For example, if theminimal support countistwo, { ABD)

will be afrequent sequence; in' S, itisaseries of navigation pageswhileinS, , it has

100’ 00’
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Table 2. Extracted Transactions from Table 1

D, D, MFR
Transactions
{CE} (ABC) (ABC)
{CE} (BDE) (ABDE)
{DE} (BC) (BD)
{BD} (E) (BCE)
(CD) (CDE)
(E) (ABD)
(AB)
(D)

more content pages. Hence, there is no way of deciding whether this sequence should
be used to aid in the design of navigation or content pages.

WebTrie

Beforeintroducing the WebTrie, an additional set called a paset hasto be defined:
A k-paset isan ordered set of k unique pages and may contain a mixture of content and
navigation pages. The WebTrie is specifically designed to mine pasets.

Definition 1 (WebTrie): AWebTrie consists of a tree node w that has an integer label
representing a navigation page and an integer representing its support. We use
w,to refer to atree node that correspondsto a page peU and 3, torepresent its
support count. Let C(Wp) be the support-ordered set of child nod)es of nodew If
C(w);t@ thenC(W)c{w o W}lwherel<m<naf, . ﬁWm
Notethat animplicit virtual root node Risneededtolink all theWebTriestogether.

The WebTries under R are sorted in support-descending order, in which the leftmost

WebTriehasthe highest support count. For brevity, weshall refer tothe set of WebTries

built for alogfile asthe WebTrie henceforth. The WebTrieis constructed using all the

1-pasets and 2-pasetsin D,. For construction details, refer to our previouswork (Woon
et al., 2002b). Note that WebTrieis created/updated on the fly each time TA identifies
atraset; itisconsidered to be constructed online because at any pointintime, it reflects
theactual current state of thelogfile. Likethe SOTriel T (Dasetal., 2001), theWebTrie
is support-independent and thus does not require any user input to begin construction.

Inaddition, itisalso incremental, asit needs not be rebuilt from scratch whenever new

log entries arrive or when different support thresholds are used. Figure 1 shows the

WebTrie constructed from D, found in Table 2. The bracketed numbers are the support

counts.

Mining Algorithms

Inthissection, thealgorithmsfor discovering knowledge from consets and trasets
efficiently are discussed. Here are formulation preliminaries: A conset Te D issaid to
supportaconset Xiff XcT. Let 6, bethesupport count of aconset X, whichisthenumber
of consets in D, that support X. A paset X = (X, X,, ...xj) is said to be a consecutive
subsequence of atraset Y =(y,, y,, ...y, X» Y, if dist. y =x for1<m<j. A traset
Te D, issaidtosupport apaset Xiff X» T. Let o, bethesupport count of an paset X, which
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Figurel. AWebTrie

n[” A(D)

C(2) D(1) Di{1} E(l) B(2)

is the number of trasetsin D, that support X. Let S be the support threshold where 0 <
S <1land|D|bethenumber of transactionsin atransaction databaseD. A conset Xislarge
or frequentif 0,>|D | x s. A paset Xislargeor frequentif ,>|D | x s. A Web UsageRule
(WUR) isan implication of theform X —Y, where X and Y are sets of frequent consets
and XnY=J. TheWUR X—Y holdsinthedatabase D with confidencec%if nolessthan
c% of the content transactions in D_ that contain X also contain Y. A Web Traversal
Blueprint (WTB) is aset of all frequent pasets.

A WURisanalogousto an association rule, and thus, all theadvancementsof ARM
can be brought to bear on mining WURs. Wewill not elaborate on WUR mining because
it isstraightforward after we have modeled it asan ARM problem. Formerly, we have
presented an algorithm, whichwenow termWTBD1 (WTB Discovery 1), tominefor the
WTB. WTBD1 usesthe WebTrieconstructed from Dt given asupport threshold S. From
past experiments, it wasobserved that WTBD1 performed badly whenever therearemany
frequent pasets having a size greater than two. This is due to the huge number of
candidate pasets being generated by the recursive function FindTrail and the need to
scan the database to confirm their actual support counts. To eliminate this candidate
generation problem, weintroduce an improved version of WTBD1, called the WTBD2
algorithm:

1: Let| bethesize of the largest traset in D,
2: Initialize set L =gforl<j<l
3: for each WebTrie tree node W€ C(R) do

4 if B, >|D|x s then
pi
5 L,=L up,
6 InvokeFindTrail ({ Wpi} W 2)
7. else
8 Exit for eachloop
9 endif
10: endfor

ProcedureFindTrail (paset X, WebTrietreenodeparent, intk)
1: for each WebTrie tree node W€ C(parent) do

2 if W€ Xthen

3 Continue loop with other nodes
4 end if

5

if B, > 1D S then
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6 paset Y = X&{p;}

7 if (k==2) v (e, 2|D | x S) then

8 L,=L,uY

9 Invoke FindTrail (Y, W, k+1)
10 end if

1L else

12 Exit for eachloop

13 end if

14: endfor

Themainideaisto reduce the number of database scans by earlier database scans
to eliminate the need for candidate paset generation. Unlike WTBD1, WTBD2 only
invokes the new procedure FindTrail recursively on frequent pasets (steps 7-10 of
FindTrail). Thisisintuitivebecauseif apaset hasbeenfoundtobeinfrequent, it will still
be infrequent even if pages are appended to it. Therefore, by scanning the database
earlier (step 7 of FindTrail), unnecessary callsto FindTrail aswell as candidate paset
generation can be avoided.

Example: Given asupport threshold of 25%, applyingWTBD2 onthe WebTriein
Figure lyieldsthefollowingresults: WTB ={(B),{C),(D),{E), (A), (BC),{AB)}.Werun
a standard ARM algorithm on the consets found in Table 2 and the following are the
frequent consetsfound: { B} ,{C},{D},{ E},{BD},{CE},{DE}. Using the samesupport,
applying the MFR algorithm on the same original logfile found in Table 1 yields the
followinglargesequences: (A),(B),{C),(D),(E), (AB),(BC),(BD),(DE),(ABD). Itisclear
that the M FR method di scovers more sequence patternsbut sinceit doesnot differentiate
between consetsand pasets, the mined knowledgeisdifficult toapply. Inaddition, it has
also missed one frequent conset { CE}. The reason is because pages C and E are not
consecutivepagesasseenin S, and S, . However, itisobviousthat correlated content
pages need not necessarily be consecutive pages, although navigation pages must be
consecutive. If we check theresults of our algorithms against the original logfilefound
inTable 1, wewoulddiscover useful insights. For example, thefrequent paset (BC) tells
usthat BC isanimportant path to a content page. We can seefrom S, and S, that this
insight is meaningful because to reach the content page C, we must go through
navigation pageB. Thefrequent conset { CE} tellsusthat content pages C and E are often

accessed in asession and are thus correlated. A check from S and S, confirmsthis.

Summary
TRALOMZ2isan attempt to provideamore holistic and yet efficient solutionto the
problem of WUM. Its strength and usefulness stem from the following features:

. Content Proportion Value: Thedownloading of unimportantimageswould affect
theidentification of content and navigation pagesintechniqueslike TRALOM and
RL. TRALOM?2 addresses thisissue by introducing a content proportion value to
specify the amount of content in images.

. Transactionization: TRALOM?2 appliesatransactionization techniqueto split a
logfileintotwo different databasesfor two different miningtasksso asto discover
meaningful knowledge. Previousapproachesdo not split thelogfileand would end
up discovering knowledge that is distorted.
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. AveragePageAccessTime: UnliketheRL method that requiresauser parameter,
TRALOM2 uses asimpleyet reliable way to differentiate between a content and
a navigation page. By using only the average page access time in a session,
transactionization can be carried out incrementally because the average page
accesstime can be determined using the pageinformationin the session alone; the
RL method requiresinformation from all the sessions.

. WebTrie: TRALOM?2 usesthe WebTrieto store preprocessed information in an
incremental fashion, and hence, thereisno need to rebuild the WebTrie each time
new sessions are logged. The WebTrie can be re-used repeatedly when mining at
different support thresholds. None of the existing methodsempl oy such are-usable
data structure.

. Association RuleMining Plug-in: For discovery of Web usagerules, TRALOM2
allows the plugging in of any ARM algorithm. Current techniques require ARM
algorithmsto be modified before they can be used, and thus they could not easily
plug infaster algorithms.

. Lack of sensitive assumptions: TRALOM2 only makes one assumption: dupli-
cated navigation pages that do not lead to content pages are mistakes. This
assumption is only invalid in cases in which users are not interested in content
pages and would like to explore the structure of a Website.

Experiments

This section evaluates the performance and practicality of the TRALOM?2 tech-
niques by conducting experiments on a Pentium-4 machinewith aCPU clock rate of 2.4
GHz, 1 GB of mainmemory and running onaWindows 2000 platform. Thealgorithmsare
implemented in Java and the real logfiles can be freely downloaded (Danzig, Mogul,
Paxson & Schwartz, 2000). These logfileswere created in 1995 and werealso usedin a
workload characterization study for Web servers (Arlitt & Williamson, 1996). They are
useful asthey are obtained from diversified environments, as seen in Table 3. Table 4
showsthe details of the transactionized logfiles and the construction time of WebTries.
We have set the content proportion value y of imagesto 0.25, as we assume that images
at the three sites do not contain much content; thisis speculative but it sufficesto show
theeffect of yon TRALOM 2. Thebracketed numbersarethedetail sof thetransactionized

Table 3. Real Logfiles

Symbol Duration Size(MB) Number of Unique URLs Source
D 1 week 168 8436 Internet access provider for the
Metro Baltimore
Do 1 month 200 941 NASA Kennedy Space Center
D3 7 months 228 2981 University of Saskatchewan

Table 4. Transactionization and WebTrie Details

Dl Dy Averagesizeof | Averagesizeof | Timeto processonetraset for
consets trasets WebTrie (ms)
Dy 49K (97K) 171K (209K) 242 21(13 104 (0.28)
Do 38K (88K) 121K (299K) 3.2(27) 27(13 746 (0.41)
D3 78K (46K) 132K (241K) 21(34) 1.8(13 13(0.23)
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logfilesin our previouswork inwhich images aretotally disregarded and thus removed
even before sessionization, that is, y= 1.

Asseen from Table 4, the conset databases of D, and D, are reduced by half while
that of D, has almost doubled. The reduction of conset databases is due to an increase
inthesize of each conset (seecolumn4 of Table 4), whichinturniscaused by morepages
being identified as content pages in a session. By setting y = 0.25, the average access
time of asession would be decreased (if afew pages have many images that have long
loading timein the session) and more pages would have an access time greater than the
average. However, in the case of D,, the average size of consets has decreased. Thisis
probably due to the fact that most pages in a session need to load several images and
withy=0.25now, such pageswould have ashorter accesstime comparedto the scenario
inwhichy= 1, and thuswould not qualify as content pages. Another observation isthat
in all three databases, the average size of trasets has increased and this causes a huge
increase in the time to process each traset for the construction of the WebTrie (see
columns5 and 6 of Table 4).

Duetothelack of afair metricfor comparingvariouslogfile mining algorithms, only
three algorithms are used in the experiments: Apriori (for conset mining), WTBD1 and
WTDB2. Hence, our objective hereisto prove the practicality of our approach, while
comparison issues are discussed in the next section. Figures 2, 3 and 4 show the
performance of the three algorithms on D, D, and D, at varying minimum support
thresholds. Note that execution times are plotted on alog scale. The construction time
of the WebTrie is not reflected in the performance figures due to amortization (the
WebTrie can be re-used for several different support thresholds). This premise is
reasonabl e because the optimal support threshold cannot be known apriori and must be
adjusted by the user through experiments with various support thresholds.

Fromthethreefigures, it can be seenthat WTBD1 performsterribly at low support
thresholds (in many cases, its computation timeis not plotted, asit exceeds 1,000s). In
all cases, WTBD2 outperformsWTBD1 by awidemargin, especially at thelower support
thresholds, by eliminating the need for candidate paset generation. Conset mining
generally takes a longer time even though its database D_is much smaller than D..

Figure 2. Execution Times for 2, at Varying Minimum Support Thresholds
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Figure 3. Execution Times for 2, at Varying Minimum Support Thresholds
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Figure 4. Execution Times for 2, at Varying Minimum Support Thresholds
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Probably, this is due to the use of the classic Apriori algorithm that also involves
candidategeneration. Fortunately, conset mining hastheadvantage of having theability
topluginfaster ARM algorithmswhenever they are available, and thus, minimal work
is needed to speed up conset mining.

Another striking observation isthat paset mining takeslessthan asecond for high
support thresholds. Thisisbecausethe WebTrieshold information that allows frequent
pasets of lengths 1 and 2 to be discovered almost instantly without database scans. This
characteristic is highly desirable, as analysts need to make adjustments to the support
threshold quickly, especially at higher support thresholds. However, it can be seen that
performance degrades exponentially for WTBD1 as the support threshold is lowered.
Thisisdueto the need to scan D, several timesto determine whether a candidate paset
of size 3 and aboveisfrequent. WTBD2 fairs much better and can perform within 200s
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Figure5. Number of Frequent k-consets and k-pasetsin 2, , 2, and 2, at a Minimum
Support Threshold of 0.05%
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inall threelogfiles, evenat alow threshold of 0.05%. The performancedifference between
WTBD1and WTBD2 ismost evident in D, because it containslonger trasets; there are
many more and longer frequent pasets, and thus, many more candidate pasets are
generated by WTBD1.

Finally, Figure 5 showsthe number of mined frequent k-consetsand k-pasetsinthe
threelogfilesat aminimum support threshold of 0.05%. The number of frequent consets
discovered is generally larger than that of frequent pasets except in D,. Therefore, itis
obviousthat the support thresholds for conset and paset mining should be different and
adjusted accordingly. Another observation is that there are many more consets and
pasetsof size3and below. If the objectiveistouncover long frequent patterns, then such
shorter patterns would be redundantly generated.

CHALLENGES

AsWeb technology maturesand WUM becomes more popular and understood, we
postulate that Web logging will become more pervasive at the application server side.
Thisisbecauseat theapplication layer, morecomprehensiveinformation about theusers
can be recorded, making sessionization and transactionization techniques redundant.
Classification and clustering techniques can then be carried out more effectively.
However, as the change to application server logging incurs additional costs, existing
sites would probably stick to traditional server logging for a while. In any case, the
following challengesfor WUM remain:

. Several WUM techniquesexist but they all work well for certain situationsinwhich
their assumptions are valid. Therefore, it is desirable to have a way to select the
best algorithm for a particular scenario. Previously, we have proposed a novel
comparisonframework termed WALMAGE (Web AccessLog Mining AlGorithm
Evaluator) for this purpose (Woon, Ng & Lim, 2002a). WALMAGE allowsusto
evaluate the suitability of WUM algorithms by providing a set of cognitive
measures to describe Web scenarios as well as logfile mining algorithms and a
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suitability measure to determine the best algorithm for the scenario. However,
WALMAGE needsto be further improved by incorporating more cognitive theo-
ries before it can be of practical use.

. With wider availability and cheaper costs of Web connections, logfiles will
certainly grow exponentially. Thus, the scalability of WUM algorithmsincluding
TRALOM2 needsto beimproved in order to perform WUM in atimely manner.

. For big organizations, logfiles are usually distributed across several global sys-
tems. Hence, the parallelization of WUM algorithms would greatly enhance
performance in such situations.

. Dueto the proliferation of Web crawlers, robots and agents, there existsacritical
need to accurately detect entrieslogged by such entitiesas such entriesmay create
illusionary WUM results.

. Currently, most WUM research uses non-commercial logfiles for testing their
methods. More experiments are needed on commercial logfiles before WUM
methods can be proven to be really useful as competitive business tools.

CONCLUSIONS

Theimportance of Web usage mining isunquestionablewith therisingimportance
of the Web not only as an information portal but also as a business edge. Web access
logs contain abundant raw datathat can be mined for Web access patterns, whichinturn
can be applied to improve the overall surfing experience of users. By taking into
consideration the strengths and weaknesses of existing approaches, we have designed
amoreholisticand efficient Web usage mining algorithmcalled TRALOM 2. Experiments
conducted on real logs show the viability of our approach. However, much work is still
needed to make Web usage mining more useful in the electronic commerce domain.
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ABSTRACT

Personalization is aimed at adapting content delivery to users’ profiles: namely, their
expectations, preferences and requirements. This chapter surveys some well-known
Web mining techniquesthat can be profitably exploited in order to addressthe problem
of providing personalized access to the contents of Usenet communities. We provide a
rationale for the inadequacy of current Usenet services, given the actual scenario in
which anincreasing number of userswith heterogeneousinterests|ook for information
scattered over different communities. We discuss how the knowledge extracted from
Usenet sites (from the content, the structure and the usability viewpoints) can be
suitably adapted to the specific needs and expectations of each user.

INTRODUCTION

Theterm knowledge discoveryin databasesisusually devoted to the (iterativeand
interactive) process of extracting valuable patterns from massive volumes of data by
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exploiting data mining algorithms. In general, data mining algorithms find hidden
structures, tendencies, associations and correlations among data, and mark significant
information. An example of data mining application is the detection of behavioural
models on the Web. Typically, when usersinteract with aWeb service (available from
aWeb server), they provideenoughinformation ontheir requirements: what they ask for,
which experiencethey gainin using theservice, how they interact with theserviceitself.

Thus, the possibility of tracking users’ browsing behaviour offers new perspectives of

interaction between service providers and end-users. Such a scenario is one of the

several perspectives offered by Web mining techniques, which consist of applying data
mining algorithmsto discovery patternsfrom Web data. A classification of Web mining
techniques can be devised into three main categories:

. Structure mining. Itisintended hereto infer information from the topol ogy of the
link structure among Web pages (Dhyani et al., 2002). Thiskind of informationis
useful for anumber of purposes: categori zation of Websites, gaining aninsightinto
the similarity relations among Websites, and devel oping suitable metrics for the
evaluation of the relevance of Web pages.

. Content mining. Themain aimisto extract useful information from the content of
Web resources (Kosala & Blockeel, 2000). Content mining techniques can be
applied to heterogeneous data sources (such as HTML/XML documents, digital
libraries, or responsesto database queries), and arerelated to traditional Informa-
tion Retrieval techniques (Baeza-Y ates & Ribeiro-Neto, 1999). However, the
application of such techniques to Web resources allows the definition of new
challenging application domains (Chakrabarti, 2002): Web query systems, which
exploit information about the structure of Web documents to handle complex
search queries; intelligent search agents, which work on behalf of usersbased both
onadescription of their profileand aspecific domain knowledgefor suitably mining
the results that search engines provide in response to user queries.

. Usage mining. The focus here is the application of data mining techniques to
discover usage patterns from Web data (Srivastava et al., 2000) in order to
understand and better serve the needs of Web-based applications and end-users.
Web access|ogsare the main data source for any Web usage mining activity: data
mining algorithms can be applied to such logs in order to infer information
describing the usage of Web resources. Web usage mining isthe basisof avariety
of applications(Cooley, 2000; Eirinaki & Vazirgiannis, 2003), such asstatisticsfor
theactivity of aWebsite, business decisions, reorganization of link and/or content
structure of a Website, usability studies, traffic analysis and security.

Web-based information systems depict atypical application domain for the above
Web mining techniques, since they allow the user to choose contents of interest and
browse through such contents. As the number of potential users progressively in-
creases, a large heterogeneity in interests and in the knowledge of the domain under
investigationisexhibited. Therefore, aWeb-based information system must tailor itsel f
to different user requirements, aswell asto different technological constraints, with the
ultimate aim of personalizing and improving users' experiencein accessing the system.
Usenet turns out to be a challenging example of a Web-based information system, asit
encompasses a very large community, including government agencies, large universi-
ties, high schools, and businesses of all sizes. Here, newsgroups on new topics are

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



The Scent of a Newsgroup 395

continuously generated, new articlesare continuously posted, and (new) users continu-

ously access the newsgroups looking for articles of interest. In such acontext, theidea

of providing personalized access to the contents of Usenet articles is quite attractive,
for anumber of reasons.

1  First of al, the hierarchy provided by the newsgroups is often inadequate, since
too many newsgroupsdeal with overlapping subjects, and even asingle newsgroup
dealing with a specific topic may contain rather heterogeneous threads of discus-
sion. As an example, the newsgroup comp.lang.java.programmer (which
should deal with programming issuesin the Javaprogramming language) contains
threads that can be grouped in different subtopics, dealing respectively with
“typing,” “networking,” “debugging,” and so forth. As a consequence, when
looking for answers to a specific query one can frequently encounter the abun-
dance problem, which happens when too many answers are available and the
degree of relevance of each answer hasto be suitably weighted. By contrast, one
can even encounter the scarcity problem, which usually happens when the query
istoo specific and many viableanswersaremissed. Hence, articlesinthehierarchy
provided by the newsgroups need better (automatic) organization according to
their contents, in order to facilitatethe search and detection of relevant information.

2 Answers to specific threads, as well as references to specific articles, can be
analysed from astructural point of view. For example, the graph structure of the
accessesto articles(availablefromusers' accesslogs) can beinvestigatedtoallow
the identification of hub and authoritative articles, as well as users with specific
areasof expertise. Thus, theanalysisof thegraphs devised from both accessesand
reactionsto specificarticlesisclearly of greater impact to the purposeof providing
personalized access to the Usenet service.

3 Since users can be tracked, their preferences, requirements and experiences in
accessing newsgroups can be evaluated directly from the access logs. As a
consequence, both available contents and their presentation can be adapted
accordingtotheuser’ sprofile, which canbeincrementally built assoon astheuser
provides sufficient information about his/her interaction with the service. More-
over, the experience provided by the interaction of agiven user can be adapted to
users exhibiting asimilar profile, thus enabling a collaborative system in which
experiences are shared among users.

As a matter of fact, Usenet and the Web share strong similarities. Hence, the
application of well-known Web mining techniques from literature to Usenet should, in
principle, allow similar benefits of mining traditional Web contents. Nevertheless, the
application of the above techniques must take into account the intrinsic differences
between thetwo contexts. To thispurpose, the contribution of thischapter istheanalysis
and, where necessary, the revising of suitable Web mining techniques with the aim of
tailoring them to the Usenet environment.

Thegoal of thischapter isto survey somewell-known Web mining techniquesthat
can be profitably exploited to address the problem of providing personalized access to
the contents of Usenet communities available from the Web. In such a context, the
problem of providing personalized access to the Usenet communities can be ideally
divided into three main phases: user profiling, the process of gaining an insight about
the preferences and tastes of Usenet visitors through an in-depth analysis of their
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browsing behaviour; content profiling, the process of gaining an insight about the main
issues and topics appearing in the content and in the structure of the articles; and
personalization, the adoption of ad-hoc strategies to tailor the delivery of Usenet
contents to a specific profile.

For brevity’s sake, only the most prominent adaptations required to apply these
techniquesto the Usenet environment areillustrated in detail. We mainly point out the
possibility of accessing newsgroups from a Web interface (such as, e.g., in
groups.google.com), and envisage a Web-based service capable of providing per-
sonalized access by exploiting Web mining techniques. A Web-enabled Usenet access
through aWeb server has some major advantages with respect to the traditional access
provided by NNTP (Net NewsTransfer Protocol) servers. In particular, from auser point
of view, aWeb-based service exhibitsthe advantage of offering ubiquitousand anytime
accessthrough the Web, without the need of having apredefined client other than aWeb
browser. In addition, a user can fruitfully exploit further consolidated Web-based
services(suchas, e.g., search engine capabilities). From aservice provider point of view,
it offersthepossibility of tracking agiven user in his/her interaction with the servicefor
free, by exploiting traditional Web-based techniques.

Throughout this chapter, a particular emphasisis given on clustering techniques
tailored for personalization. Although anumber of different approachesexist (Deshpande
& Karypis, 2001; Mobasher et al., 2001), we believe that those based on clustering are
particularly promising sincethey effectively allow the partition of userson the basis of
their browsing behaviours, whichreliably depict user profiles. Moreover, sinceclusters
provide objective descriptions for the corresponding profiles, such an approach isalso
ableto act on the process of content delivery in order to addressthe specificities of each
profile: any changeinthedetailsof aparticular profileissoon captured by clustering and,
consequently, exploited in the delivery process.

INFORMATION CONTENT OF
A USENET SITE

Usenet operates in a peer-to-peer framework that allows the users to exchange
public messages on a wide variety of topics including computers, scientific fields,
politics, national cultures, and hobbies. Differing from e-mail messages, Usenet articles
(formatted according to the RFC-1036 Usenet news standard) are concerned with public
discussions rather than personal communications and are grouped, according to their
main subject, into newsgroups. Practically speaking, newsgroups are collections of
articlessharing the sametopics. Newsgroups can be organized into hierarchiesof topics.
I nformation about the hierarchy can befound inthe newsgroup namesthemselves, which
contain two or more parts separated by periods. Thefirst part of the name indicates the
top-level hierarchy towhichthe newsgroup belongs (the standard “ Big Seven” top-level
hierarchiesare: comp, misc, news, rec, sci, soc, talk). Reading from left to right, the
various partsof the name progressively narrow thetopic of discussion. For example, the
newsgroup comp.lang.java.programmer contains articles discussing programming
issues concerning the Javaprogramming language. Noticethat, although the newsgroup
hierarchy is highly structured, articles can be posted to multiple newsgroups. This
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Figure 1. Example of a Web Interface to Usenet News
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usually happens when articles contain more than one topic of discussion: for example,
an article concerning the use of an Oracle JDBC Driver can be posted to both
comp.lang.java.programmer andcomp.databases.oracle.

In our scenario, Usenet articles can be accessed by means of aWeb server, which
allows bhoth the visualization of articles, and the navigation of newsgroup hierarchies.
Anexampleof suchaninterfaceisprovidedinFigure 1. Userscan navigatethehierarchy
of newsgroups by accessing highly structured pages, in which hyperlinks point to
specific portions of the hierarchy.

A crucial aspect in the information delivery processis the quality of information
itself. Information quality isguaranteed neither in atypical Web setting nor in aUsenet
scenario. However, whileinformation related to agiven topic of interest is scattered on
the Web, Usenet simplifies the process of information locating. Indeed, articles are
typically groupedinthreads: athread containsaninitial article, representing an argument
of discussionraised by someuser, and achain of answerstotheinitial article. Usersonly
have to look within those threads semantically related to the topic under investigation.
Thisallowsusto narrow the search spaceand, asaconsequence, to obtain arecall higher
than the onetypically achievableby traditional information retrieval approachesonthe
Weh. Also, the process of thread sel ection corresponds to the sense disambiguation of
the topic of interest. This, in turn, leads to an increase in the degree of accuracy of the
inferred knowledge. Moreover, since Usenet allows the user to focus on a specific set
of threads, the possibility of the individual news articles having been written by
authoritative peopleis not less likely than it is on the Web (provided that an effective
technique for narrowing the search space, depending on the specific topic of interest,
canbedevisedfortheWebitself). Y et, Usenet isasourceof information whoseinferable
knowledge is often complementary with respect to the contents within Web pages. As
an example, consider the scenario in which a user is interested in finding detailed
information onaspecifictopiclike“using JavaNativelnterfaceand JavaServletsrunning
under Apache Tomcat”. Querying and posting to Usenet newsgroups allows the
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satisfaction of the specific request. This ultimately corresponds to benefit from the
depicted collaborative environment, by obtaining both referencesto dedicated Websites
and reports from other users' experiences.

Two main information sources can be detected in a Usenet environment: access
logs, describing users' browsing behaviour, and Usenet repositories, representing the
articles a user may access. We now analyse such information sources in more detail.

Web Logs. Mechanisms for Collecting User Clickstream

Usage data are at the basis of any Web usage mining process. These data can be
collected at different levels on anideal communication channel between ageneric user
andtheWebsitecurrently accessed: at client level, proxy-server level, and Websitelevel.
Sources at different levels take into account different segments of Web users and, asa
consequence, highlight distinct browsing patterns (Cooley, 2000). Precisely, sources at
theclient level focuson single user/singlesite (or even single user/multi site) browsing
behaviour. Information related to multi user/multi site navigational behaviour is col-
lected at the proxy-server level. Finally, sources at the Website level reveal usage
patterns of multi user/single site type. Since the user profiling phase aims to gain an
insight into the browsing strategies of visitors, we focus on the sources of usage data
at Websitelevel. Itisworth noticing that in such a context usage mining techniquesare
only exploitedtosilently infer user preferencesfromtheir browsing sessions. Thisfinally
doesnot raiseprivacy violationissues: sinceusersare not tracked at theclient side, their
identity is unknown and any invasive technology, such as cookies, is not leveraged to
try to recognize the user across their repeated transactions. Furthermore, information
extracted from browsing datais mediated on ahuge number of user sessions, which makes
the proposed Web usage mining techniques non-invasive of user privacy.

Web logs represent amajor approach to tracking user behaviour. By recording an
incoming request to a Web server, Web logs explicitly capture visitors' browsing
behaviour inaconcurrent and interleaved manner. A variety of ad-hoc formatshave been
devisedfor organizing datawithin Weblogs: two popular formatsare CLF (CommonLog
Format) and ECL F (Extended Common L og Format). ECLF, recently introduced by the
W3C, improves CLF by adding a number of new fields to each entry that have been
revealed as being particularly useful for demographic analysis and log summaries
(Eirinaki & Vazirgiannis, 2003). ECLF logs can also include cookies, that is, pieces of
information uniquely generated by Web servers to address the challenging task of
tracking users during their browsing activities.

Themain limitation that affects Web logs isthat they do not allow for thereliable
capture of user behaviour. For instance, the viewing time perceived at the Websitelevel
may bemuchlonger thanit actually isat theclient level. Thisistypically duetoanumber
of unavoidable reasons, such as the client bandwidth, the transmission time necessary
for the Web server to deliver the required resource and the congestion status of the
network. Also, Web logs may not record some user requests. Such aloss of information
usually happenswhen a user repeatedly accesses the same page and caching is present.
Typically, only the first request is captured; subsequent requests may be served by a
cache, which canbeeither local totheclient or part of anintermediate proxy-server. These
drawbacks must be taken into account while extracting usage patterns from Web logs:
avariety of heuristics have been devised in order to pre-process Web logsin a such a
way as to reduce the side effects of the above issues.
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Data about user behaviour can also be collected through alternative approaches
(Cooley, 2000), which allow the overcoming of the traditional limitation affecting the
exploitation of Weblogs: theimpossibility of capturinginformation other thanthatinthe
HTTP header of aWeb request. Among them, we mention ad-hoc tracking mechanisms
for defining meaningful application-dependent logsdescribing user browsing activities
at the required degree of detail. Indeed, the exploitation of new technologies for
developing Web (application) servers(such as, e.g., JSP/PHP/.NET frameworks) leads
to two main advantages in processing usage data collections. Firstly, it can capture
information that isnot typically addressed by Web logs, such as request parameters and
statevariablesof anapplication. Secondly, it guaranteesthereliability of theinformation
offered. A format for the generic entry of an application log, suitably thought for the
Usenet environment, can bedevised. It may consist of (at |east) threefields. User isafield
that refersto theidentity of the user who madetherequest: it can either be an |P address
or aunique user-id. Timeisatime stamp for the request. Request logs the details (such
as the level in the newsgroup hierarchy, or the topics) of the request.

Content Data: Finding Structure within News Articles

Newsarticlesaretheprimary information source of Usenet. Different from generic
text documents (towhich at first sight they could be assimilated), somerelevant features
properly characterize them, aswell as e-mail messages:

. Articlesareusually rather shortinsize. Thismay look like asociol ogical observa-
tion, since the size of an article depends on a set of factors such as the topic
involved, user preferred behaviour, and degree of interaction required. Neverthe-
less, newsgroups are conceived as a means of generating discussions, which
typically consist of focused questions and (rather) short replies.

. Text documentsusually exhibit only unstructured features (wordsoccurringinthe
text). By contrast, news articles result in a combination of important structural
properties (such as sender, recipients, date and time, and whether the article
represents a new thread or a reaction in a given thread), and unstructured
components (Subject, Content, Keywords headers).

. Also, news articles may contain junk (unsolicited) information. This eventually
resultsinalossof recall ininformation delivery, and performance worsening due
to the waste of bandwidth and server storage space. Although junk informationis
quitetypical inaWeb setting, the presence of spam articlesisstill moreproblematic
in the Usenet environment, mainly due to duplicate copies or conversational
threadsincluding many uselessarticles(e.g., replies). Many techniques and tools
for spam filtering have been developed in the last seven years, mainly aimed at
classifying messages as either spam or non-spam. Among them we mention
(Androutsopouloset al., 2000; Drucker et al., 1999). Clearly, such techniquescan
beusedtoimprovethequality of theinformation contained in aUsenet server, thus
allowing the concentration only on significant data sources.

Wenow briefly review how to extract relevant information fromacol lection of news
articles. Thisrequiresastudy on the representation of both structured and unstructured
features of anewsarticle. Concerning text contents, the extraction of relevant features
is usually performed by a sequence of well-known text operations (Baeza-Y ates &

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



400 Manco, Ortale & Tagarelli

Ribeiro-Neto, 1999; Moens, 2000), such as lexical analysis, removal of stopwords,
lemmatisation and stemming. The abovetext operations associate each articlewith aset
of termsthat are assumed to best reflect thetextual content of the article. However, such
terms have different discriminating power, that is, their relevance in the context where
they areused. Many factorsmay contributeinweighting relevant terms: statisticsonthe
text (e.g., size, number of different termsappearingin), rel ationshipsbetweenatermand
the document containing it (e.g., location, number of occurrences), and relati onships
between aterm and the overall document collection (e.g., number of occurrences).

A commonly used weighting function is based on the finding that the most
significant termsarethose occurring frequently withinadocument, but rarely withinthe
remaining documents of the collection. To this purpose, the weight of a term can be
described as a combination of its frequency of occurrence within a document (Term
Frequency - TF) anditsrarity acrossthewhol e collection (Inver se Document Frequency
- IDF). A widely used model complyingwith the above notionisthevector-space model
(Baeza-Y ates& Ribeiro-Neto, 1999), inwhich each articleisrepresented asan-dimen-
sional vector w, where n isthe number of available terms and each component W, isthe
(normalized) TF.IDF weight associated with atermj:

w; = (tf; 'idfi)/ Zp(tfpi (idf,)° .

Itiswell-knownfrom literaturethat thismodel tendstowork quitewell in practice
despiteanumber of simplifyingassumptions(e.g., termindependence, absence of word-
sense ambiguity, as well as of phrase-structure and word-order).

From each article, further features can be extracted from both the required headers
(such as From, Date, Newsgroups and Path) and the optional headers (such as
Followup-To, Summary, References). In particular, discriminating information can be
obtained by exploiting the hierarchy of topicsinferred by newsgroups, or by analysing
the temporal shift of articlesfor agiven topic.

Notice also that, in principle, textual contents may contain further information
sources, such as, for example, hyperlinks. ThereforeaWeb interfaceto aUsenet service
may assign each articleaunique URL address, thusallowing articlestolink to each other
directly by means of such URLSs.

To summarise, an article can be represented by afeature vector x = (y w) in which
the structured component (denoted by y) may comprise, for example, the features

Table 1. Structured Features of News Articles

feature type sour ce header
Newsgroup hierarchy (e.g., comp.lang.c) categorical Newsgroups:
Follow-up newsgroup hierarchy categorical Followup-To:
Sender domain (e.g., yahoo.com) categorical From:
Weekday categorical Date:
Time period (e.g., early morning, afternoon, categorical Date:
evening)
Expiration date categorical Expires:
Geographic distribution (e.g., world) categorical Distribution:
Article length numeric Lines:
Nr. of levelsin newsgroup hierarchy numeric Newsgroups:
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reportedin Table 1, whereasunstructured information (denoted by w) ismainly obtained
from the content and from the Subject header (or from the Summary and Keywords
headersaswell).

MINING CONTENT OF NEWS ARTICLES

A straightforward personalization strategy consists of providing searching capa-
bilitieswithin Usenet news. Asamatter of fact, many Web interfacesto Usenet servers
providekeyword-based querying capabilitiesand ranking mechanismsfor theavail able
articles. In general, queriesinvolve relationships between terms and documents (such
as, e.g., “findarticlesdealing with JavaNativelnterface”), and can bemodelled asvectors
inthevector-space model. Hence atypical ranking mechanism may consist of computing
the score of each article in a collection as the dot product between its representative
vector w and the vector g representing the query: Mo = W 0. Articleswith ahigh rank
constitute the answer to the query.

A different approachto personalizationistheidentification of topicsemerging from
the articles, to be proposed to usersin amore structured way: this can be accomplished
by clustering articles on the basis of their contents. Clustering aims to identify homo-
geneous groups to be represented as semantically related in the re-organized news
collection. Formally, aclustering problem can be stated asfollows: givenaset M={m,,
...,m} of newsarticles, weaimtofindasuitablepartitionP={C, ...,C} of Minkgroups,
such that each group contains a homogeneous subset of articles (or threads) with an
associated label describing the main topics related to the group. The identification of
homogeneousgroupsreliesonthe capability of: (i) defining matching criteriafor articles
according to their contents; (ii) detecting representative descriptions for each cluster;
and (iii) exploiting suitable clustering schemas.

Homogeneity can be measured by exploiting the feature vectors defined above. A
similarity measures(x;, xj) can bedefined ass(x, xj) =as(Y, yj) +(1-0) s,(w, WJ.), wheres,
ands, refer respectively to thesimilarity of the structured and unstructured components
of the articles. In particular, s, can be defined by resorting to traditional similarity
measures, such as Dice, Euclidean or mismatch-count distance (Huang, 1998). Mis-
match-count distance can beexploited, for example, by takinginto account the hierarchy
of subgroups, asin principle, articles posted in newsgroups sharing many levelsin the
newsgroup hierarchy are more likely to be similar than articles posted in newsgroups
sharing few levels. On the other hand, s, can be chosen among the similarity measures
particularly suitable for documents (Baeza-Y ates & Ribeiro-Neto, 1999; Strehl et al.,
2000), such asthecosinesimilarity. Finally, o.< 1 representstheweight to be associated
with the structured component.

Concerning labels, we have to find a suitable way of describing the main topics
associated with agiven group of semantically homogeneousarticles. Thestructural part
can easily betackled by exploiting, for example, the mode vector (Huang, 1998) of the
structured componentsy. The unstructured part requires some attention. In asense, we
arelooking for alabel reflecting the content of the articleswithin the cluster, and at the
same time capable of differentiating two different clusters. To this purpose, a viable
strategy can beto resort to frequent itemsets discovery techniques (Agrawal & Srikant,
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1994; Beil et al., 2002), and associatethe set of terms (or concepts) with each cluster that
more frequently appear within the cluster.

Many different clustering algorithms can be exploited (Jain et al., 1999) to cluster
articles according to the above mentioned matching criteria. Hierarchical methods are
widely known as providing clusterswith abetter quality (Baeza-Y ates& Ribeiro-Neto,
1999; Steinbach et al., 2000). I n the context of newsgroup mining, such approachesare
particularly attractive sincethey also allow the generation of cluster hierarchies (which
ultimately represent topics and subtopics). However, hierarchical approaches suffer
from serious efficiency drawbacks, since they require quadratic time complexity in the
number of articles they deal with. By contrast, efficient centroid-based methods have
been proposed in literature. In particular, Dhillon and Modha (2001) define a suitable
partitional technique, namely spherical k-Means, which has the main advantage of
requiring alinear number of comparisonswhilestill guaranteeing good quality clusters.
As stated above, feature vectors w, are normalized. In such a case, the computation of
thecosinesimilarity isreduced to the computation of the dot product among two vectors.
The spherical k-Means algorithm aims to maintain such a property during the whole
clustering phase. For each cluster C containing n, documents, the algorithm computes
the cluster center M= 1/nJ Z,qW. By normalizi ng ;s we obtain the concept vector ¢ of
C which is the feature vector that is closest in c05| ne similarity to all the document
vectorsin the cluster C.

Themain drawback of centroid-based techniquesisthat the quality of their results
is strictly related to two main issues. the number of desired clusters, which has to be
known a priori, and the choice of a set of suitable initial points. Combinations of
hierarchical agglomerationwith iterativerelocations can be devised here(Mancoet al .,
2002), by first using ahierarchical agglomerativeal gorithm over asmall arbitrary subset
Sof articlesto seed theinitial clusters for k-M eans-based methods. Figure 2 shows an
example of such anintegration. Practically, by choosing asubset Sof M, withasizeh«Nas
an input for ahierarchical clustering scheme, we avoid efficiency issues. Theresulting
partition provided by such an algorithm can be exploited within the k-M eans algorithm,
asit provides an optimal choice for both the desired number of clusters and theinitial
cluster centers (computed starting from the partition provided by the hierarchical

approach).

MINING USAGE OF NEWS ARTICLES

Thissectionisdevoted to the problem of exploiting browsing patternsto learn user
profiles. A profileisasynthetic description of information requirements, interests and
preferences of a set of visitors. Earlier approaches to personalization required explicit
user collaboration; that is, visitors had to fill in questionnaires concerning their
navigation purposes. However, such an approach suffers from two main limitations.
Firstly, questionnairesare subjective, and hence possibly unreliable. Secondly, profiles
learned from questionnaires are static; that is, they depict the expectations of a group
of users at a given point in time. This eventually requires new questionnaires to be
periodically presentedto visitors, thusmaking visitorsreluctant to continuously provide
information. By contrast, Web usage mining allowsinferring user profiles by means of
a silent analysis of visitors' browsing activities. Moreover, profiles learned from
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Figure 2. Example of Integration of Hierarchical and Partitional Clustering

Input: aset M ={my, ..., mv} of newsarticles.

Output: apartition P ={Cj, ..., Ci} of M.

Method:

—sample asmall subset S={my, ..., my} of news articles randomly chosen from M;

— obtain the feature vectors{xy, ..., Xn} fromS;

— apply hierarchical agglomerative algorithm on {X4, ..., Xn};

—let ¢y, ..., & be the concept vectors representing the clusters of the partition supplied from the hierarchical algorithm:
« apply the k-Means algorithm on M explaiting ¢;, ..., ck asinitia centers;

« answer P ={C;, ...,Ci} astheresult of the k-Means algorithm.

browsing patterns are both objective (they are deduced from exhibited navigational
behaviours and therefore not affected by subjectiveness) and dynamic (they automati-
cally reflect changesin using a Website).

A typical Web usage mining process can be divided into three phases (Srivastava
etal., 2000): data preprocessing, the process of turning raw usage datainto ameaningful
data set (precisely, raw usage data are converted into high-level abstractions such as
page views, sessions, transactions, users); pattern discovery, that is, the exploitation
of a variety of techniques from different fields (such as machine learning, pattern
discovery and statistics) to infer usage patterns potentially of interest; pattern analysis,
thestepinwhichtheidentified patternsarefurther inspected, aggregated and/or filtered
to transform individual patternsinto a deep understanding of the usage of the Website
under investigation. Inthefollowing, datapreprocessing and pattern discovery aretaken
into account.

Usage Data Preprocessing

A number of tasks must beaccomplishedin order to reconstruct ameaningful high-
level view of users’ browsing activitiesfromthe collection of their individual actionsin
aWeb log. Typically, data cleaning is the first step. It is useful to remove irrelevant
entries from Web logs, such as those denoting images or robot accesses. The intuition
is that only entries explicitly requested by users should be retained for subsequent
computations(Cooley etal., 1999); since Web usagemining aimsat highlighting overall
browsing patterns, it does not make sense to analyse entries that do not correspond to
explicit visitor requests.

URI (UniformResourceldentifier) normalizationisconceivedtoidentify assimilar
the URIswhich, though syntactically distinct, refer to the sameresource (such as, e.g.,
www.mysite.com/index.htm and www.mysite.com).

User identificationisacrucial task for avariety of reasonssuch ascaching policies,
firewallsand proxy-servers. Many heuristics exist for identifying users, such as client-
side tracking (i.e., the collection of usage data at client level through remote agents),
cookiesand embedded session | Ds (also known asURL rewriting), chainsof references
and others(Pirolli etal., 1996). It isworth noticing that in spite of aconsiderable number
of (moreor less) accurate heuristics, user identification exhibitssomeintrinsic difficul -
ties, like in the case of userswith identical | P addresses, or in the case of an individual
user who visitsthe same pagesthrough two distinct Web browsers executing onasingle
machine.
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For each user, sessionidentification aimsto dividetheresulting set of requestsinto
anumber of subsets(i.e., sessions). Therequestsin each subset share asort of temporal
continuity. Asan example, it is reasonable to consider two subsequent requests from a
given user exceeding a prefixed amount of time as belonging to separate sessions
(Catledge & Pitkow, 1995). Since Web logs track user behaviour for very long time
periods, sessionidentification isleveraged to distinguish between repeated visits of the
same user.

The notion of page view indicates aset of pagefiles (such asframes, graphicsand
scripts) that contribute to a single browser display. Page view identification is the step
in which different session requests are collapsed into page views. At the end of this
phase, sessions are turned into time-ordered sequences of page view accesses. Support
filteringistypically leveraged in order to eliminate noise from usage data, by removing
all those session page views characterized by either very low or extremely high support.
These accesses cannot be profitably leveraged to characterize the behaviour of any
group of users.

Transaction (or episode) identification isan optional preprocessing step that aims
at extracting meaningful subsets of page view accesses from any user session. The
notions of auxiliary page view (i.e., a page view mainly accessed for navigational
purposes) and media page view (namely, an informative page view) contribute to
identifying two main kinds of user transactions (Cooley, 2000): auxiliary-content and
media-only transactions. Given a generic user session, for each media page view P, an
auxiliary-content transactionisatimeordered subsequence consisting of all theauxiliary
page viewsleading to P in the original user session. Browsing patterns emerging from
auxiliary-content user transactions reveal the common navigation paths leading to a
given mediapage view. Media-only transactions consist of all the mediapageviewsin
auser session. They areuseful to highlight the correl ationsamong the mediapageviews
of a Website.

Pattern Discovery

A number of traditional datamining techniques can be applied to the preprocessed
usage data in order to discover useful browsing patterns. Here these techniques are
analysed in the context of personalization. In the following, the term pageis used as a
synonym for page view.

Associationrulescapturecorrelationsamong distinct itemsonthe basis of their co-
occurrence patterns across transactions. In the Web, association rule discovery can be
profitably exploited tofind relationshipsamong groupsof Web pagesin asite (M obasher
et al., 2001). This can be accomplished through an analysis of those pages frequently
visited together within user sessions. Association rules materialize the actual user
judgment about the logical organization of the Web pages in a site: a group of (not
necessarily inter-linked) pages often visited together implies some sort of thematic
affinity among the pages themselves. Sequential patterns extend association rules by
including the notion of time sequence. A sequential pattern indicates that a set of Web
pages are chronologically accessed after another set of pages. These patterns allow
Websitesto be proactive, that is, to automatically predict the next request of the current
visitors (Mobasher et al., 2002b). As a consequence, user navigation can be supported
by suggestions to those Web pages that should best satisfy user browsing purposes.
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Classification isatechniquethat assignsagiven item to one of several predefined
classes. Profiling isatypical application domain: in thiscase, the purpose of classifica-
tionisto choose, for each visitor, a (pre-existing) user profile that best reflects his/her
navigational behaviour (Dai et al., 2000). Clustering techniques can be used for grouping
either pages or users exhibiting similar characteristics. Page clusters consist of Web
pages thematically related according to user judgment. A technique (Mobasher et al .,
2002a) for computing these clusters consists of exploiting the association rules behind
the co-occurrence patterns of Web pages in such a way as to form a hypergraph.
Hypergraph partitioning is then applied to find groups of strongly connected pages.
Different approaches (either centroid-based (Giannotti et al., 2002) or hierarchical (Guha
etal.,2000)) areaimed at clustering users' sessions. Ingeneral, page clusterssummarize
similar interests of visitors with different browsing behaviour. Session clusters, on the
contrary, depict subsets of users who exhibit the same browsing behaviour.

Satistical techniquestypically exploit datawithin user sessionsto learn aproba-
bilistic model of the dependencies among the specific variables under investigation. In
thefield of personalization, an approach consists of buildingaMarkov model (fromlog
data of a Website) that predicts the Web page(s) that users will most likely visit next
(Deshpande & Karypis, 2001). Markov models can also be exploited in a probabilistic
framework to clustering, based onthe EM (Expectati on-Maximization) algorithm (Cadez
et al., 2000). Themain ideahereis essentially to learn a mixture of first-order Markov
models capable of predicting users' browsing behaviour.

MINING STRUCTURE OF A NEWSGROUP

This section aims at investigating the basic intuitions behind some fundamental
techniques in the field of structure mining. Though inspired by the same general
principles, suchtechniquesare however appliedto anovel setting: the context of Usenet
newsarticles. Thisallowsusto deal with the main concepts of structure mining without
considering the complexitiesthat arise in atypical Web environment.

Differences and Similarities between the Web and

Usenet Environments

The Web can be considered as a hyperlinked media with no logical organization
(Gibsonetal., 1998). Indeed, it resultsfrom acombination of threeindependent stochastic
processes of content creation/deletion/update evolving at various scales (Dill et al.,
2001). Asaconsequence, even if content creators impose order on an extremely local
basis, the overall structure of the Web appears chaotic (Kleinberg, 1999). In such an
environment, finding information inherent to a topic of interest often becomes a
challenging task. Many research effortsinthefield of structure mining are conceived to
discover some sort of high-level structure to be exploited as a semantic glue for
thematically related pages. Theideaisthat if pageswith homogeneous contents exhibit
some structure that does not depend on the nature of the content, then some effective
strategy can be devised in order to address the chaotic nature of the Web. Such an
intuitionissupported by evidence that, from ageometric point of view, the Web can be
considered asafractal (Dill etal., 2001): highly-hyperlinked regionsof the Web exhibit
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the same geometrical properties asthe Web at large. This suggests exploiting structure
mining to address relevant problems such as that of topic distillation, that is, the
identification of a set of pages highly relevant to a given topic. The basic idea is
qualitatively thefollowing. Given atopic of interest, thefocus of the approach ison the
search for a known link structure surrounding the pages relevant to that topic: this
requires exploiting only an extremely limited portion of the Web as a starting point.
However, since hyperlinks encode a considerable amount of latent human judgment
(Kleinberg, 1999), the structure among initial pagesallowsthe collection of most of the
remaining relevant pages. what the algorithm needsto dois, in a certain sense, choose
and follow the structural connections (leading from the initial pages to unexplored
regions of the Web) which are indicative of contents as prominent as those within the
original pages.

By contrast, traditional approaches to information discovery on the Web are
negatively affected by the chaotic nature of the Web itself. This characteristic seemsto
make every attempt at devising an endogenous measure (of the generic Web page) to
assess the relevance of a given page to a certain subject fruitless.

Usenet benefitsfrom anumber of interesting featuresthat contributeto makeit an
ideal application domain for structure mining techniques. Usenet’ soverall structure, in
fact, appearsasanetwork of newsarticles, semantically organized by topic. Thisismainly
dueto thefact that userstypically post news articlesinherent to aspecific (moreor less
broad) topic. Therefore, every single user isinvolved in playing a crucial role in the
processof keepingtheoverall structure of any newsgroup ordered: thedestination group
of anewsarticleisalready established sincetheearly stagesof theinception of thearticle
itself. Two more elements contribute to impose order over the entire structure of a
newsgroup. Firstly, the evolution of any newsgroup isbased on the sol e process of news
article posting: no content deletion and/or updateisallowed. Secondly, in contrast with
what happensontheWeb, the process of content management iscentralized: many users
post their own articles to the same recipient entity, which is only responsible for their
availability through the Web.

Usenet and the Web present many significant differences. However, somesimilari-
ties can be highlighted. Newsgroups are available from the Web and this implies that
every newsarticleisaWeb page, characterized by aproper content and itsown structure.
Users browse through the news articles within each group in order to find those that are
mostly of interest; this is similar to what happens on the Web, though considerable
differences characterize the search space in the two cases. Article browsing is made
possible by alink topology that exists within each group and among the news articles
belonging to distinct groups. Such astructure consists of three different kinds of links:
group links, which belong to the hierarchy of newsgroups and connect a news article
toitsowngroup; explicit links, which correspond to linkswithinthe content of an article;
and implicit links, which can be devised in order to model a number of distinct
correlations among the news articles (for instance, implicit links can depict article
dependencies such as the reply-to relationship).

Thepeculiaritiesof newsgroupsaswell astheir affinitieswiththeWeb arethebasis
of theintuition of applying known structure mining techniquesto Usenet. If approaches
based on link analysis exhibit good performances on the Web, their behaviour should
be at least as interesting if applied to a newsgroup environment.
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Figure 3. Structural Patterns Behind Hubs and Authorities

HITSAlgorithm

Kleinberg (1999) proposed an effective approach, namely HITS, for discovering
Web pages relevant to a particular topic of interest. The algorithm aims to discover
authoritative pages, that is, pages conveying prominent information, and hub pages,
which consist of collections of links pointing to the authorities. The intuition isthat if
a page is an authority, then there should be a considerable number of hub pages
(scattered on the Web) pointing to that authority. A mutually reinforcing relationship
keeps authoritative and hub pages together: agood hub links to many good authorities,
while a good authority is linked to by many good hubs. As a consequence, given a
specific topic, hub pages play a crucial role in the process of identifying relevant
information. Since they should point to nearly all the authorities on that topic, hubs can
be considered as a sort of glue that keeps authorities together. The notions of hub and
authority and the associated mutually reinforcing rel ationship materializeinapreciselink
structure, which isindependent of the topic under investigation. Figure 3(a) illustrates
the geometrical structure lying behind the notions of hub and authority.

HITS can be summarized as follows. The algorithm takes as input a focused
subgraph G of the Web (in which nodes correspond to pages and edges to hyperlinks
among pages), and computes hubs and authorities on the basis of theintuition discussed
above. Precisely, authority and hub weights are assigned to each page p in G: respec-
tively, X, and Y, A limited number of iterations are required before the algorithm
converges. Each iteration consists of two steps. Firstly, authority and hub weights are
updated for each pagein G. Then, both kindsof weightsare normalized. Formally, given
a page p, its associated weights are updated on the basis of the operations below:

Xp = qu Yp = qu

a(a,p)eG a(p,q)eG

At the end of the third phase, authorities (resp. hubs) correspond to the k pages
with the highest authority (resp. hub) weight.

HITS is based on the assumption that all links within a given Web page have the
same weight in the process of authority conferral. This inevitably causes both pages
relevant to acertain topic and junk pagesto receive the same amount of authority at each
step. Different from the context of scientific literature, in which the process of blind
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review guarantees the quality of references, both Web pages and Usenet articles are
generally neither critiqued nor revised. In the absence of any quality guarantee, HITS
represents the simplest approach: news articles typically referred by a conspicuous
number of distinct messages should be considered as authorities.

Bringing Hubs and Authorities to the Surface in the
Usenet Environment

Since content homogeneity seemsto depend mainly on topological properties, we

claim that structure mining techniques can be profitably applied even in the restricted
context of anewsgroup, provided that thelatent structure among newsarticlesissuitably
reconstructed. A number of application scenarios are discussed next.

Finding authoritative articles. The problem of locating articlesrel evant to atopic
of interest can be addressed in a way that is slightly different from the original
intuition behind HITS. A root set isformed by choosing (nearly) all those groups
that areinherent to the specific topic. In such ascenario, both explicit and implicit
links among news articles are exploited to model the conferral of authority from
hubs to authorities. For instance, consider a discussion group on a generic topic
T. A user u, could post an article m containing questions about T. Another user u
could reply to u, by posting an article m with the required answers. m and m are
tied by areply-to relationship: (m, mj) isanimplicit directed link of the graph G,
which in turn represents the overall network of dependencies among the news
articlesin the root set. Also, the content of m could include hyperlinks referring
to other news articles. For any such link poi ntlng to a destination article m,, an
explicit directed link (mJ m,) isadded to G. Anin-depth analysis of the resultlng
network of dependencies can highlight interesting (and often unexpected) struc-
tural patterns. Two interesting situations are discussed below. Firstly, acommu-
nity dedicated to a given topic could include hubs from different groups, all
referringto authoritiesinthe samegroup. Thiscould beduetothat fraction of users
who send their questioning articles to groups that are not strictly related to the
article contents. Typically, repliesfrom more experienced userscould refer tothe
strongest authorities in the group that is the closest to the contents of the above
newsarticles. Secondly, authoritiesin distinct groups could be pulled together by
hubsin the same group. Thiscould happen with topics having different meanings.
If one of these meanings is overly popular with respect to the others, then its
corresponding groupislikely to collect eventhosearticlesconcerning lesspopul ar
facets of the general topic. Again, replies could show the proper authorities for
such news articles.

Finding authoritative sites: articles as hubs. This application aims to discover
hybrid communities, that is, highly-cohesive sets of entities, where hubs corre-
spond to newsarticlesand authoritiesto Websites. Given atopic of interest, aroot
set isconstructed asin the above case. However, only explicit linksare taken into
account during the process of reconstructing the link structure of the newsgroup
region under investigation. Thelinkage patternsbehind hybrid communities show
strong correlations between the Usenet and the Web: precisely, contents on the
|atter either complement or detail information withintheformer. The geometrical

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



The Scent of a Newsgroup 409

characterization of the notion of hubs and authoritiesin terms of abipartite graph
structurein Figure 3(a) also appliesto the Usenet environment, asfar asthe above
two applications are concerned.

. Authoritativepeople: articlesashubs. Thenetwork of implicit linksamong articles
isrichininformation useful for finding authoritative people. Conceptually, since
repliesdeterminetheintroduction of implicit linksinto the network of newsarticles,
any such link isindicative of an endorsement of the authority of the associated
replying author. Precisely, an author who answers a considerable amount of user
guestions on a certain theme can be considered as an authority on that topic.
Authoritative peopleemergefrom anin-depth analysisof heterogeneous, bipartite
graph structuresthat can be located within the overall article network. Heteroge-
neity depends on the intrinsic nature of these structures, where a hub is a
guestioning article, and an authority, instead, correspondsto acollection of replies
grouped by their author (substantially, an authority isaset of nodesintheoriginal
article graph collapsed into a single entity). Figure 3(b) shows the geometrical
characterization of the notion of hubsand authoritiesinthiscontext. Authoritative
people can be discovered at different extents: either for any subset of specified
topicsin the newsgroup, or taking into account all of the topicsin the newsgroup
itself. Both casesare useful in highlighting interesting structural patternsthat are
not obviousat first sight, such asthoseindividual swho areauthoritiesonanumber
of topics.

PERSONALIZATION IN USENET
COMMUNITIES

Personalization can be defined as the process of tailoring the delivery of contents
(or services) in a Website to address individual users’ features such as their require-
ments, preferences, expectations, background and knowledge. It isawideresearch and
industrial area, which comprises notions such as recommender systems and adaptive
Websites. Recommender systemsare conceived totheautomatic delivery of suggestions
to visitors: suggested items can be information, commercial products or services. By
contrast, adaptive Websites address visitors' features mainly by means of two adapta-
tion methods (Brusilovsky, 1996): adaptive presentation, namely, adapting the contents
inaWeb pageto the profile of abrowsing visitor, and adaptive navigation support, that
is, suggesting the right navigation path to each individual user on the basis of his/her
browsing purposes.

From afunctional point of view, Websiteswith personalization capabilities can be
designed around the notions of customization and optimization (Perkowitz & Etzioni,
2000). Customizationisadapting the content delivery of aWebsiteto reflect the specific
features of individual users; precisely, changes to the site organization (i.e., to both
contents and structure) are brought about on the basis of the features of each single
visitor. Optimization, onthe contrary, isconceived to modify the site structurein order
to improve usability.

Regarding the technol ogies behind personalization systems, four main categories
canbeidentified (Mobasher et al., 2000): decisionrules, content-based filtering, collabo-
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rativefiltering and Web usage mining. Decision rulesallow the explicit specification of
how the process of content delivery can be affected by the profile of visitors. Such rules
can either beinferred from user interactions with the Website or manually specified by
asiteadministrator. Systemsbased on content-filtering (Lieberman, 1995) learn amodel
of user interests in the contents of the site by observing user navigation activities for
aperiod of time. Then, they try to estimatevisitors’ interest in documentsnot yet viewed
on the basis of some similarities between these documents and the profile to which
visitors themselves belong to. Collaborative filtering systems explicitly ask for users’
ratingsor preferences. A correlationtechniqueisthen|everaged to match current users’
datawith the information already collected from previous users. A set of visitors with
similar ratings is chosen and, finally, suggestions that are predicted to best adapt to
current users’ requirements (Konstan et al., 1997) are automatically returned.

Recently, an increasing focus has been addressed to techniques for pattern
discovery from usage data. Not only does Web usage mining prove to be afertile area
for entirely new personalization techniques, but it also allowsfor theimprovement of the
overall performancesof traditional approaches. For exampl e, content-based personaliza-
tion systemsmay fail at capturing latent correlationsamong distinct itemsinaWebsite.
Such alimitation can be avoided by taking into account evidence from user browsing
behaviour. Also, collaborative filtering can be revised in order to avoid the drawbacks
due to the collection of static profiles.

PageGather Algorithm

In the following we discuss how Web usage mining techniques can be applied to
the problem of providing apersonalized accessto Usenet communities. Tothispurpose,
we analyse PageGather (Perkowitz & Etzioni, 2000), an optimization approach that
achieves the goal of supporting user navigation through a given Website. PageGather
is conceived to automatically create indexes for the pages in a Website. This allows
visitors to directly access all the pages inherent to a given topic of interest, without
having to locate them within thelink structure of aWebsite. A visit-coherence assump-
tion is the basis of the algorithm: the pages visited by an individual user during a
navigation session tend to be conceptually related. The algorithm can be divided into
three main steps.

. Evaluation of similaritiesamong Web pages. For each pair of pagesp, and P, inthe
Website, both the probabilities Pr(p, | pj) and Pr(pj | p,) of auser accessing apage
p, (resp. pj), provided that he/she visited P, (resp. p,) in the same session, are
computed. Then, the co-occurrence frequency between p, and P, is chosen to be
the minimum of the two probabilities, in order to avoid mistaking asymmetrical
relationshipsfor truecasesof similarity. A similarity matrix isfinally formed, where
the(i, j)-thentry isthe co-occurrencefrequency between p, and p. if thereisno link
between the two pages; otherwise the entry is 0. In order to reduce the effect of
noise, all entries with values below a given threshold are set to 0.

. Cluster mining. A graph isformed from the similarity matrix. Here nodes corre-
spond to Web pages and edges to the nonzero entries of the matrix. Two
alternativesarenow possible: finding either cliquesor connected components. The
former approach allows for the discovery of highly cohesive clusters of themati-
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Figure 4. Revised Version of PageGather for Usenet News Articles

Input: aset S={s, ..., S\} of user sessions; aset T ={t;, ..., tw} of threads; athreshold 7.
Output: aset| ={b, ..., b} of newsgroup indexes.
Method:
—foreachse S

* extract s, i.e. achronologically ordered sequence of accessesto distinct threads;
— for each pair of threadst, t e T:

« compute the transition probabilities Pr(ti | t) and Pr(t; | t);
— compute asimilarity matrix M such that M(i, j) = min{ Pr(ti | t;), Pr(t | t) };
—form agraph G from al the entries of M whose value is greater than ;
—let C={cy, ..., c} bethe set of ether the cliques or the connected components found in G;
—for each index pageb € I:

« for each thread t € ¢ (where c isthe cluster to which b is associated):

-add anew link referencing t to b;

cally related pages, whereas the latter is computationally faster and leads to the
discovery of clusters made up of a higher number of pages.

. Automatic creation of indexes for each group of related pages. For each discov-
ered cluster, an index consisting of links to each Web page in that cluster is
generated. Indexes become preferred entry points for the Website: visitors only
have to choose an index dealing with the topic of interest.

Usenet consists of a set of newsgroups hierarchically classified by topic. As a
consequence, the process of finding interesting newsarticles necessarily impliesatwo-
phasesearch. First, any newsgroup that deal swiththerequired topic hasto beidentified.
Second, trivial or uninteresting threads within each such newsgroup need to befiltered
out. Such a laborious task may disorientate visitors, whose search activities may be
biased by the huge number of both newsgroups and threads.

In such a context, PageGather can be profitably applied to optimize the access to
Usenet news. Theideaconsistsof providing userswith anew logical organization of the
threads, which capturestheir actual perception about theinter-thread correlations. Here,
thevisit-coherence assumption ismadewith respect to thethreads. Statistical evidence,
mediated on ahuge number of browsing patterns, allowsthefinding of clustersof related
threads according to the visitors' perception of logical correlations among the threads
themselves. Each cluster deals with all the facets of a specific topic: it represents an
overall view of the requirements, preferences and expectations of a subset of visitors.
Finally, anindex page could beassociated to each individual clusterinorder to summarize
its contents and quickly access the specific facet of the corresponding topic.

Such an approach benefits from two main advantages. Firstly, a more effective
categorization of Usenet contentsis provided to visitors. Secondly, the techniqueisan
optimization approach to the delivery of Usenet contents: it does not require that
strategic changes are brought about to the original structure of Usenet newsgroups.
Figure 4 depicts the revised version of PageGather.
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CONCLUSIONS

We analysed three main lines of investigation that may contribute to providing
personalized access to Usenet articles available via a Web-based interface. Current
content mining techniques were applied on the management of news articles. To this
purpose, we mainly studied the problem of classifying articles according to their
contents. Weprovided aninsight into techniquesfor tracking and profiling usersin order
to infer knowledge about their preferences and requirements. Our interest focused on
techniques and tools for the analysis of application/server logs, comprising data
cleaning and pre-processing techniques for log data and log mining techniques. Also,
we modelled the events that typically happen in a Usenet scenario adopting a graph-
based model, analysing the most prominent structure mining techniques, such as
discovery of hubs and authorities and discovery of Web communities. We finally
discussed personalization methodologies, mainly divided into optimization and
customization approaches that can benefit from a synthesis of the above described
techniques.

The devised Usenet scenario reveals a significant application of Web mining
techniques. Also, it suggests devoting further attention and research efforts to the
combination of the various Web mining techniques. Indeed, it isclear from the depicted
context that the techniques proposed can influence each other, thus improving their
effectiveness to the purpose of adaptive Websites.
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Humanizing Information Technology: Advice from Experts
Authored by:

Shannon Schelin, PhD, North Carolina State University, USA

G. David Garson, PhD, North Carolina State University, USA

With the alarming rate of information technology changes over the past two decades, it is not unexpected
that there is an evolution of the human side of IT that has forced many organizations to rethink their
strategies in dealing with the human side of IT. People, just like computers, are main components of any
information systems. And just as successful organizations must be willing to upgrade their equipment and
facilities, they must also be alert to changing their viewpoints on various aspects of human behavior. New
and emerging technologies result in human behavior responses, which must be addressed with a view
toward developing better theories about people and IT. This book brings out a variety of views expressed
by practitioners from corporate and public settings offer their experiences in dealing with the human
byproduct of IT.

ISBN 1-59140-245-X (s/c) » US$29.95 + eISBN 1-59140-246-8 « 186 pages » Copyright ©2004

Information Technology Security: Advice from Experts
Edited by:
Lawrence Oliva, PhD, Intelligent Decisions LLC, USA

As the value of the information portfolio has increased, IT security has changed from a product focus to
a business management process. Today, IT security is not just about controlling internal access to data
and systems but managing a portfolio of services including wireless networks, cyberterrorism protection
and business continuity planning in case of disaster. With this new perspective, the role of IT executives
has changed from protecting against external threats to building trusted security infrastructures linked to
business processes driving financial returns. As technology continues to expand in complexity, databases
increase in value, and as information privacy liability broadens exponentially, security processes
developed during the last century will not work. IT leaders must prepare their organizations for previously
unimagined situations. IT security has become both a necessary service and a business revenue
opportunity. Balancing both perspectives requires a business portfolio approach to managing investment
with income, user access with control, and trust with authentication. This book is a collection of
interviews of corporate IT security practitioners offering various viewpoint on successes and failures in
managing IT security in organizations.

ISBN 1-59140-247-6 (s/c) » US$29.95 « eISBN 1-59140-248-4+ 182 pages » Copyright © 2004

Managing Data Mining: Advice from Experts
Edited by:

Stephan Kudyba, PhD, New Jersey Institute of Technology, USA

Foreword by Dr. Jim Goodnight, SAS Inc, USA

Managing Data Mining: Advice from Experts is a collection of leading business applications in the data mining
and multivariate modeling spectrum provided by experts in the field at leading US corporations. Each contributor
provides valued insights as to the importance quantitative modeling provides in helping their corresponding organizations
manage risk, increase productivity and drive profits in the market in which they operate. Additionally, the expert
contributors address otherimportant areas which are involved in the utilization of data mining and multivariate modeling
that include various aspects in the data management spectrum (e.g. data collection, cleansing and general
organization).
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E-Commerce Security: Advice from Experts
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The e-commerce revolution has allowed many organizations around the world to become more effective and efficient
in managing their resources. Through the use of e-commerce many businesses can now cut the cost of doing
business with their customers in a speed that could only be imagined a decade ago. However, doing business on
the Internet has opened up business to additional vulnerabilities and misuse. It has been estimated that the cost
of misuse and criminal activities related to e-commerce now exceeds 10 billion dollars per year, and many experts
predict that this number will increase in the future. This book provides insightand practical knowledge obtained from
industry leaders regarding the overall successful management of e-commerce practices and solutions.
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